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1 Reason for Change

Please, follow the change track.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Change section 8.2

8.2 The MPEG-2 transport stream Profile of DCF (MPEG2DCF)

 [ISO/IEC 13818-1] does not specify mechanisms for content or service protection.  Instead it allows for (partial) encryption of the TS and it supports (simultaneous) implementation of content protection mechanisms through generic system data stream definitions. This infrastructure defined in [ISO/IEC 13818-1] is used by this specification as a basis for an OMA defined key management schema, potentially in addition to non-OMA CA systems used by CA terminals. This specification defines data structures for embedding into an MPEG2DCF as Entitlement Control Messages (see next sections). These data structures serve two purposes:

· To transport the information needed by an OMA DRM terminal to request a Rights Object that is associated to the broadcast content, typically a program. This information corresponds to the information carried in the Common Headers defined in section 5.2
. 

· To transport the currently used content encryption key. 
Editor’s Note: This transport of encryption key is FFS. 

Although envisioned and enabled in [ISO/IEC 13818-1], this specification does not specify data structures to enable insertion of OMA DRM Rights Objects in the TS stream itself. Instead this specification envisions the Rights Objects to be retrieved via the interactive channel. 

Change 2:  Change section 8.2.1
8.2.1 The MPEG-2 transport stream structure (Informative)

The Transport Stream defined in [ISO/IEC 13818-1] is a multiplex of packetized audio, video and other data, associated with (potentially) a number of simultaneously running programs and services. It consists of 188 bytes long Transport Stream packets, all of which have header with a Packet Identifier (PID). Typically the payload of all packets with the same PID constitutes a single elementary video-stream, audio-stream or data stream. 

The data contained in TS packets with a PID of 0x00 constitutes the Program Association Table (PAT) - a directory of all currently embedded programs and services in the TS. Per program the PAT contains the PID value of the TS-packets that make up the Program Map Table (PMT) for that program. The PMT contains more information on a certain program, including (if applicable) content protection related information. 

[ISO/IEC 13818-1] supports protection of content, for broadcast typically by means of Conditional Access (CA) systems, by allowing the encryption of the payload of TS-packets (see section 5.2). To increase the level of security, the encryption keys may be changed frequently. [ISO/IEC 13818-1] enables the signalling of TS-packet encryption and changes in encryption keys and it enables a Conditional Access system to embed “private” data into the TS to communicate key material to terminals. 

For example, a broadcast may use “odd keys” and “even keys” to encrypt the content, with indication on transport packet level which key is used. Each key is used during a certain period. During the period that the "odd key" is used for decryption in the terminal, the next "even key" is conveyed in the transport stream, and when this period is elapsed, the transport packets indicate that the "even key" is to be used for decryption. Now the next "odd key" is conveyed in the transport stream to ensure its availability once the MPEG-2 TS packets indicate that the next "odd key" must be used. Etc. In this way the keys are provided in a timely manner, prior to the usage of the next key.
 [ISO/IEC 13818-1] specifies two locations for CA systems to embed CA related information in the TS. Firstly there may be the Conditional Access Table (CAT), contained in TS-packets with a PID value of 0x01. This table contains, for each CA system that is enabled to provide access to the TS, a Conditional Access descriptors that contains the PID of the TS-packets that contain the Entitlement Management Messages (EMMs) for that CA system. The EMMs are intended to transport long-term key material similar to OMA DRM Rights Objects. Secondly, there are Conditional Access descriptors located in the PMT of a program, containing the PID of the TS-packets that contain the Entitlement Control Messages (ECMs) for that program and a certain CA system. The ECMs are intended to transport short-term key material that allow for frequently changing content encryption keys.

There may be CA-descriptors for more than one Conditional Access system, all of which may then be able to provide access to the set of video, audio and data streams that constitute the program or service. This is usually referred to as “simulcrypt”. If such simulcrypt is applied in a broadcast using key switching, then both CA systems must ensure that the keys are provided in a timely manner. 
As Conditional Access systems are beyond the scope of MPEG-2 TS, [ISO/IEC 13818-1] only describes an overall structure for the EMMs and ECMs, leaving the specification of further details for encryption methods and key management to standardization bodies for broadcast systems and / or to proprietary systems. 
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Figure 6: Example of the use Program Association Table (PAT), Program Map Table (PMT) and Conditional Access Table (CAT) to signal carriage of ECMs and EMMs
[ISO/IEC 13818-1] specifies which audiovisual streams are included within a program, but no further distinction is made about the content contained in a program. As a consequence, a program in an MPEG-2 TS may represent a broadcast concatenation of an episode of a comedy series, a sport event, a news show, a late night movie, etc. To identify the comedy episode, the sport event, the news show and the movie within an MPEG-2 TS defined program, requires tools not specified in [ISO/IEC 13818-1]. 
Change 3:  Change section 8.2.3

8.2.3 CA Descriptor usage in MPEG2DCF
In this section it is defined how to use the CA descriptor, as specified in [ISO/IEC 13818-1], within an MPEG2DCF. The presence of the MPEG2DCF CA descriptor signals the transport of MPEG2DCF compliant ECMs. Table 25 – MPEG2DCF CA Descriptor
 defines the format for the CA descriptor for MPEG2DCF. The first fields in the MPEG2DCF CA descriptor are specified in [ISO/IEC 13818-1], while the fields after the CA_PID field are MPEG2DCF specific.  The MPEG2DCF CA descriptor is embedded into the PMT of each program in an MPEG2DCF that is accessible through OMA DRM. 

Table 25 – MPEG2DCF CA Descriptor

	Syntax
	No. of bits
	Mnemonic

	MPEG2DCF_CA_descriptor()  {
	
	

	
descriptor_tag
	8
	uimsbf

	
descriptor_length
	8
	uimsbf

	
CA_system_ID
	16
	uimsbf

	
reserved 
	3
	bslbf

	
CA_PID


if (descriptor_length>4) {


for (i=0; I<N; i++){



CA_descriptor_message()


}

}

}
	13

	uimsbf




descriptor_tag, MPEG has defined the value of 9 for the CA-descriptor.

descriptor_length, the number of bytes in this descriptor immediately following the descriptor_length field,.

CA_system_ID, the value of this field is[TBD: to be requested from DVB] 

CA_PID, the PID on which the sections with MPEG2DCF ECMs can be found
CA_descriptor_message(), see section 8.2.3.1.

Change 4:  Change section 8.2.4.2.1.1
8.2.4.2.1.1 socID message

A socID message is identified by the CID_message_ID value assigned to socID messages in Table 38 – CID_message_ID values. In a socID message, the message_data_bytes are socID_bytes, representing the service operation center identifier for this content. Each MPEG2DCF_ContentID_section MUST contain a socID message.


[TBD: value of socID]
Change 5:  Change section 8.2.4.3.1

8.2.4.3.1 Rights_URL message

The Rights_URL_message is a mechanism to include URLs in a Rights URL ECM.  Each message consists of a message identifier, followed by the length of the message and message data bytes; see Table 40 – Rights_URL_message. 

Table 40 – Rights_URL_message

	Syntax
	No. of bits
	Mnemonic

	Rights_URL_message()  {
	
	

	
rights_URL_message_ID 


message_data_length



 for (i=0; i< message_data_lengh); i++){



message_data_byte


}
	8

8

8
	uimsbf

uimsbf

bslbf

	}
	
	


rights_URL_message_ID, the rights_URL_message_ID field identifies a specific rights_URL_message; the values in the inclusive range 0x00 – 0x1F are reserved for future use by OMA; the other values are available for private use by applications using MPEG2DCF and are assigned via OMNA registration. See Table 41 – Rights_URL_message_ID values.

Table 41 – Rights_URL_message_ID values

	A.1. Value
	A.2. Description

	0x00 
	RightsIssuerURL

	0x01
	SilentRightsURL

	0x02
	PreviewRightsURL

	0x03 – 0x1F
	Reserved for future use by OMA

	0x20 – 0xFF
	Available for private use by MPEG2DCF applications; values are assigned  via OMNA registration


message_data_length, the message_data_length field specifies the number of message_data_ bytes immediately following this field.

message_data_byte, the coding and semantics of message_data_bytes depend on the encoded value of the preceeding rights_URL_message_ID field. For rights_URL_message_ID values in the inclusive range 0x00 – 0x1F the message_data_bytes are defined by OMA; see the following sub-sections. For rights_URL_message_ID values in the inclusive range 0x20 – 0xFF, the coding and semantics of message_data_bytes is specific to the MPEG2DCF application, signalled by the value of the preceding rights_URL_message _ID field.

8.2.4.3.1.1 RightsIssuerURL message

A RightsIssuerURL message is identified by the rights_URL_message_ID field value assigned to RightsIssuerURL messages in Table 41 – Rights_URL_message_ID values. In a RightsIssuerURL message, the message_data_bytes are RightsIssuerURL_bytes, representing a Rights Issuer URL for this content specified in section 5.2.1.9
.

8.2.4.3.1.3 SilentRightsURL message

A SilentRightsURL message is identified by the rights_URL_message_ID field value assigned to SilentRightsURL messages in Table 41 – Rights_URL_message_ID values. In a SilentRightsURL message, the message_data_bytes are SilentRightsURL_bytes, representing a Silent Rights URL for this content specified in section 5.2.2.1
.

8.2.4.3.1.3 PreviewRightsURL message

A PreviewRightsURL message is identified by the rights_URL_message_ID field value assigned to PreviewRightsURL messages in Table 41 – Rights_URL_message_ID values. In a PreviewRightsURL message, the message_data_bytes are PreviewRightsURL_bytes, representing a Preview Rights URL for this content specified in section 5.2.2.2
.
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