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 1: Major Change
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	Source:
	Youn-Sung Chu, LG Electronics, Inc., ys.chu@lge.com
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1 Reason for Change

This CR addresses the following DRM v2.2 Market requirement:
	REQ-MARKT-52
	It SHALL be possible to dynamically update the advertisements needed to be consumed to access the DRM protected content.
	DRM 2.2


2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Add the Old Content ID in the section 5.2.3.2
5.2.3 Extended Headers

The ExtendedHeaders field MAY include zero or more nested boxes that add functionalities to the common headers. The ExtendedHeaders field continues until the end of the parent box is reached.

5.2.3.1 Group ID

The ExtendedHeaders field MAY include one instance of the OMADRMGroupID Box:
aligned (8) class OMADRMGroupID extends FullBox('grpi', version, 0) {

unsigned int(16) GroupIDLength; 

// length of the Group ID URI


unsigned int(8) GKEncryptionMethod;

// Group Key encryption algorithm


unsigned int(16) GKLength;


// length of the encrypted Group Key


char GroupID[GroupIDLength]; 


// Group ID URI


byte GroupKey[GKLength];


// Encrypted Group Key and encryption information

} 

The GroupID value identifies this DCF as part of a group of DCF's whose Rights can be defined in a common group Rights Object instead of (or in addition to) in separate content-specific Rights Objects. The value of GroupID MUST be a URI according to [RFC2396] and MUST contain a globally unique identifier. Further the GroupID MUST use the URL format of [RFC2392] except the scheme name must be “gid:” The value MUST be encoded using US-ASCII encoding.

Generally each content item in a group will be encrypted with a different content item encryption key. A single additional key (used for the whole group) is used to encrypt each content item encryption key for storage in the GroupKey field. This single key is the value of the CEK in an associated group RO. Note that since the Group ID box is part of the OMA DRM container box, it is possible for different content items in a multipart DCF to belong to different groups. The GKEncryptionMethod field defines the algorithm used to encrypt the content item encryption keys, as defined in Section 5.2.1.2, and it defines the structure of the GroupKey field that can contain, next to the actual encrypted content item encryption key  (refered to in Section 5.2.1.2 as ‘ciphertext’), additional information such as initialisation vector or initial counter value. The NULL EncryptionMethod MUST NOT be used as a GKEncryptionMethod.
Table 3: Group ID box fields
	Field name
	Type
	Purpose

	GroupIDLength
	unsigned int(16)
	Length of the Group ID URI field

	GKEncryptionMethod
	unsigned int(8)
	Group Key encryption algorithm

	GKLength
	unsigned int(16)
	Length of the GroupKey field

	GroupID
	char[]
	Group ID URI

	GroupKey
	byte[EncryptedGKLength]
	Encrypted Group Key and additional encryption information such as initialisation vector, counter values, padding as defined in Section 5.2.1.2


5.2.3.2 Old Content ID
aligned (8) class OldContentID extends FullBox('grpi', version, 0) {

unsigned int(16)
ContentIDLength;
// Length of ContentID field to be updated in bytes


char


ContentID[];

// Content ID string to be updated
}

The ContentIDLength field defines the number of bytes occupied by the ContentID field as defined in Section 5.2.1.5

The ContentID field MUST contain a globally unique identifier for this Content Object as defined in Section 5.2.1.8

Change 2:  Add the description for support Advertisement in the section 5.2.4.3

5.2.4 Mutable DRM Information Box

The MutableDRMInformation box MAY appear in both DCF and non-streamable PDCF. MutableDRMInformation is not applicable to streamable PDCF. In the OMA DRM system, the MutableDRMInformation box is used to include information editable by the Device, and thus is not protected for integrity. A Device MUST ignore the MutableDRMInformation box when calculating the DCF hash. 

The MutableDRMInformation box MUST be located at the top level of the box hierarchy and there MUST NOT be more than one instance of the box per DCF or PDCF. The MutableDRMInformation box MAY include free space boxes as defined in ISO base media file format [ISO14496-12] to pre-allocate space for editing. A MutableDRMInformation box MUST NOT appear in the beginning of the file, but MAY appear after the last OMADRMContainer (see 6.3.1) in DCF and after the movie box in PDCF. Having the MutableDRMInformation box as the last box in the file is RECOMMENDED for DCF. 

For PDCF the location of the MutableDRMInformation should be carefully considered by the Content Issuer. Generally it is preferable to place the MutableDRMInformation directly after the Movie Box, this enables Transaction Tracking and Rights Object delivery during Progressive Download. However, if the MutableDRMInformation box is after the movie box it will be difficult for the client to insert new Rights Objects into the Rights Object box because if the size of the MutableDRMInformation box changes the Device must also update the Chunk Offset Box (‘stco’) in the PDCF headers. Therefore Content Issuers are recommended to also include a Free Space Box if the MutableDRMInformation is placed before the Media Data.

A Device MAY modify, extend, truncate, delete or add the MutableDRMInformation box. The contents of the box MUST be interpreted as an array of Boxes, continuing until the end of the parent box. 

 aligned(8) MutableDRMInformation extends Box(‘mdri’) {


Box 
data[];


// array of any boxes and free space

}

5.2.4.1 Transaction Tracking Box

The OMA DRM Transaction Tracking Box enables transaction tracking as defined in [DRM-v2.1] section 15.3. The OMADRMTransactionTracking box MUST include a single TransactionID value as defined below. It MAY appear in both DCF and PDCF.

aligned(8) class OMADRMTransactionTracking extends FullBox('odtt', 0, 0) {


char
TransactionID[16]; 
// value to enable transaction tracking

}
Table 4: OMA DRM transaction tracking header field

	Field name
	Type
	Purpose

	TransactionID
	char[16]
	TransactionID of the DCF or PDCF respectively


The Rights Issuer MAY provide any value as a TransactionID to the DRM Agent during the Rights acquisition process and the TransactionID included in the DRM Container may be changed by the DRM Agent as defined in [DRM-v2.1]. When packaging content, the TransactionID MAY be set to an arbitrary value.

As per [DRM-v2.1] section 15.3 the DRM Agent does not need to generate the OMADRMTransactionTracking box, nor does the DRM Agent ever need to modify the size of the box.

5.2.4.2 Rights Object Box

The rights object box MAY be used to insert a Protected Rights Object, defined in [DRM-v2.1] section 5.3.9, into a DCF or PDCF.  A MutableDRMInformation box MAY include zero or more Rights Object boxes. The Rights Object is treated as binary data and a Device MAY add or delete Rights Object boxes in the MutableDRMInformation box.

aligned(8) class OMADRMRightsObject extends FullBox('odrb', 0, 0) {


byte 
Data[];


// binary Rights Object

}

Table 5: OMA DRM Rights Object box fields
	Field name
	Type
	Purpose

	Data
	byte[]
	A Rights Object as binary data


5.2.4.3 User-Data Box

A MutableDRMInformation box MAY include one or more User-Data boxes ('udta'), as defined in 6.3.2.3.
The insertion of a User-Data box in the MutableDRMInformation box allows Users and Devices to add to and edit the metadata associated with DRM Content.

The corresponding DRM Content is identified by the ContentID sub-box.

When available the Device SHALL use the metadata information stored in the User-Data box in the MutableDRMInformation box, instead of the equivalent metadata information stored in the User-Data box in the OMADRMDiscreteHeaders box.
If it is desirable to allow User editing of metadata information, it is RECOMMENDED that the appropriate free space boxes in the MutableDRMInformation box are inserted to facilitate User and Device edits.
Mutable DRM Information Box MAY include Advertisements and it can be updated by advertiser.
Change 3:  Add the description for support Advertisement in the section 6.3.3
6.3.3   Content Object Box

aligned(8) class OMADRMContentObject extends FullBox('odda', version, 0) {


unsigned int(64) OMADRMDataLength; 
 // Length of the encrypted data plus length of the    








 IV/counter plus length of optional padding 

byte 
OMADRMData[]; 


// Encrypted data plus IV/counter plus optional padding
}
The Content Object box MUST include only the data length field and data bytes for a single Content Object. Later revisions of this box may include additional fields, so conforming implementations MUST use the OMADRMDataLength field to indicate/determine the amount of actual data bytes. The data length includes the Initialisation Vector in the beginning of the encrypted data, as depicted in Figure 3.

Figure 3: Data Length and IV
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The Content Object box MUST support the 64 bit size field and thus size MUST be set to 1 and largesize MUST be used for determining actual box size. The OMADRMDataLength field MAY indicate a length of zero, and the Device MAY try to acquire the actual Content Object by using e.g. the ContentURL, if provided.

Table 13: Content Object box

	Field name
	Type
	Purpose

	OMADRMDataLength
	Unsigned int(64)
	Length of the OMADRMData field, in octets

	OMADRMData
	byte []
	Content bytes, as specified by the OMADRMDiscreteHeaders box


The Content Object Box MAY include Advertisements also it can be updated by advertiser.
Change 4:  Add the description for support Advertisement in the section 6.3

6.3   Multiple OMA DRM Containers

A DCF MAY include more than one OMA DRM Container. Each of these containers MUST conform to the definition of the OMA DRM Container, and MUST be placed sequentially on the top level (i.e. nesting them is not allowed). The media type of Content Object in each these containers MAY be different. However, the media type of the first OMA DRM Container is considered to be the default media type of the DCF’s content.

Each OMA DRM Container MUST have a unique ContentID in its headers. This kind of a DCF with multiple Content containers is called a Multipart DCF.

Note that a Multipart DCF is different from a DCF including a Composite Object. A Composite Object (such as MIME multipart, ZIP and so on) is included in a single OMA DRM Container and has only one set of OMA DRM headers associated with it, whereas Multipart DCFs contain multiple OMA DRM Containers each including separate headers associated with the contained content. Multipart DCFs support the association of different rights with individual Media Objects. Multipart DCFs support Advertisement management. So the multipart DCF MAY contain the DRM Contents with Advertisements.
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