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1 Reason for Change

	C013
	2010.11.15
	T
	10.2
	Source: Samsung Electronics 

Form: doc#0255 
Comment: REL 2.2 provides means to restrict access to individual containers of multipart DCFs. Section 10.2 should provide description how this can be done.

Proposed Change: Original proponent to provide a CR to update this section. SCRs would need to be updated as well.
	Status: OPEN

AP 1137: Sergey to provide a CR reflecting new REL functionality in section 10.2 


2 Impact on Backward Compatibility

None identified
3 Impact on Other Specifications

None identified
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group is kindly requested to review and agree the proposed change.
6 Detailed Change Proposal

Change 1:  Add new section 10.2.1.2
10.2.1.2 Rights Restrictions per DCF Container
Usage permission, which refers to DCF Container(s), can be assigned a set of restrictions that makes DCF Container(s) inaccessible unless certain requirements are fulfilled. Some of the restrictions are related to Device implementations (e.g. mandatory usage of DRM Time), while others require certain action to be performed by the User or its Device to unlock the access. 
According to DRM REL, a <permission> element referencing DCF Container(s) MAY contain <requirement> element that lists the requirements that are to be fulfilled before permission can be obtained. Essentially, DRM v2.2 REL defines <access-code> requirement that restricts access to DCF containers by binding access request to provisioning of secret access code (key) that MUST match the value of the <KeyInfo> element contained in <access-code> element (see section 5.5 of [DRMREL-v2.2] for details).
For instance, consider multipart DCF contains application (game, executable file) and its components (e.g. level map packs) that are carried within separate DRM Containers. In Rights Object, application is associated with <execute> permission, and each application component (that can only be interpreted by application) is associated with <access> permission elements as illustrated in Figure 1
. Application and its first component are available for consumption without restrictions as soon as Rights Object is delivered to a Device. However, access to second component is constrained by <access-code> requirement, which means that the requestor (User or application) must supply a specific code (e.g. pin or promotion code) to the DRM Agent to unlock the access.
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Figure 1: Multiple Rights for Multipart DCFs
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