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1. Scope

Open Mobile Alliance (OMA) specifications are the result of continuous work to define industry-wide interoperable mechanisms for developing applications and services that are deployed over wireless communication networks.

The scope of OMA “Digital Rights Management” [DRM-v2] is to enable the consumption of digital content in a controlled manner. The content is consumed on authenticated devices per the usage rights expressed by the content owners. The OMA DRM work addresses the various technical aspects of this system by providing appropriate specifications for content formats, protocols, and the rights expression language.

The scope for this specification is the application of the OMA “Digital Rights Management” specifications in a typical broadcast environment in which devices might only be capable of receiving information broadcast over a shared medium. It refers to the general OMA “Digital Rights Management” [DRM-v2] documents as its foundation. The causes defined in this document take precedence over those specified by the foundation documents, thus creating a broadcast interpretation of the OMA Digital Rights Management standard.

2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt


2.2 Informative References

	[DRM-v2]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_0, URL:http://www.openmobilealliance.org/

	[DRMARCH-v2]
	”OMA DRM Architecture Overview”, Open Mobile Alliance™, OMA-DRM-ARCH-V2-0, URL:http://www.openmobilealliance.org/

	[DRMCF-v2]
	“DRM Content Format”, Open Mobile Alliance(, OMA-DRM-DCF-V2_0, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Receiver Device
	A OMA DRM Device without explicit return channel, capable only of receiving broadcast material. 

Note that a receiver device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “implement” the return channel in various ways (e.g. telephone, web portal, service desk).

	Enhanced Device
	A OMA DRM Device with bi-directional communications channel, but also suited to receive information via the broadcast channel.



	
	


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	xxx
	Xxx

	
	


4. Introduction

Digital Rights Management [DRM-v2] defines the mechanisms to deliver DRM Content and Rights Objects to a consuming device. In the existing specification suite, devices are assumed to be capable of two-way interaction with other entities, such as a Rights Issuer. In a typical broadcast environment, this may not be the case and devices may exists that can only receive information broadcast over a shared medium. 

In general the need for adaptations, extensions and guidelines has been identified for the following OMA Digital Rights Management  [DRM-v2] items:

· ROAP Protocol

The ROAP protocol is specified assuming a bi-directional communication mechanism between Device and Rights Issuer. A broadcast (i.e. uni-directional) equivalent for the functionality provided by the ROAP protocol is required. Bandwidth usage is very important in broadcast and protocol messages should be optimised for size. 

· Rights Expression Language

There is a need for additional types of usage that are typical to the broadcast model, e.g. time-shift, record, edit. These may also have non-standard constraints such as impulse-pay-per-view, prepaid.

· Subscription Group Addressing

This is a feature that allows – per instance of content protection – to define the exact group of broadcast receivers that will be capable of accessing the protected content. It is required for fine-grained management of broadcast subscription services.

· Authentication of broadcast Rights Objects and broadcast content

The bandwidth efficiency requirements of broadcast systems may necessitate a broadcast specific authentication scheme for rights objects and content.

· Broadcast Service Support

· Usage Metering

This specification is not stand-alone; it must be interpreted in the context of the existing OMA DRM v2.0 suite of specifications. Its goal is to provide alternative mechanisms for those parts of the standard that do not comply to the specific constraints of broadcast systems: one-way communication and bandwidth efficiency. Next to that, it also defines support for additional broadcast concepts such as ‘broadcast service’, (frequent) re-keying of broadcast content protection and broadcast usage models.  

5. Broadcast Device and Domain Management

5.1 Device Registration

5.1.1 Off-line Registration

This does not require any formal message encoding specification, but we do need to specify what we want to be made available to a Rights Issuer (regarding the device) and the device (regarding the Rights Issuer). 

5.1.2 Broadcast Registration

How to encode all relevant registration details in a broadcast efficient message. 


What information is required to be present in a device to enable reception and recognition of such messages?

What device information must be made available to Rights Issuers via other means?

5.2 Domain Management

It does not seem clear whether this is actually going to required? It may be enough to support subscription group addressing?

5.2.1 Domain Join

Efficient message encoding for an invitation to join a domain.

5.2.2 Domain Leave

Efficient message encoding for an invitation to leave a domain. This typically requires a domain upgrade: all remaining devices get invited to re-join the domain (and be provisioned with a new domain key). Because of the difficult nature of broadcast messages (no reception guarantee), it seems that this is a rather weak concept. 

Perhaps here we need to define some way of extracting confirmation messages that a user can communicate back to a rights issuer’s service desk / web portal to ‘prove’ the device has received an instruction to leave the domain.

6. Broadcast Rights

6.1 Broadcast Rights Object

This is to specify how broadcast rights objects are acquired in a broadcast environment. The exact delivery mechanism is out of scope, and should not be discussed. What is called for is in effect a replacement of the RORequest and ROResponse ROAP messages. The format and encoding should be optimal for size: bandwidth efficiency is prime in broadcast. This may also have consequences for the way these BCRO’s are authenticated.

6.2 Rights Expression Language Extensions

This is to specify the changes requied to accommodate the “broadcast specific” usage models (record, time shift, edit) and constraints (impulse pay per view, prepaid).

6.3 Usage Metering

The metering feature allows content usage to be governed and eventually billed based on actual consumption of stateful permissions and constraints. This is required to support OMA BCAST requirement PROV-04. For example, if a user plays a particular content item 3 times in a month, he is billed on that consumption rather than having to specifically request 3 plays ahead of time. 

The proposed metering mechanism can be used by both broadcast-only devices and devices with a backchannel. It allows the privacy of users to be protected as consumption does not necessarily have to be tracked by the rights issuer. This feature would be entirely optional as with features like transaction tracking in OMA DRM 2.0.

Metering in this proposal is based on tokens. A token can be exchanged for a certain amount of content usage, e.g. one token = 1 play or 30 minutes of usage of a content item. The service provider or broadcaster defines the consumption “value” of a single token. A user’s store of tokens can be used to use any content which is metered until that store is exhausted. 
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Figure 1: Token-based Metering

A number of extensions to OMA DRM 2.0 are required to support token-based metering 

1. An extension to the REL to add a new stateful constraint for metering. 

2. An extension to ROAP to allow a rights issuer to deliver tokens to a device. 

3. An extension to ROAP to report consumption information to a rights issuer. 

Extension to the OMA DRM 2.0 REL

Token-based consumption requires a new form of stateful constraint. The associated permission cannot be used unless there are sufficient tokens available to the device from this rights issuer. The difference between this constraint type and others like count is that the number of units defined by the constraint is not defined in the REL but depends on the number of tokens currently available to the device. Metered ROs will include the metering constraint.

The metering element will have the following 3 required attributes: 

· token-constraint-type: The type of stateful constraint which is governed by token availability. Currently the only two suitable constraints in the REL are count and duration. 

· token-unit: The unit of the specified constraint which corresponds to tokens being decremented, e.g. a single count or 30 minutes of time. 

· tokens-consumed: Tokens consumed per token unit, e.g. 3 tokens consumed for every count. 

The extensions to the REL DTD are shown below: 

<!ELEMENT o-ex:constraint (o-dd:count?, oma-dd:timed-count?, o-dd:datetime?, o-dd:interval?, o-dd:accumulated?, o-dd:individual?, oma-dd:system*, o-dd:metering?> 

<!ELEMENT oma-dd:metering> 

<!ATTLIST oma-dd:metering 


oma-dd:token-constraint-type (count | duration) #REQUIRED 


oma-dd:token-unit PCDATA #REQUIRED 


oma-dd:tokens-consumed  PCDATA  #REQUIRED>

>

An example of the usage of this constraint shown below instructs the DRM agent to consume two tokens every time that the corresponding content item is played. 

<o-dd:play/>

<o-ex:constraint>

     <oma-dd:metering>



<oma-dd:tokenconstraint>count</o-dd:version>

       
<oma-dd:tokenunit>1</o-dd:tokenunit>



<oma-dd:tokensconsumed>2</o-dd:tokensconsumed>

      </oma-ex:metering>

</o-ex:constraint>

</o-ex:permission>

Token Delivery 

ROAP would be extended to allow tokens to be delivered to a device. Either a 1-pass (for broadcast only devices) or 2-pass version of this element of ROAP could be used. The first element of this ROAP extension would be a trigger as shown in Figure 2. 

<complexType name="TokenAcquisitionTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="nonce" type="roap:Nonce" minOccurs="0"/>

    <element name="roapURL" type="anyURI"/>

     <element name="tokenID" type="ID"/> 

    <attribute name="id" type="ID"/>

</complexType>

Figure 2: Token Acquisition Trigger

The next element is a token request from the device to a rights issuer. This would be an extension of the existing ROAP request type. 

	ROAP-TokenRequest

	Parameter
	Mandatory/Optional

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Token ID 
	M

	Certificate Chain
	M

	Signature
	O


Figure 3: Token Request Message Description

Device ID identifies the requesting Device.

RI ID identifies the authorizing RI.

Device Nonce is a nonce chosen by the Device.

Token ID identifies the tokens to be issued to this device.   

Certificate Chain: This parameter is sent unless it is indicated in the RI Context that this RI has stored necessary Device certificate information. When present, the parameter value SHALL be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized using the exclusive canonicalization method defined in [XC14N].

· The result of the canonicalization, d, is considered as input to the signature operation. 

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The RI MUST verify the signature on the ROAP-TokenRequest message.

Finally the RI needs to issue the tokens to the device. In the 1-pass version, this is the only message exchanged between RI and device. 

	Parameter
	ROAP-TokenResponse



	
	2-pass

Status = Success
	2-pass

Status ≠ Success
	1-pass

	Status
	M
	M
	M

	Device ID
	M
	-
	M

	RI ID
	M
	-
	M

	Device Nonce
	M
	-
	-

	Protected Tokens
	M
	-
	M

	Certificate Chain
	O
	-
	O

	Signature
	M
	-
	M


Figure 4: Token Response

Status indicates if the request was successfully handled or not. In the latter case an error code specified in Section 5.3.6 is sent.

Device ID identifies the requesting Device. The value returned here MUST equal the Device ID sent by the Device in the ROAP-TokenRequest message that triggered this response in the 2-pass ROAP. In the 1-pass ROAP, the RI selects the Device ID of the recipient Device. If the Device ID is incorrect, the ROAP-TokenResponse processing will fail and the Device MUST discard the received TokenResponse PDU.

RI ID identifies the RI. In the 2-pass protocol, the value MUST equal the RI ID sent by the Device in the preceding ROAP-RORequest message. 

Device Nonce: This parameter, if present (2-pass), MUST have the same value as the corresponding parameter value in the preceding ROAP-TokenRequest. 

Protected Tokens contains the number of tokens being issued and optionally a latest report time if the device must report token consumption for metered content to the RI. If a report has not been made by this time, then all access to metered content on the content should be blocked. Sensitive information in this part of the message should be encrypted.

Certificate Chain: This parameter MUST be present unless a preceding ROAP-TokenRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message.

Signature is a signature on data sent in the protocol. The signature is computed using the RI's private key and the current message (besides the Signature element itself). The signature method is as follows:

· All elements except the Signature element are canonicalized using the exclusive canonicalization method defined in [XC14N].

· The resulting data d is considered as input to the signature operation.

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUST NOT accept the token acquisition as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that the RI certificate status is good. If the acquisition protocol failed, the Device MUST NOT install the received tokens.

Reporting 

A rights issuer may optionally request that a device report on token consumption. Reporting can be used to implement true post-paid billing. Reporting is only an option for devices with a back-channel. The first element required is an optional trigger. If a reporting date has been defined in the token response, then the trigger may not be required. 

<complexType name="ReportingTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="nonce" type="roap:Nonce" minOccurs="0"/>

    <element name="roapURL" type="anyURI"/>

 </sequence> 

</complexType>

Figure 5: Reporting Trigger

The report from the device is based on the ROAPRequest type. 

	ROAP-ReportRequest

	Parameter
	Mandatory/Optional

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Request Time
	M

	Token Info
	M

	Certificate Chain
	O 

	Signature
	M


Figure 6: ROAP Report Request

Device ID identifies the requesting Device.

RI ID identifies the RI. 

Device Nonce: This parameter, if present, MUST have the same value as the corresponding parameter value in the preceding trigger. 

Request Time is the current DRM Time, as seen by the Device.

Token Info contains information on how many tokens were consumed since the last report.

Certificate Chain: This parameter MUST be present. The value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message. 

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized using the exclusive canonicalization method defined in [XC14N].

· The result of the canonicalization, d, is considered as input to the signature operation. 

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The RI MUST verify the signature on the ROAP-ReportRequest message.

Finally, the device must receive and process a ROAP-ReportResponse. The device should clear all token consumption information for the latest report period once this response has been received.

	ROAP-ReportRequest

	Parameter
	Mandatory/Optional

	Status
	M

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Certificate Chain
	M

	OCSP Response
	O 

	Signature
	M


Status indicates if the request was successfully handled or not. In the latter case an error code specified in Section Error! Reference source not found. is sent.

Device ID identifies the requesting Device, in the same manner as in the ROAP-DeviceHello message as specified in section Error! Reference source not found.. The value returned here MUST equal the Device ID sent by the Device in the ROAP-ReportRequest message that triggered this response in the 2-pass ROAP. 

RI ID identifies the RI. The value MUST equal the RI ID sent by the Device in the preceding ROAP-ReportRequest message. 
Device Nonce: This parameter  MUST have the same value as the corresponding parameter value in the preceding ROAP-RORequest. 

Certificate Chain: This parameter MUST be present and the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is good, then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.
OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in a preceding ROAP-RegistrationRequest (and the RI did not ignore that extension). For the processing of this parameter, see further Section Error! Reference source not found..
Signature is a signature on data sent in the protocol. The signature is computed using the RI's private key and the current message (besides the Signature element itself). The signature method is as follows:

· All elements except the Signature element are canonicalized using the exclusive canonicalization method defined in [XC14N].

· The resulting data d is considered as input to the signature operation.

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUST NOT accept the Report as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that the RI certificate status is good.

7. Subscriber Group Addressing

This chapter is to specify the concept of a controlled subscriber group. The idea is to define a group of devices which can be either allowed or disallowed to access certain content – on an individual basis – each time content protection is applied (the content protection key used determines actually which devices will have access). This allows a fine-grained method of subscriber management (i.e. device revocation).

8. Broadcast Service Support

8.1 Referencing Broadcast Service as Content

This should hold any extension that would be required by the way the BCAST group is defining how broadcast services are to be referenced using ContentID’s.

8.2 Re-Keying

This should hold any extension that would be required by the way the BCAST group is defining how (service) encryption keys are to be managed (periodically replaced).
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