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1. Scope

The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.

The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.

The scope of OMA “Digital Rights Management” is to enable the controlled consumption of digital media objects by allowing content providers the ability, for example, to manage usage of protected content, to enable legitimate superdistribution of protected content, and to enable a variety of business and deployment models. The OMA DRM specifications provide mechanisms for secure authentication of trusted DRM agents, and for packaging and transfer of usage rights and DRM protected content to trusted DRM agents. 

The scope of the document is to define a test plan for the enabler DRM 2.2. The test plan will provide a high level view of the DRM functionality that must be tested. The test requirements are derived from the ETR for DRM 2.1 (see [DRMETR-v2.1]). In most cases this will reflect the minimum functionality described in the Static Conformance Requirements.  However, this is not always the case as some requirements are not directly observable or do not add value to the overall testing effort.

· Interoperability testing for DRM is limited to the following:

· Client/server protocols

· Peer-to-peer protocols (if any)

· Correct processing of file formats by a client (e.g. format of content and rights objects)

· Correct implementation of detectible device behaviours

IOP will not be responsible for ensuring the robustness of the device implementation.  

2. References

2.1 Normative References

	[DRMCF-v2.2]
	“DRM Content Format V2.2”, Open Mobile Alliance(, OMA-TS-DRM-DCF-V2_2, 
URL:http://www.openmobilealliance.org/

	[DRMREL-v2.2]
	“DRM Rights Expression Language V2.2”, Open Mobile Alliance™, OMA-TS-DRM-REL-V2_2, 
URL:http://www.openmobilealliance.org/

	[DRM-v2.2]
	“Digital Rights Management V2.2”, Open Mobile Alliance™, OMA-TS-DRM-DRM-V2_2, 
URL: http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.11, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_11, 
URL:http://www.openmobilealliance.org/URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, 
URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	[DRMARCH-v2.2]
	“OMA DRM Architecture V2.2”, Open Mobile Alliance(, OMA-AD-DRM-V2_2, 
URL:http://www.openmobilealliance.org/

	[DRMERELD-v2.2]
	 “Enabler Release Document for DRM V2.2”, Open Mobile Alliance™,
OMA-ERELD-DRM-V2_2, 
URL: http://www.openmobilealliance.org/

	[DRMETR-v2.1]
	“Enabler Test Requirements for DRM V2.1”, Open Mobile Alliance™, OMA-ETR-DRM-V2_1, 
URL:http://www.openmobilealliance.org/

	[DRMREQ-v2.2]
	“OMA DRM Requirements V2.2”, Open Mobile Alliance(, OMA-RD-DRM-V2_2, 
URL:http://www.openmobilealliance.org/

	[OCSP-MP]
	“OMA Online Certificate Status Protocol Mobile Profile V1.0”, Open Mobile Alliance(, 
URL:http://www.openmobilealliance.org/

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, 
URL: http://www.openmobilealliance.org/

	[UAProf]
	“OMA User Agent Profile version 2.0”, Open Mobile Alliance™. 
URL: http://www.openmobilealliance.org/

	[WBXML]
	“Binary XML Content Format Specification”. WAP Forum(. WAP-192-WBXML. 
URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	TestFest
	Multi-lateral interoperability testing event


3.3 Abbreviations

	AD
DCF
	Architecture Document
DRM Content Format

	DRM
MPEG2DCF
	Digital Rights Management
MPEG-2 TS Profile of DRM Content Format

	OMA
PDCF
	Open Mobile Alliance
Packetized DRM Content Format

	RD
REL
	Requirements Document
Rights Expression Language

	RO
ROAP
	Rights Object
Rights Object Acquisition Protocol


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler DRM 2.2, documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· OMA-RD-DRM-V2_2: Defines the requirements for the DRM 2.2 specifications (see [DRMREQ-v2.2]).

· OMA-TS-DRM-DRM-V2_2: Defines the DRM security requirements, media types, and delivery options (see [DRM-v2.2]).

· OMA-TS-DRM-REL-V2_2: Defines the rights expression language used to describe the permissions and constraints governing the usage of DRM protected media objects (see [DRMREL-v2.2]).

· OMA-TS-DRM-DCF-V2_2: Defines the content format for DRM protected (encrypted) media objects (see [DRMCF-v2.2]).

Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for DRM 2.2.

This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within Enabler DRM V2.2.

5. Test Requirements

The DRM architecture allows service and content providers to control the usage of a media object once it is on the device.  This is accomplished via the following mechanisms:

· The ability to associate permissions and constraints with media objects.  A media object may only be used in accordance with said permissions and constraints.  Permissions and constraints are codified in a Rights Object.

· The ability to bind Rights Objects to a user, device or domain.
5.1 Enabler Test Requirements

The test requirements collected in this section are related to the Enabler DRM V2.2. The test requirements build upon the test requirements defined for Enabler DRM V2.1 (see [DRMETR-v2.1]).  It is expected that the implementation of these test requirements will result in simple extension of the DRM V2.1 EVP and ETS documents.

Following are the main features of DRM 2.2 that should be tested. These features are in-general complex and therefore each feature has multiple test requirements.

	Feature Key
	Feature Description

	ADMAN
	Advertisements Management

	KMS
	Key management system related to generation, exchange, storage, use and renewal of keys.

	METR
	Metering. Maintaining accurate content consumption information and reporting.

	MPEG2DCF
	MPEG-2 Transport Stream profile of DRM Content Format

	REL
	Rights Expression Language


The test requirements are split into three main sections in accordance with the SCR tables of the three DRM V2.2 Technical Specification Documents: DRM-DRM, DRM-REL and DRM-DCF. Within each section the requirements are further sub divided between client and server requirements; and optional/mandatory requirements.

5.1.1 Mandatory Test Requirements

Mandatory test requirements cover those features and use cases that require validation in order to approve the enabler. These include areas with complex interactions between the different functional components of the enabler architecture or where the complexity of the specification(s) is such that there is some uncertainty that they have been correctly specified.

5.1.1.1 Mandatory client test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	METR-001
	Collecting Metering Information for Enforced Advertisements
	Required to test that DRM Agents collect metering information when Advertisements are played out, and report it to the RI correctly.

	
	
	
	

	
	
	
	

	
	
	
	

	Error Flow
	
	
	


Table 1: Mandatory Client Test Requirements

5.1.1.2 Mandatory server test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	
	
	

	
	
	
	

	Error Flow
	
	
	


Table 2: Mandatory Server Test Requirements

5.1.2 Optional Test Requirements

Optional test requirements cover those features and use cases that are not mandated to be tested, but it is still felt that their inclusion will enhance the quality of the enabler validation.

5.1.2.1 Optional client test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	ROAP-001
	2-pass Status Reporting protocol
	Required to test whether 2-pass Status Reporting protocol is utilized properly.

	
	KMS-001
	Key management extensions for multicast streaming protection support
	Required to test whether key management extensions for multicast streaming protection support are utilized properly

	
	ADMAN-001
	Acquiring Rights Object via Enforced Advertisements
	Required to test that the DRM Agent collects the Advertisement Impression Data and is able to acquire Rights Object via collected Advertisements Impression Data.

	
	ADMAN-002
	Dynamic Advertisement Update
	Required to test that the DRM Agent checks the received DCF and updates the previous Advertisement properly.

	Error Flow
	
	
	


Table 3: Optional Client Test Requirements

5.1.2.2 Optional server test requirements
	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	ROAP-002
	2-pass Status Reporting protocol
	Required to test whether 2-pass Status Reporting protocol is utilized properly.

	
	KMS-002
	Key management extensions for multicast streaming protection support
	Required to test whether key management extensions for multicast streaming protection support are utilized properly

	
	ADMAN-003
	Acquiring Rights Object via Enforced Advertisements.
	Required to test that the RI checks the Advertisement Impression Data and issues Rights Object using Advertisements Impression Data properly.

	Error Flow
	
	
	


Table 4: Optional Server Test Requirements

5.1.3 DRM Content Format test requirements
5.1.3.1 Mandatory client test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	
	
	

	Error Flow
	
	
	


Table 5: DCF Mandatory Client Test Requirements

5.1.3.2 Mandatory client test requirements for PDCF Format
	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	
	
	

	Error Flow
	
	
	


Table 6: PDCF Mandatory Test Requirements
5.1.3.3 Optional Client Test Requirements for DCF

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	MPEG2DCF-001
	MPEG2DCF support
	Required to test whether MPEG2DCF is supported

	Error Flow
	
	
	


Table 7: Optional Client Test Requirements for DCF

5.1.3.4 Optional Client Test Requirements for PDCF

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	
	
	

	Error Flow
	
	
	


Table 8: Optional Client Test Requirements for PDCF

5.1.3.5 Mandatory client test requirements for MPEG2DCF Format
	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	MPEG2DCF-002
	MPEG-2 Transport Stream Protection
	Required to test whether MPEG2DCF protected transport stream can be descrambled properly.

	
	MPEG2DCF-003
	Rights Object Acquisition
	Required to test whether RO that contains keys linked to MPEG2DCF can be properly acquired.

	
	
	
	

	
	
	
	

	
	MPEG2DCF-004
	KSM content_control_information access criteria descriptor
	Required to test whether the KSM content_control_information access criteria descriptor can be utilized properly.

	
	MPEG2DCF-005
	Enforced Advertising Service ECM
	Required to test whether the Enforced Advertising Service ECM can be utilized properly.

	Error Flow
	
	
	


Table 9: MPEG2DCF Mandatory Test Requirements
5.1.3.6 Optional client test requirements for MPEG2DCF Format
	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	MPEG2DCF-006
	Textual Headers EMM
	Required to test whether Textual Headers EMM can be utilized properly.

	
	MPEG2DCF-007
	Extended Headers EMM
	Required to test whether Extended Headers EMM can be utilized properly.

	Error Flow
	
	
	


Table 10: MPEG2DCF Optional Test Requirements
5.1.4 DRM Rights Expression Language test requirements

5.1.4.1 Mandatory client test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	REL-001
	<access> element
	Required to test whether the <access> element is utilized properly

	
	REL-002
	<access-code> element
	Required to test whether the <access-code> element is utilized properly

	
	REL-003
	<AdvertisementPolicy> element
	Required to test whether the <AdvertisementPolicy> element is utilized properly

	
	REL-004
	<playout> element
	Required to test whether the <playout> element is utilized properly

	
	REL-005
	<displayout> element
	Required to test whether the <displayout> element is utilized properly

	
	REL-006
	<executeout> element
	Required to test whether the <executeout> element is utilized properly

	
	REL-007
	<enforcement-duration> element
	Required to test whether the <enforcement-duration> element is utilized properly

	
	REL-008
	<enforcement-count> element
	Required to test whether the <enforcement-count> element is utilized properly

	
	REL-009
	<DeviceNumThresh> element
	Required to test whether the <DeviceNumThresh> element is utilized properly

	
	REL-010
	<discrete> element
	Required to test whether the <discrete> element is utilized properly

	
	REL-011
	<max-resolution> element
	Required to test whether the <max-resolution> element is utilized properly

	
	REL-012
	<execute-level> element
	Required to test whether the <execute-level> element is utilized properly

	
	
	
	

	Error Flow
	
	
	


Table 11: REL Mandatory Client Test Requirements

5.1.4.2 Optional client test requirements
	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	REL-013
	<multicastConfData> element
	Required to test whether the <multicastConfData> element is utilized properly

	Error Flow
	
	
	


Table 12: REL Optional Client Test Requirements

5.1.4.3 Mandatory server test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	REL-014
	<access> element
	Required to test whether the <access> element is defined properly

	
	REL-015
	<access-code> element
	Required to test whether the <access-code> element is defined properly

	
	REL-016
	<AdvertisementPolicy> element
	Required to test whether the <AdvertisementPolicy> element is defined properly

	
	REL-017
	<playout> element
	Required to test whether the <playout> element is defined properly

	
	REL-018
	<displayout> element
	Required to test whether the <displayout> element is defined properly

	
	REL-019
	<executeout> element
	Required to test whether the <executeout> element is defined properly

	
	REL-020
	<enforcement-duration> element
	Required to test whether the <enforcement-duration> element is defined properly

	
	REL-021
	<enforcement-count> element
	Required to test whether the <enforcement-count> element is defined properly

	
	REL-022
	<DeviceNumThresh> element
	Required to test whether the <DeviceNumThresh> element is defined properly

	
	REL-023
	<discrete> element
	Required to test whether the <discrete> element is defined properly

	
	REL-024
	<max-resolution> element
	Required to test whether the <max-resolution> element is defined properly

	
	REL-025
	<execute-level> element
	Required to test whether the <execute-level> element is defined properly

	
	
	
	

	Error Flow
	
	
	


Table 13: REL Mandatory Server Test Requirements
5.1.4.4 Optional server test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	REL-026
	<multicastConfData> element
	Required to test whether the <multicastConfData> element is defined properly


Table 14: REL Optional Server Test Requirements
5.2 Backwards Compatibility

OMA DRM version 2.2 is an evolution of OMA DRM version 2.1, which is in-turn an evolution of OMA DRM version 2.0. The purpose of DRM version 2.2 is to add functionality that was missing from version 2.1. 

· Backwards compatibility with DRM 1.0 can be achieved by adding support for OMA DRM 1.0 into both clients and servers.

· Backwards compatibility with DRM 2.1 is achieved through the ROAP protocol. ROAP enables clients and servers to identify their supported DRM version and then negotiate which protocol to communicate with. 

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	
	
	

	Error Flow
	
	
	


Table 13: Backwards Compatibility Requirements

5.3 Enabler Dependencies

The DRM 2.2 enabler is dependent upon:

· User Agent Profile [UAProf] enabler for advertising device capabilities.  The DRM specific UAProf attributes are outlined in [DRM-v2.2].

· OCSP Mobile Profile [OCSP-MP] for checking the status of device and server certificates. The usage of OCSP in DRM V2.2 is defined in [DRM-v2.2].

· Binary XML Content Format Specification [WBXML] for efficient encoding of ROAP Triggers. The usage of WBXML in DRM V2.2 is defined in [DRM-v2.2].
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