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1. Instructions

Review comments should be collected and aggregated into a single review report.  This will facilitate efforts to resolve issues:

· If the review involves more than one document (e.g. ERP), use a separate table for each document.

· Avoid changing CommentIds once drafts have been published – source of possible confusion.

· The Type column should indicate 'E' for Editorial comment or 'T' for Technical comment

· Yellow highlights are changes to OMA-CONRR-SCE_A2A-V1_0_1-20080414-D. These changes were either discussed in Paris or in one of 2 emails sent on 4/18/08.

· Green highlights are the Editor’s proposals to be discussed during the May 6 conference call.

· Light blue highlights are the results from the May 6, 2008 conference call.

· Purple are the changes from the May 6, 2008 CONRR.

2. Review Information

2.1 OMA Groups Involved

	Name Of Group
	Role
	Invited
	Comments Provided

	Requirements
	
	 FORMCHECKBOX 

	

	Architecture
	
	 FORMCHECKBOX 

	

	Security
	
	 FORMCHECKBOX 

	

	IOP
	
	 FORMCHECKBOX 

	

	DRM
	Source
	 FORMCHECKBOX 

	


2.2 Review History

	Review Type
	Date
	Review Method
	Participating Groups
	Full Document Id

	Preliminary
	2008.04.14
	F2F
	All
	OMA-TS-SCE_A2A-V1_0_0-20080324-D

	
	
	
	
	


3. Review Comments

This CONRR is limited to the comments against the document OMA-TS-SCE_A2A-V1_0_0-20080324-D. The year of all dates in the “Open Date” column is 2008.

3.1 OMA-TS-SCE_A2A-V1_0_0-20080324-D
	ID
	Open Date
	Type
	Section
	Description
	Status

	F015
	04.10
	E
	All

(many sections)
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Typo: "negociated"
Proposed Change: Substitute all occurrences for "negotiated"
	Status: Closed

As per the Proposed Change.

 [Email 4/18/08 Set 1 to be closed 4/25/08]

	F023
	04.10
	E
	All

(many sections)
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: It is referred to section 0.
Proposed Change: Write correct section.
	Status: Closed

As per the Proposed Change.

 [Email 4/18/08 Set 1 to be closed 4/25/08]

	F041
	04.10
	E
	All

(many sections)
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: It would be helpful while reading to specify which request or which response in sentences like: "The DRM Agent processes the request as follows:" or "The DRM Requestor processes the response as follows:"
Proposed Change: For example in section 9.7 step 4: "The DRM Agent processes the PutRoRequest as follows:"
	Status: OPEN

To be discussed 5/15/08.

	L001
	04.10
	T
	All

(n/a)
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: Throughout the document, it is assumed that a DRM Time in the Device is accurate. However it is wrong assumption and can be critical security hole. Even DRM 2.0 and 2.1 enabler provides a way to check whether the DRM Agent has accurate DRM Time. It is not different between DRM 2.x RO Acquisition and A2A operation in a sense that Rights Object is transferred from one entity to other entity and the receiving entity should have accurate DRM Time for checking validity of sender’s certificate and time-based constraints in RO. It is strongly recommended that DRM Requestor checks whether a DRM Agent has accurate DRM Time.

Proposed Change: Make appropriate CR.
	Status: Closed

No action needed.
Related to comment in the RD. Potentially add a time field to the A2A Hello messages. If there is a delta larger than x, then time dependent ROs can not be transferred. AP 886 for Seung-Jae and Aram to provide a CR.

	E001
	04.10
	E
	1
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: Some SCE specs refer to 2.0, and others refer to 2.1. 

Proposed Change: Unify the references.
	Status: Closed

As per the Proposed Change.

 [Email 4/18/08 Set 1 to be closed 4/25/08]

	QC001
	04.10
	E
	1.

4th para.
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Missing “a”.

Proposed Change:
Change the last sentence as follows:

communications between a DRM Requestor and a DRM Agent
	Status: Closed

As per the Proposed Change.

 [Email 4/18/08 Set 1 to be closed 4/25/08]

	QC002
	04.10
	E
	2.1
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: There are references that either are not used and/or do not exist.

Proposed Change:
Remove the following references: [DRMDCF-SCE], [DRMDOM-SCE], [DRMDRM-SCE], [DRMLRM-SCE].
	Status: Closed

As per the Proposed Change.

 [Email 4/18/08 Set 1 to be closed 4/25/08]

	QC003
	04.10
	E
	2.1
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The reference to SRM should be informative.

Proposed Change:
Move the reference [OMASRMTS] to section 2.2.
	Status: OPEN

To be discussed 5/15/08.

	QC004
	04.10
	E
	3.2
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The definition for Render Agent should be copied from the RD, taking into account comment QA002.

Proposed Change:
Change the definition as follows:

The entity in a Render Client that manages the secure rendering of DRM Content on the Render Client.
	Status: Closed

As per the Proposed Change.

 [Email 4/18/08 Set 1 to be closed 4/25/08]

	QC005
	04.10
	E
	3.2
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The definition for Render Client is missing. The definition for Render Agent should be copied from the RD.

Proposed Change:
Add the following definition Render Client:

The entity (hardware, software or combination thereof) within a user equipment that implements a Render Agent.  The Render Client is used to transiently render DRM Content.
	Status: Closed

As per the Proposed Change.

 [Email 4/18/08 Set 1 to be closed 4/25/08]

	A2A-001
	04.06
	T
	3.2
	Source: <Zhipeng Zhou, Huawei>

Form: OMA-DRM-2008-0142R01

Comment: <
It is not proper to define the term Bluetooth as a network. >

Proposed Change: <
Refer to the definition from Wikipedia “Bluetooth is an industrial specification for wireless personal area networks (PANs).”>
	Status: Closed

Remove definition.

	A2A-002
	04.06
	T
	3.2
	Source: <Zhipeng Zhou, Huawei>

Form: OMA-DRM-2008-0142R01

Comment: <
In specs of DRM group, the term Transfer is used in both content transfer and Rights transfer while the current definition of Transfer, i.e. “The act of Moving, Sharing or Lending” only refers to Rights transfer.

>

Proposed Change: <
Suggested definition as “The act of Moving, Sharing or Lending Rights to the Recipient Device, or deliver the Content to the Recipient Device”.

>
	Status: Closed 

Remove the definition. Change definition of Rights Objects as follows: “A collection of Permissions and other attributes that are linked to DRM Content. When used in the context of a Rights Object transfer, it also includes the State Information (for stateful Rights Objects) and other related meta data.”

	L002
	04.10
	E
	3.2
	Source: Seung-Jae Lee, LG Electronics

Form: OMA-DRM-2008-0144
Comment: The location for “Bluetooth” is improper.  

Proposed Change: Remove “Bluetooth” from the definition section and add “Bluetooth” to the section 2.2 Informative References.
	Status: Closed

As per the Proposed Change.

	L003
	04.10
	T
	3.2
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: Definition for “Content Issuer” is improper.

Proposed Change: Modify the definition of “Content Issuer” to “The entity that provides DRM Content”.
	Status: Closed

Remove definitions for Content Issuer and Content Provider.

	QC006
	04.10
	E
	3.3
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The abbreviations for CD, DVD and (P)DCF are missing.

Proposed Change:
Add the following abbreviations:

CD
Compact Disc

DVD
"Digital Versatile Disc" or "Digital Video Disc"

(P)DCF
A DCF or a PDCF
	Status: Closed

As per the Proposed Change.

 [Email 4/18/08 Set 1 to be closed 4/25/08]

	QC007
	04.10
	E
	3.3
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Remove unused abbreviations.

Proposed Change:
Remove the following abbreviations:

LAID, MP3, OCSP, PDA, PKCS and ROAP.
	Status: Closed

As per the Proposed Change.

 [Email 4/18/08 Set 1 to be closed 4/25/08]

	F001
	04.10
	T
	4
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Text says: "the ad hoc sharing of DRM Content with any Device the User encounter in unplanned or impromptu situations." The adhoc sharing is not possible to "any" Device.
Proposed Change: "the ad hoc sharing of DRM Content with Devices the User encounter in unplanned or impromptu situations."
	Status: Closed

As per the Proposed Change.

	F002
	04.10
	T
	4
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: It is not clear, when reading also other specs, if SCE is based on OMA DRM v2.0 or OMA DRM v2.1.
Proposed Change: Decide on which spec bases SCE.
	Status: Closed

SCE is based on OMA DRM V2.1. Editor to make appropriate changes.

	F003
	04.10
	T
	4
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: The text says: "or in a hotel room while the User is travelling,". The A2A Spec does not specify how to implement this use case.
Proposed Change: Remove this text.
	Status: Closed

No action needed.

	QC008
	04.10
	E
	4.

1st para
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Remove wrong reference in the 1st sentence.

Proposed Change:
Change 1st sentence as follows:

One of the goals of the Secure Content Exchange (SCE) Enabler is to extend OMA DRM V2.0 [OMADRM20] to enable the moving of Rights Objects from one Device to another Device (without the involvement of any network entity) and the ad hoc sharing of DRM Content with any Device the User encounters in unplanned or impromptu situations.
	Status: Closed

As per the Proposed Change.

	QC009
	04.10
	E
	4.

2nd para
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Remove1st word in the 1st sentence.

Proposed Change:
Change 1st sentence as follows:

The SCE Enabler extends DRM v2.0 with the flexible sharing of DRM Content between Devices.
	Status: Closed

As per the Proposed Change.

 [Email 4/18/08 Set 1 to be closed 4/25/08]

	QC010
	04.10
	E
	4.

3rd para
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Correct reference to SRM.

Proposed Change:
Change 1st sentence as follows:

This specification reuses as many common items from the Secure Removable Meda (SRM) specification [OMASRMTS] as possible.
	Status: Closed

As per the Proposed Change.

 [Email 4/18/08 Set 2 to be closed 5/2/08]

	L004
	04.10
	E
	5.1
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: Figure 1 is duplication of SCE AD.
Proposed Change: Remove Figure 1.
	Status: OPEN

To be discussed 5/15/08.

	QC011
	04.10
	E
	5.2

2nd para
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Correct reference to SRM.

Proposed Change:
Change 2nd sentence as follows:

However, this specification follows the approach taken by [OMASRMTS] where the exchange of Rights Objects is performed using credentials from the same trust model.
	Status: Closed

Use agreed upon reference scheme.

	E002
	04.10
	E
	5.2
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The last paragraph of 5.2, what is “the root certificate of the Root Certificate Authority”?

Proposed Change: Change it to “the certificate of the Root Certificate Authority”
	Status: Closed

As per the Proposed Change.

[Email 4/18/08 Set 2 to be closed 5/2/08]

	F004
	04.10
	E
	5.2.1
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Clerical on the first line: "to mutually authenticate themselves to each other". 

Proposed Change: Remove "to each other" or remove "themselves".
	Status: Closed

Remove “to each other”. [Email 4/18/08 Set 2 to be closed 5/2/08]

	QC012
	04.10
	E
	5.2.1,

1st para
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: “DRM/Render Agent” should be used and CRL retrieval should be out of scope.

Proposed Change:
Change 1st paragraph as follows:

There is a requirement for the DRM Requestor and the DRM/Render Agent to mutually authenticate themselves to each other. Part of this process is to check the revocation status of the other entity. For this specification, the revocation status checking is done via a Certificate Revocation List (CRL). The trust model MUST provide one or more repositories where a DRM Requestor, a Render Agent (see section 5.4) or a DRM Agent can get a current CRL. How to access the CRL repositories is outside the scope of this specification. DRM Requestors, Renger Agents and DRM Agents MUST get a new CRL when the CRL they have expires. If a DRM Requestor, Render Agent or DRM Agent has an expired CRL, it MUST NOT perform the mutual authentication and key exchange process (see section 9.2). 
	Status: Closed

As per the Proposed Change.

[Email 4/18/08 Set 2 to be closed 5/2/08]

	L005
	04.10
	T
	5.2.4.2
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: 
It is inconsistent that the TS section 5.2.4.2 describes source DRM Agent simply passes RO which is made by the RI/LRM to recipient DRM Agent whereas AD section 5.4.14 describes DRM Agent 1 makes Rights for sharing with DRM Agent 2.
Proposed Change: Change AD or TS text properly.
	Status: OPEN

Koen, Seung-Jae and Aram to produce a CR against the AD to make the section 5.4.14 consistent with the TS.

	QC013
	04.10
	E
	5.3

1st para
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: 2nd sentence has incorrect grammer.

Proposed Change:
Change 2nd sentence as follows:

In this case, if any count remains, then a portion of the remaining count can be Moved from a DRM Requestor to a DRM Agent.
	Status: Closed

As per the Proposed Change.

[Email 4/18/08 Set 2 to be closed 5/2/08]

	E003
	04.10
	T
	5.3
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: In addition to <count> and <timed-count>, Stateful Rights may have <interval> and <accumulated> constraint elements.

Proposed Change: Change the first sentence as follows:

The term Partial Rights applies only to Stateful Rights which have <count>, <timed-count>>, <interval> or <accumulated> constraint elements.
	Status: Closed

No action needed.

	L006
	04.10
	T
	5.3
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: The statement “Prior to this enabler, Device did not have to handle Rights with the same ROID” is wrong. DRM 2.x TS specifies Replay Cache that handles the case of same ROID.
Proposed Change: Delete the mentioned statement above and add new section “management of Replay Cache” just before the section 5.4. The content of the new section would be like,

“DRM 2.1 enabler specifies Replay Cache to prevent replay attack from malicious entity. However A2A protocol uses replay counter in its message to prevent replay attack. Hence A2A interface does not use DRM 2.x Replay Cache for Moving or Sharing of Rights Object.”
	Status: Closed

Editor to rephrase sentence without the word “handle”.

	QC014
	04.10
	E
	5.4
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: I did not remember that the RD had defined both the Render Client and Render Agent when I wrote the draft A2A TS. This section should be changed to reflect the RD.

Proposed Change:
Change section 5.4 as follows:

5.4
Render Client
A Render Client is device that is somewhat similar to an OMA DRM Device, but has the following characteristics:

•
It has no capability to handle (e.g. receive, parse, etc) Rights Objects.

•
It has no capability to store Rights Objects.

•
It can decrypt a (P)DCF when given the Content Encryption Key (CEK).

•
After rendering the DRM Content once, it loses all knowledge of the CEK.

•
It has a Render Agent (that supports DRM Time).


A DRM Agent and a Render Agent can be differentiated via their certificates.

Some trust models may not allow Render Clients.
	Status: Closed

As per the Proposed Change.

[Email 4/18/08 Set 2 to be closed 5/2/08]

	F005
	04.10
	T
	5.5
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: 
a) In the second bullet, it states: 

" For the <count> and <timed-count> constraint, the remainingCount field in the StateInformation structure MUST be less than the corresponding <count> or <timed-count> value." The remainingCount can also be equal than the corresponding <count> or <timed-count> value.

b) Same with <interval>.

c) It is not specified which check has to be done with the Copy permission.

Proposed Change: 
a) Modify the text as follows: 

"For the <count> and <timed-count> constraint, the remainingCount field in the StateInformation structure MUST be less or equal than the corresponding <count> or <timed-count> value.

b) Similar for <interval>

c) Add Copy on the permissions list on the first line or generate a new list of checks for Copy.
	Status: Closed

As per CR 0168.
Fraunhofer and editor to write CR based on proposed change, see AP 888.
Note: a CR from the editor needs to state that StateInformation is always sent.


	E004
	04.10
	T
	5.5
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The remainingCount and accumulatedTime fields in the StateInformation structure can be the same as the corresponding <count>/<timed-count> and <accumulated> value

Proposed Change: Change “MUST be less than” to “MUST be equal to or less than”.
	Status: OPEN

To be resolved as per comment F005.
 

	QC015
	04.10
	E/T
	6.
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Section 6 has several editorial and technical errors.

Proposed Change:
See OMA-DRM-2008-0127-CR_SCR_A2A_TS_Proposed_Changes_to_Section_6.
	Status: OPEN

	F006
	04.10
	E
	6.1
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: List of transactions is incomplete.
Proposed Change: Complete list with missing transactions.
	Status: OPEN

Fixed in CR 0127R01.

	F007
	04.10
	E
	6.2.1

6.2.2
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: In the description of ExtensionsContainer, it refers to section 0.
Proposed Change: Correct section reference.
	Status: OPEN

Fixed in CR 0127R01.

	F008
	04.10
	T
	6.2.2
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: the ExtensionsContainer is only included when Status() contains success. This implies that error messages cannot be extended. There might be future messages contain additional information next to the plain error code.
Proposed Change: allow extension also in the case of error messages. For this, remove the "if"-statement in the definition of the A2AResponse() message, and update the text.
	Status: OPEN

Fixed in CR 0127R01.

	E005
	04.10
	E
	6.2.2
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The ExtensionsContainer field is defined in section 6.2.4.

Proposed Change: Change “section 0” to “section 6.2.4”.
	Status: OPEN

Fixed in CR 0127R01.

	F009
	04.10
	E/T
	6.2.3
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: In Table 1, the following message identifiers are missing: PutRekRequest and PutRekResponse.
Proposed Change: Add in Table 1:

- PutRekRequest with Value 16

- PutRekResponse with Value 17

- increment current Values 16-25 by 2
	Status: OPEN

Fixed in CR 0127R01.


	L007
	04.10
	E
	6.2.3
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: According to the current spec, ‘Message Identifier’ is used as message type. Further it does not uniquely identify the message.
Proposed Change: Change the title ‘Message Identifier’ to ‘Message Type’. And remove ‘uniquely’ from the first sentence.
	Status: OPEN

To be discussed 5/15/08.

	F010
	04.10
	E
	6.2.4
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Not all these Status Values and Names are included in the GEN Spec section 5.9.
Proposed Change: Include all possible status values in the GEN Spec section 5.9.
	Status: OPEN

Question: Are the GEN Status values needed in A2A? They are not in SRM.
To be discussed 5/15/08.

	F022
	04.10
	E
	6.2.4

(Originally listed as 9.1.2)
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Error message "NoCommonTrustAnchor" is not included in Table 2 of section 6.2.4.
Proposed Change: Include "NoCommonTrustAnchor" in Table 2 of section 6.2.4.
	Status: OPEN

Fixed in CR 0127R01.

	E010
	04.10
	E
	6.2.4

(Originally listed as 9.2)
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: “CrlExpired” and “DrmRequestorRevoked” state values haven’t been defined.

Proposed Change: Define them in section 6.2.4.
	Status: OPEN

[Set 4 16May2008]
Fixed in CR 0127R01.

	E018
	04.10
	E
	6.2.4

(Originally listed as
9.7)
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The “InvalidRightsObject” and “UnknownHandle” status values are not defined.

Proposed Change: Define them in section 6.2.4.
	Status: OPEN

Fixed in CR 0127R01.

	F011
	04.10
	E
	6.2.5
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01

Comment: in the last sentence before the informative text, "ExtensionContainer" should be changed to "ExtensionsContainer".

Proposed Change: Change "ExtensionContainer" to "ExtensionsContainer".
	Status: OPEN

Fixed in CR 0127R01.

	QC016
	04.10
	E
	7.
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The MAKE acronym used without the full definition and could be reworded better.

Proposed Change:
Change the 1st sentence of the last paragraph as follows:

The Mutual Authentication and Key Exchange (MAKE) transaction, described in section 9.2, is used to establish a SAC.
	Status: Closed

As per the Proposed Change.

[Email 4/18/08 Set 2 to be closed 5/2/08]

	QC017
	04.10
	E
	8.1
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: It would be helpful if the 1st sentence stated binary data.

Proposed Change:
Change the 1st sentence as follows:

An octet string holds variable length binary data.
	Status: Closed

As per the Proposed Change.

[Email 4/18/08 Set 2 to be closed 5/2/08]

	F012
	04.10
	T
	8.1
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: In the description of "length" it should be stated, that the length is expressed in "bytes" or "octets".
Proposed Change: "length – This field contains the length in octets (bytes) of the octet string."
	Status: Closed

Editor change definition to: “This field contains the number of octets in the octet string.”

	F013
	04.10
	T
	8.2
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: the values of Version().major and Version().minor are unspecified.
Proposed Change: specify that in this version of the spec, major = 1 and minor = 0.
	Status: Closed

As per the Proposed Change.

	QC018
	04.10
	E
	8.5
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The 2nd sentence is not needed as it is repeated in the field definition.

Proposed Change:
Remove the 2nd sentence.
	Status: Closed

As per the Proposed Change.

[Email 4/18/08 Set 2 to be closed 5/2/08]

	QC019
	04.10
	E
	8.6
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The reference to the TrustAnchor field is wrong.

Proposed Change:
Fix the reference.
	Status: Closed
Same as F023.

[Email 4/18/08 Set 3 to be closed 5/9/08]


	F014
	04.10
	E
	8.6
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: in the description of TrustAnchor, the cross reference is broken.
Proposed Change: fix the cross reference.
	Status: Closed
Same as F023.

[Email 4/18/08 Set 3 to be closed 5/9/08]

	QC020
	04.10
	E
	8.7
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The 2nd sentence is not needed as it is repeated in the field definition.

Proposed Change:
Remove the 2nd sentence.
	Status: Closed
[Email 4/18/08 Set 3 to be closed 5/9/08]

	QC021
	04.10
	E
	8.8
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The last sentence could clarify the order of the certificates.

Proposed Change:
Change the last sentence as follows:

The first certificate is followed by any intermediate CA certificates, in order of signing, up to but not including the root certificate.
	Status: Closed
[Email 4/18/08 Set 3 to be closed 5/9/08]

	F016
	04.10
	T
	 8.9
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: It would be good to include references in Table 3, to indicate where to find the description of these algorithms.
Proposed Change: Add references for each algorithm in Table 3.
	Status: Closed

As per the Proposed Change.

	F017
	04.10
	T
	8.9
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: AES-WRAP is missing in Table 3.
Proposed Change: add AES-WRAP to Table 3.
	Status: OPEN

Pending AP 885.

	QC022
	04.10
	E
	8.14
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The section title should be fixed.

Proposed Change:
Change section title as follows:

8.14 Rights Object ID
	Status: Closed
[Email 4/18/08 Set 3 to be closed 5/9/08]

	E006
	04.10
	E
	8.17
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: Is OctetString8 enough for AssetId?

Proposed Change: 
	Status: OPEN

Question: Should it be AssetId or ContentId?
To be discussed 5/15/08.

	L008
	04.10
	T
	8.18
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: It is described that RightsObjectContainer holds Rights Object in XML or WBXML format. However it is not clear which element is contained as a Rights Object.
Proposed Change: Specify that Rights Object container contains <rights> element conforms to SCE-REL.
	Status: Open
Editor to copy definitions from SRM. Editor to make a CR. Issue: there is no WBXML table for SCE, a CR will be needed.

	F018
	04.10
	E
	 8.19
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: The field "char" should be named something like "endDate".
Proposed Change: Change name of "char" field to "endDate".
	Status: Closed
 [Email 4/18/08 Set 3 to be closed 5/9/08]
Fraunhofer agrees that no action is needed.

	F019
	04.10
	T
	 8.19
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: in the description of "constraintPresent", TBD appears.
Proposed Change: Substitute "TBD" with the correct information.
	Status: Open
Editor to fix TBD. Editor to make a CR.

	F020
	04.10
	T
	 8.19
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: The following permissions are missing in the State Information: <lend>, <adhoc-share>, <guest-move>, <copy>.
Proposed Change: Decide if it is necessary to include these permissions in the State Information.
	Status: OPEN

Further discussion is needed.

	E007
	04.10
	E
	8.19
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The intervalPresent bullet mentions “remainingInterval” field. There’s no such field.

Proposed Change: Change the bullet as follows:

· intervalPresent – this a boolean field, that if true, indicates that a 20 character string is present that is applicable to the <interval> constraint.
	Status: Closed
[Email 4/18/08 Set 3 to be closed 5/9/08]

	MOT- A2A
003
	04.10
	T
	9
	Source: David Kravitz, Motorola
Form: OMA-DRM-2008-0153
Comment: A2A TS should incorporate Guest Move under pairing-key management (i.e., ROs with <guest-move> permission under <pairing> constraint).

Agent Ticket usage aspects need to be addressed in A2A TS so as to interface properly with provisioning of Agent Tickets within LRM TS.

Proposed Change:
Make appropriate modifications/additions to A2A TS.

In particular, <pairing>-constrained Guest Move requires an update of the MAC Key: MK=SHA1(MK, Pairing Secret).
	Status: OPEN

Pending AP 885.

	MOT- A2A
004
	04.10
	T
	9
	Source: David Kravitz, Motorola
Form: OMA-DRM-2008-0153
Comment: Need to address certificate profile and related aspects relative to Move within a User Domain and between User Domain and Guest Devices.

Proposed Change:

Account for the following:

· If the <rights> element includes a <move> permission, but does NOT include either a <domain> or <pairing> constraint then the certificate of the entity that generated the <signature> element over the <rights> element MUST include a localRightsManagerDevice key purpose, or if it does not include a localRightsManagerDevice key purpose it MUST include a Rights Issuer key purpose and MUST NOT include a localRightsManagerDomain key purpose. This is checked independently by the DRM Requestor and DRM Agent.

· If the <rights> element includes a <domain> or <pairing> constraint then the certificate of the entity that generated the <signature> element over the <rights> element MUST include a localRightsManagerDomain key purpose, or if it does not include a localRightsManagerDomain key purpose it MUST include a Rights Issuer key purpose and MUST NOT include a localRightsManagerDevice key purpose. This is checked independently by the DRM Requestor and DRM Agent.

· If the <rights> element includes a <copy> permission, then it MUST also include a <domain> constraint. This is checked independently by the DRM Requestor and DRM Agent.

· If the <rights> element includes a <guest-move> permission, then the <guest-move> permission MUST be <pairing>- constrained. This is checked independently by the DRM Requestor and DRM Agent.
	Status: OPEN

Pending AP 885.

	MOT- A2A
005
	04.10
	T
	9
	Source: David Kravitz, Motorola
Form: OMA-DRM-2008-0153
Comment: Need to address certificate profile and related aspects relative to Move within a User Domain and between User Domain and Guest Devices.

Proposed Change:

Account for the following:

· In order for a Device to act as a DRM Requestor relative to a Guest-Move, the Device MUST verify (via DA-signed data) that the LRM is authorized to create ROs with <guest-move> permission.

· In order for a Device to act as DRM Agent relative to a Guest-Move, the Device MUST verify (via DA-signed data) that the LRM is authorized to create ROs with <guest-move> permission.
	Status: OPEN

Pending AP 885.

	MOT- A2A
006
	04.10
	T
	9
	Source: David Kravitz, Motorola
Form: OMA-DRM-2008-0153
Comment: Clarify here (and in the DOM TS if necessary) whether there can be both a <move> and <copy> in same RO. If that is allowed then clarify whether Copy is allowed to be done only by the Device that received the RO from the RI or LRM, or whether it is allowed to be done by a Move-Recipient Device. If intended only to be done by initial Device then consider including that Device ID in RO and have Recipient Device relative to a Copy verify that the Source Device is the Device that is identified within the RO.
Proposed Change:

Account for the issue above and modify the text accordingly.
	Status: OPEN

An RO can have both permissions. Further discussion is needed. Note that the same language appears in the DOM TS, section 9.3.

	L009
	04.10
	T
	9.1

9.2
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: A2A Hello operation seems redundant. Why not merge all parameters in A2A Hello Request and Response to Authentication Request and Response?
Proposed Change: Remove section 9.1 and modify section 9.2 properly.
	Status: Closed
No action is needed.

	QC023
	04.10
	E
	9.1.1
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The reference to the TrustAnchorAndEntityIdPairList field is wrong and the field name is wrong.

Proposed Change:
Fix the reference. Change the name as follows:

TrustAnchorAndEntityIdPairList
	Status: Closed
[Email 4/18/08 Set 3 to be closed 5/9/08]

	E008
	04.10
	E
	9.1.1
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: There’s no TrustAnchorAndDrmRequestorIdPairList field, it’s TrustAnchorAndEntityIdPairList. It is defined in section 8.6.

Proposed Change: Change the last bullet as follows:

· TrustAnchorAndEntityIdPairList – this field contains a list of TrustAnchor and EntityId pairs for the DRM Requestor. This field is defined in section 8.6.
	Status: Closed
Same as QC023
[Email 4/18/08 Set 3 to be closed 5/9/08]

	F021
	04.10
	E
	9.1.1
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: The text says: "Version SHALL be set to 0x10 (e.g. 1.0)." 

'1.0' is not an example.
Proposed Change: "Version SHALL be set to 0x10, indicating version '1.0' ".
	Status: Closed
[Email 4/18/08 Set 3 to be closed 5/9/08]

	QC024
	04.10
	E
	9.1.2
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The reference to the TrustAnchorAndEntityIdPairList field is wrong.

Proposed Change:
Fix the reference.
	Status: Closed
[Email 4/18/08 Set 3 to be closed 5/9/08]

	E009
	04.10
	E
	9.1.2
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The TrustAnchorAndEntityIdPairList field is defined in section 8.6.

Proposed Change: Replace “section 0” with “section 8.6”.
	Status: Closed
Same as QC024
[Email 4/18/08 Set 3 to be closed 5/9/08]

	L010
	04.10
	T
	9.1.2
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: It is not clear when the A2AHello Operation take place and which operation/transaction requires A2AHello Operation as a prerequisite.
Proposed Change: Make appropriate CR
	Status: OPEN

AP 919 for Seung-Jae and Aram to make CR.

	QC025
	04.10
	E/T
	9.2
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Section 9.2 has several editorial and technical errors.

Proposed Change:
See OMA-DRM-2008-0129-CR_SCR_A2A_TS_Proposed_Changes_to_Section_9.2.
	Status: OPEN

	F024
	04.10
	T
	9.2
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: it is unclear whether the root certificate should be in the CertificateChain parameter or not.
Proposed Change: specify that the root certificate is not included in the CertificateChain parameter.
	Status: OPEN

Fixed in CR 0129R01.


	F025
	04.10
	E
	9.2
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: In 4.h, field AuthenticatioResponseData.RandomS does not exist.
Proposed Change: Write AuthenticatioResponseData.RandomNumberS
	Status: OPEN

Fixed in CR 0129R01.
[Email 4/18/08 Set 3 to be closed 5/9/08]

	F026
	04.10
	E
	9.2
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Clerical in sentence 6h: "The encrypted KeyExchangeData in put into the KeyExchangeRequest.Body."
Proposed Change: "The encrypted KeyExchangeData is put into the KeyExchangeRequest.Body."
	Status: OPEN

Fixed in CR 0129R01.

[Email 4/18/08 Set 3 to be closed 5/9/08]

	E011
	04.10
	T
	9.2
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: At step 6, between b and c the DRM Requestor should check if the DRM/Render Agent is listed in its current CRL.

Proposed Change: 
	Status: OPEN

Fixed in CR 0129R01.

	E012
	04.10
	T
	9.2
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: It should be clearly stated that pairing-based key management does not use the A2A MAKE process to set up SAC. 

But the Share RO, Lend RO, Lend Release, Render and Render Status operations can occur within either a A2A SAC or a pairing-key based SAC?

Proposed Change: 
	Status: OPEN

Pending AP 885. Answer to question is Yes.

	E013
	04.10
	E
	9.2.2
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The CertificateChain field is defined in section 8.8.

Proposed Change: Replace “section 0” with “section 8.8”.
	Status: OPEN

Fixed in CR 0129R01.
[Email 4/18/08 Set 3 to be closed 5/9/08]

	F027
	04.10
	T
	9.2.3
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: the field "EncryptedKeyExchangeData" does not exist.
Proposed Change: rename in the definition of Body() EncryptedData() to EncryptedKeyExchangeData().
	Status: OPEN

Fixed in CR 0129R01. Changed EncryptedKeyExchangeData to EncryptedData.

	E015
	04.10
	E
	9.2.4
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: It’s not specified (at step 8) when “InvalidField” status value will be returned in KeyExchangeResponse. 

Proposed Change: 
	Status: OPEN

Fixed in CR 0129R01.

	F028
	04.10
	T
	9.2.5
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: the text says: "When encrypting portions of a message under the SAC, the default symmetric encryption algorithm is AES-128-CTR. This key is refered to as the Session Key." Which key is referred to as the Session Key? Also, a default algorithm is not needed since the algorithm was already negotiated.
Proposed Change: reformulate to: "When encrypting portions of a message under a SAC, a negotiated algorithm is used. The encryption key is referred to as the Session Key."
	Status: OPEN
As per the Proposed Change.
Fixed in CR 0129R01.

	F029
	04.10
	T
	9.2.5
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: it is unclear how the KDF from OMA DRM v2.0 is used to derive the MAC key, the Session key and the CtrCounter value.
Proposed Change: specify how the Session Key, the MAC key and the CtrCounter value are derived.
	Status: OPEN

Fix in CR 0129R01.

	F030
	04.10
	E
	 9.2.6
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Clerical in "..a DRM Requestor can determine if it communicating with the same DRM/Render Agent."
Proposed Change: "..a DRM Requestor can determine if it is communicating with the same DRM/Render Agent."
	Status: OPEN

Fixed in CR 0129R01.

	E014
	04.10
	E
	9.3
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The Change SAC operation should occur within a SAC.

Proposed Change: Update the steps with replay protection. Change the type of ChangeSacRequest/Response from plain to protected. Add IntegrityVerificationFailed status value to Table 10. 
	Status: OPEN

[Email 4/18/08 Set 4 to be closed 5/16/08]

Ericsson has agreed that no action is needed.

	QC026
	04.10
	E
	9.3.1
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The reference to the TrustAnchor field is wrong.

Proposed Change:
Fix the reference.
	Status: OPEN

[Email 4/18/08 Set 4 to be closed 5/16/08]

	F031
	04.10
	E
	9.4
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Typo in 4a: "then it SHOULD send the more recent CRLs to the DRM/Render Agent..."
Proposed Change: "then it SHOULD send the most recent CRLs to the DRM/Render Agent..."
	Status: OPEN

[Email 4/18/08 Set 4 to be closed 5/16/08]

	E016
	04.10
	E
	9.4
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: At step 3 the DRM/Render Agent sends the CrlQueryResponse to the DRM Requestor, not ChangeSacResponse

Proposed Change: Replace “ChangeSacRespsonse” with “CrlQueryResponse”.
	Status: OPEN

[Email 4/18/08 Set 4 to be closed 5/16/08]

	A2A-003
	04.06
	E
	9.4
	Source: <Zhipeng Zhou, Huawei>

Form: OMA-DRM-2008-0142R01

Comment: <
CrlInformationList has not been defined in section 8.16.

Probably it is a clerical error.
>.
Proposed Change: <
Substitute CrlInformationList with CrlIdList.
>
	Status: Closed

Per CR-0150.
[Email 4/18/08 Set 4 to be closed 5/16/08]

Same as E017 and F032. Use this resolution.

	E017
	04.10
	E
	9.4.2
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The bullet contains wrong field name.

Proposed Change: Replace “CrlInformationList” with “CrlIdList”.
	Status: Closed

Per CR-0150.
[Email 4/18/08 Set 4 to be closed 5/16/08]

Same as A2A-003.

	F032
	04.10
	E
	9.4.2


	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: The field "CrlIdList()" differs from "CrlInformationList".
Proposed Change: Change the field "CrlIdList()" to "CrlInformationList()".
	Status: Closed

Per CR-0150.
[Email 4/18/08 Set 4 to be closed 5/16/08]

Similar as A2A-003.

	QC027
	04.10
	E
	9.6
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The wording of step 5.b.2 could be improved.

Proposed Change:
Change the first sentence as follows:

It checks if the CRL is more recent than the CRL it has.
	Status: OPEN

[Email 4/18/08 Set 4 to be closed 5/16/08]

	F033
	04.10
	E
	9.6
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Typo in 3.b: It checks if if has all the requested CRLs.
Proposed Change: change second "if" to "it".
	Status: OPEN

[Email 4/18/08 Set 4 to be closed 5/16/08]

	QC028
	04.10
	E/T
	9.7
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Section 9.7 has several editorial and technical errors. For this version of the SCE enabler, anything related to “Copy” should be removed from all documents.

Proposed Change:
See OMA-DRM-2008-0130-CR_SCR_A2A_TS_Proposed_Changes_to_Section_9.7. Other CRs may be needed for the other documents that mention Copy.
	Status: OPEN

	F034
	04.10
	T
	9.7
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: The Put RO transaction is not only used to Move a Rights Object, but also to Copy a Rights Object.
Proposed Change: First line of section: "The Put RO transaction is used by the DRM Requestor to Move or Copy (put) a Rights Object to a DRM Agent."
	Status: OPEN

AP 920 Copy may be a separate operation. Fix in CR 0130 or in a new CR. Also see MOT-A2A 001 and AP 903.

	F035
	04.10
	T
	9.7
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01

Comment: CR 106R01 proposes to disable the RO on the commencement of the Copy operation. This is not reflected by point 1.c in section 9.7, where it is only disabled in case of a Move operation. This is not a big problem, since the counter is already updated at the beginning of the Copy operation. However, in that case points 6.b.i. and 6.d, which re-enable the RO, are not necessary in case of a Copy operation.
Proposed Change: 
Remove points 6.b.i and 6.d.
	Status: OPEN

Pending AP 920.

	F036
	04.10
	T
	9.7
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01

Comment: The <domain> constraint is not intended for the <copy> permission only; also Domain bound Moves should be possible.
Proposed Change: 
Point 9.c in section 9.7 should be reformulated such that it applies to both Move and Copy:

"It decrypts PutRekRequest.Body.EncryptedPutRoHandleAndRek. For a Copy transaction where If the RO has a top-level <domain> constraint, REK = AES-UNWRAP(DDK, DBREK), see [AES-WRAP]."
	Status: OPEN

Pending AP 885.

	F037
	04.10
	E
	9.7
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: a) Typo in 4.g: "assocated"

b) Clerical in 4.j: "i.e. the DRM Agent, acting as a DRM Requestor, SHALL NOT Copy the Rights Object to another DRM Agent".
Proposed Change: a) "associated"

b) "i.e. the DRM Agent SHALL NOT further Copy (in a further Put RO Transaction acting as a DRM Requestor) the Rights Object to another DRM Agent".
	Status: OPEN

Fix in CR 0130R01.

	F038
	04.10
	T
	9.7
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: in step 11.b.1, the DRM Requestor marks the RO as usable. However, according to step 6.c:

· in case of a complete Move, the RO is already removed;

· in case of a Copy, the RO is already re-enabled;

· in case of a partial Move the portion of the Rights that where moved is already removed, and the other portion was never disabled.
Proposed Change: remove step 11.b.1, or remove the rights at a later than in step 6.c.
	Status: OPEN
Pending AP 920.

	F039
	04.10
	T
	9.7

also in 9.7.4
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Step 7: It would be helpful to specify the length of DBREK. DBREK is the result of an AES-WRAP of a 128-bit input (i.e. REK). DBREK will be longer than 128-bit.
Proposed Change: Specify the length of DBREK: 192 bits.
	Status: OPEN
Pending AP 885.

	F040
	04.10
	E
	9.7
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Clerical in:

a) 11.b.ii: "If this transaction if for a Move, then if the <move> permission had a <count> constraint,.."

b) 11.b.iii: "If this transaction if for a Copy, then if the <copy> permission had a <count> constraint,.."
Proposed Change: 
a) 11.b.ii: "In case of a Move, if the <move> permission had a <count> constraint,..."

a) 11.b.iii: "In case of a Copy, if the <copy> permission had a <count> constraint,..."
	Status: OPEN

Pending AP 885.

	E019
	04.10
	T
	9.7
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: d of step 6 is not needed, since the Rights Object being copied is usable on the source.

Proposed Change: Delete d of step 6.
	Status: OPEN
Pending AP 920.

	A2A-004
	04.06
	T
	9.7
	Source: <Zhipeng Zhou, Huawei>

Form: OMA-DRM-2008-0142R01

Comment: <
In step 6.d:” If this transaction is for a Copy, it marks the Rights Object as usable.”
While as to the copy transaction, the Rights Object has never been marked as unusable in the previous steps.
>.
Proposed Change: <
Delete the step 6.d.

 >
	Status: OPEN
Pending AP 920.


	L011
	04.10
	T
	9.7
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: Why not transfer REK in PutRoRequest message? Instead of sending REK separately it is desirable to send REK and protected RO together and notify that DRM Requestor successfully received and processed PutRoResponse message.
Proposed Change: Make appropriate CR
	Status: Closed
Further discussions are needed.
LG understands, can be closed with no action needed.

	L012
	04.10
	T
	9.7
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: In the step 11, it is not clear that what should be happened in case the DRM Requestor fails to receive the response message. Just ignore and terminate transaction? Or restart transaction?
Proposed Change: Make appropriate CR.
	Status: OPEN

Pending AP 885.

	PH033
	04.10
	T
	9.7
	Source: Philips

Form: OMA-DRM-2008-0152

Comment:
“1.
The DRM Requestor performs the following: a. It checks whether the Rights Object was created by an LRM. If it was created by an LRM and the LRM’s certificate only has the localRightsManagerDomain extended key purpose (see [SCE-LRM], Appendix C.1), it terminates the Put RO transaction.”

This key purpose allows the LRM to create User Domain RO with either shared-key or pairing key management. This is signaled in the RO itself. Only for RO’s with Pairing key management, another A2A mechanism is defined. 

Change this text to terminate based on RO signaling, not key purpose. 

Proposed Change: 


	Status: OPEN

Email Koen for clarification. 



	PH034
	04.10
	T
	9.7
	Source: Philips

Form: OMA-DRM-2008-0152
Comment:
“g.
If the Rights Object contains a top-level "domain" constraint, it verifies that it is a member of the assocated User Domain. If not, it sets PutROResponse.Status to NotADomainMember and proceeds to step 5.”
Add reference to User Domain installation process of DOM spec. 

Proposed Change: 

“g.
If the Rights Object contains a top-level "domain" constraint, it attempts to install the Rights Object per [DRMDOM-SCE].  If unsuccesful, it sets PutROResponse.Status to NotADomainMember and proceeds to step 5.”
	Status: OPEN

Pending AP 885 & AP 933.

Check if DOM applies only to “out-of-band” installation.


	MOT- A2A
002
	04.10
	T
	9.7
	Source: David Kravitz, Motorola
Form: OMA-DRM-2008-0153
Comment: A2A TS Put RO transaction should be extended to also accommodate Put RO under pairing-key management (i.e., ROs with <move> permisssion under <pairing> constraint).

Also account for the fact that ROs are installed as disabled by Recipient Devices if there is a further <domain-size> constraint.

Agent Ticket usage aspects need to be addressed in A2A TS so as to interface properly with provisioning of Agent Tickets within LRM TS.

Proposed Change:
Make appropriate modifications/additions to A2A TS.
In particular, <pairing>-constrained Move requires an update of the MAC Key: MK=SHA1(MK, Pairing Secret).
	Status: OPEN

Pending AP 885.


	MOT- A2A
001
	03.31
	T
	9.7 Put RO Transaction
	Source: David Kravitz, Motorola
Form: OMA-DRM-2008-0153
Comment: Since REL TS states that "The <domain> constraint is used to restrict the use of the related permission to Devices that belong to the User Domain to which the RO is bound,"the implicit use of knowledge of DDK, via DBREK = AES-WRAP(DDK, REK) and REK = AES-UNWRAP(DDK, DBREK), is insufficient and unnecessary.
Proposed Change:
Use knowledge of MDK (rather than DDK) to explicitly (rather than implicitly) authenticate the Put RO messaging. This can be done by updating MK to SHA-1(MK|MDK) for use in providing the message integrity protection. Note, in particular, that if the integrity protection on the PutROResponse fails, then the REK is not provided under the SAC within the PutREKRequest.
	Status: OPEN

AP 903 for David and editor to propose a different scheme.

	F042
	04.10
	E
	9.7.1
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01

Comment: The definition of the field moveOrCopy should read:

"moveOrCopy – this is a boolean field, the that if true, indicates that a Move transaction is being performed, and if false, indicates that a Copy transaction if being performed."

Proposed Change: 
See comment.
	Status: OPEN

Pending AP 885.

	E020
	04.10
	E
	9.7.1
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: DomainAlias is missing from the definition of PubRoRequest body.

Proposed Change: 
	Status: OPEN

Fix in CR 0130R01.

	E021
	04.10
	E
	9.7.1
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: SourceId and SourceTimeStamp are contained in the RightsObjectContainer. Is it necessary to repeat them in the body?

Proposed Change: 
	Status: OPEN

Fix in CR 0130R01.

	L013
	04.10
	T
	9.7.1
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: It seems that signature for <rights> element is missing in the Body().
Proposed Change: Make appropriate CR.
	Status: OPEN

Resolved by resolution to L008.

	E022
	04.10
	E
	9.7.2
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The PutROResponse may return IntegrityVerificationFailed status value.

Proposed Change: Add it to Table 14.
	Status: OPEN

Fix in CR 0130R01.

	F043
	04.10
	T
	9.7.3
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01

Comment: The field RekOrDbrek contains the REK or the DBREK, not the DBDDK.
Proposed Change:
The description of the field RekOrDbrek should read:

"RekOrDbrek – this field contains an REK (16 bytes) for a Move transaction, or for a Copy transaction where RO does not contain a top-level <domain> constraint. For a Copy transaction where the RO contains a top-level <domain> constraint, this field contains a DBREK (24 bytes), which is defined as DBREK = AES-WRAP(DDK, REK), see [AES-WRAP]."
	Status: OPEN

Pending AP 885.

	E023
	04.10
	E
	9.7.4
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The PutRekResponse may return IntegrityVerificationFailed status value.

Proposed Change: Add it to Table 15.
	Status: OPEN

Fix in CR 0130R01.

	F044
	04.10
	T
	9.7.5
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: the REK is encrypted with the DDK, after which it is transmitted over the SAC (which should include encryption by the session key). However, the text omits encryption with the session key.
Proposed Change: change the text, specifying that for Domain Bound Copies, the DDK is encrypted by the REK to the DBREK, and the DBREK is encrypted by the Session Key for transmission over the SAC. In the other cases, the REK is directly encrypted by the Session Key.
	Status: OPEN

Pending AP 885.

	QC029
	04.10
	E/T
	9.8
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Section 9.8 has several editorial and technical errors.

Proposed Change:
See OMA-DRM-2008-0132R01-CR_SCR_A2A_TS_Proposed_Changes_to_Section_9.8.
	Status: OPEN

	F045
	04.10
	E
	9.8
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Typo in step 4.f: "meaing"
Proposed Change: "meaning"
	Status: OPEN

Fix in CR 0132R02.

	E024
	04.10
	E
	9.8
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: Step 6, b, ii. The concurrent counter should be decremented.

Proposed Change: Change step 6, b, ii as follows:

ii. If the Rights Object contains the <max-concurrent> constraint, it decrements the concurrent counter of DRM Agents 
	Status: OPEN

Fix in CR 0132R02.

	L014
	04.10
	T
	9.8
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: For consistency with Move RO Transaction, encrypted REK should be transferred rather than encrypted CEK in ShareRoRequest.
Proposed Change: <Recommended action>
	Status: Closed

No action needed.


	L015
	04.10
	E
	9.8.2
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: The name of table is improper.
Proposed Change: Make appropriate CR
	Status: OPEN

Fix in CR 0132R02.

	QC030
	04.10
	E/T
	9.9
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Section 9.9 has several editorial and technical errors.

Proposed Change:
See OMA-DRM-2008-0133R01-CR_SCR_A2A_TS_Proposed_Changes_to_Section_9.9.
	Status: OPEN

	E025
	04.10
	T
	9.9
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: Step 5 f says “It marks the Rights Object as “lent”, meaing that only the permissions under the <lend> permission can be granted.”

According to the REL spec, there are no permissions under the <lend> permission.
Proposed Change: 
	Status: OPEN

Pending AP 934.

	F046
	04.10
	T
	9.9
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Step 5.f says: "meaing that only the permissions under the <lend> permission can be granted." 

It is not clear when reading the REL, that the <lend> permission includes other permissions.
Proposed Change: Clarify text in A2A or REL. Example of an RO containing a <lend> permission would be helpful.
	Status: OPEN

Pending AP 934.
Same as E025.

	F047
	04.10
	E
	9.9
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: steps 5.b and 5.e contain: "and proceeds to step 5." This leads to an infinite loop.
Proposed Change: change to "and proceeds to step 6."
	Status: OPEN

Fix in CR 0133R01.
Fixed in CR 0133R01.

	L016
	04.10
	T
	9.9
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: For consistency with Move RO Transaction, encrypted REK should be transferred rather than encrypted CEK in LendRoRequest.
Proposed Change: <Recommended action>
	Status: Closed

No action needed.

	E026
	04.10
	E
	9.9.2
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The LendROResponse may return NotEnoughSpace status value.

Proposed Change: Add it to Table 17.
	Status: OPEN

Fix in CR 0133R01.
Fixed in CR 0133R01.

	L017
	04.10
	E
	9.9.2
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: The name of table is improper.
Proposed Change: Make appropriate CR
	Status: OPEN

Fix in CR 0133R01.
Fixed in CR 0133R01.

	QC031
	04.10
	E/T
	9.10
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Section 9.10 has several editorial and technical errors.

Proposed Change:
See OMA-DRM-2008-0134-CR_SCR_A2A_TS_Proposed_Changes_to_Section_9.10.
	Status: OPEN

	F048
	04.10
	E
	9.10
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Typo in step 3.c: "If checks if it has a Lend context..."
Proposed Change: "It checks if it has a Lend context..."
	Status: OPEN

Fix in CR 0134R01.
Fixed in CR 0134R01.

	E027
	04.10
	E
	9.10
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: UnknownLendingHandle status value is not defined.

Proposed Change: Define it in section 6.2.4.
	Status: OPEN

Change to “UnknownHandle” in CR 0134R01.
Fixed in CR 0134R01.

	E028
	04.10
	E
	9.10
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: Step 5 b contains a copy-paste error. 

Proposed Change: Change b of step 5 as follows:

b. If LendReleaseResponse.Status is not Success, it determines if it can restart the Lend Release operation at step 1. If it does not restart the operation, it terminates the Lend Release operation.
	Status: OPEN

Fix in CR 0134R01.
Fixed in CR 0134R01.

	L018
	04.10
	E
	9.10.2
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: The name of table is improper.
Proposed Change: Make appropriate CR
	Status: OPEN

Fix in CR 0134R01.
Fixed in CR 0134R01.

	QC032
	04.10
	E/T
	9.11
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: Section 9.11 has several editorial and technical errors.

Proposed Change:
See OMA-DRM-2008-0135-CR_SCR_A2A_TS_Proposed_Changes_to_Section_9.11.
	Status: OPEN

	F050
	04.10
	T
	9.11
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: It is nowhere stated that the Render Agent should invalidate the CEK after the Rendering finished.
Proposed Change: 
	Status: OPEN

Fix in CR 0135R01.
Fixed in CR 0135R01.

	E029
	04.10
	E
	9.11
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: Step 5 b contains a copy-paste error. 

Proposed Change: Change b of step 5 as follows:

b. If RenderResponse.Status is not Success, it determines if it can restart the Render operation at step 1. If it does not restart the operation, it terminates the Render operation.
	Status: OPEN

Fix in CR 0135R01.
Fixed in CR 0135R01.

	QC033
	04.10
	T
	9.12
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: The Render Status operation should be removed and left to other layers.

Proposed Change:
Remove section 9.12.
	Status: OPEN

To be discussed in Santa Clara.

	F049
	04.10
	E
	9.12
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Steps 5b. and 5c. are referring to the Lend RO Operation and Render Operation. It should be Render Status Operation.
Proposed Change: Substitute in 5b and 5c "Lend RO operation" and "Render operation" for "Render Status Operation".
	Status: OPEN

Depends on QC033.

	E020
	04.10
	E
	9.12
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: UnknownRenderHandle status value is not defined.

Proposed Change: Define it in section 6.2.4.
	Status: OPEN

Depends on QC033.

	E031
	04.10
	E
	9.12
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: Step 5 b and c contain a copy-paste error. 

Proposed Change: Change b and c of step 5 as follows:

b. If RenderStatusResponse.Status is not Success, it determines if it can restart the Render Status operation at step 1. If it does not restart the operation, it terminates the Render  Status operation.
c. At this point the Render Status operation has successfully completed.
	Status: OPEN

Depends on QC033.

	L020
	04.10
	T
	9.12
(Next to)
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: Rendering is always initiated by DRM Requestor. Starting and obtaining status of rendering is performed by DRM Requestor. However there’s no option to stop rendering from DRM Requestor’s side. It is recommended to additionally define a operation to terminate Rendering.
Proposed Change: Make appropriate CR
	Status: OPEN

Depends on QC033.

	E032
	04.10
	E
	9.12.1
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The RenderStatusRequest is sent as a protected request, not a plain request.

Proposed Change: In the first sentence of 9.12.1, replace “plain” with “protected”.
	Status: OPEN

Depends on QC033.

	E033
	04.10
	E
	9.12.1
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The renderHandle bullet is copied from section 9.11.1.

Proposed Change: Change the bullet as follows:

renderHandle – this field contains a 32 bit unsigned integer that was previously assigned by the DRM Requestor to identify the rendering operation being queried. 
	Status: OPEN

Depends on QC033.

	L019
	04.10
	E
	9.12.2
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: The name of table is improper.
Proposed Change: Make appropriate CR
	Status: OPEN

Depends on QC033.

	QC034
	04.10
	T
	10
	Source: Aram Perez 

Form: OMA-DRM-2008-0118R01
Comment: This section needs to be filled in.

Proposed Change:
See OMA-DRM-2008-0136-CR_SCR_A2A_TS_Proposed_Changes_to_Section_10.
	Status: OPEN

CR 0136 was Noted, R01 is expected.

	F051
	04.10
	T
	10
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Section is empty.
Proposed Change: Populate.
	Status: OPEN

Same as QC034.
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