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1 Reason for Contribution

The doc is on security technology in data synchronization, a use case is required to embody this mechanism in the RD.
2 Summary of Contribution

On security, we should consider that what kind of technology will be used in DS. From the point of encryption, options include: symmetrical encryption, unsymmetrical encryption. From the point of encrypted target, options include: transport protocol security, i.e. SSL, https, etc.; whole data package encryption or payload encryption. A further concern should be algorithm in symmetrical and unsymmetrical encryption. Any combination of each option is possible.

This use case gives an over-view of encryption in data synchronization.
3 Detailed Proposal
5 Use Cases

5.1 Data Synchronization with Encryption
5.1.1  ASK  \* MERGEFORMAT Short Description

Mike is the boss of one company. Most customers’ contact information is saved on his handset. In order to secure the contact list, he chooses to synchronize the contact list to the SyncML Server which provided by wireless operator.

After he sets up the proper connectivity and authentication information, he initiates the data sync operation with the SyncML server. At the setup phase of the SyncML session if Mike’s handset does not support transport level encryption, it would transmit one session key encrypted with public key achieved already to the server. SyncML server will decrypt the session key with its private key. After the syncML session set up, the handset will encrypt the contact list with the session key,.
5.1.2 Actors
· The Device 
· The SyncML Server
· The User
5.1.3 Actor Specific Issues
· The Device: The Device should support the SyncML level encryption procedure if it doesn’t support transport level encryption.
· The SyncML Server: The SyncML Server should support both transport level and SyncML level encryption.
5.1.4 Actor Specific Benefits
· The User: The operator User would not worry about losing his information illegally.
5.1.5 Pre-conditions

The Device and SyncML server would support unsymmetrical encryption, the public key can be pre-configured at the Device.

The User has right to access the SyncML server.
5.1.6 Post-conditions
The User securely synchronizes his own contact list and calendar information, etc.
5.1.7 Normal Flow
· The User pre-configures public key in his handset.

· The handset generates a random session key. 
· Handset encrypts the session key with public key already configured on it.

· Handset initiates the session setup request to the server, which includes authentication information and the encrypted session key.

· SyncMl server would accept the request, if authentication is success. Then the server decrypt the encrypted session key using private key already saved on the PIM server. The session is set up.

· Handset encrypts the contact list with the session key. The SyncML server decrypts the data.

5.1.8 Alternative Flow

If the handset and the syncML server support HTTPS, device would initiate to setup HTTP session with it server for syncML transfer. 

When Mike accepts this request the remote server will establish a mutually authenticated HTTPS connection with the syncML client and update client data in the handset
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It’s recommended to incorporate this use case into DS1.3 RD.
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