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1 Reason for Change

This contribution derives the high level requirements from use case 5.2
2 Impact on Backward Compatibility

There is no backward compatibility issue.
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss the high level requirements derived from Use Case 5.2 and add them to DS V2.0 RD.
6 Detailed Change Proposal
Change 1:  High Level Requirements from Use Case 5.2
6.1.1 Security
	Label
	Description
	Enabler Release

	Security-01
	Improved Enabler SHALL declare a list of common encryption/decryption techniques that all implementations SHALL support.

[5.2 UC Secure Data Synchronization]
	2.0

	Security-02
	Improved Enabler SHOULD declare a list of additional encryption/decryption techniques that all implementations MAY support.

[5.2 UC Secure Data Synchronization]
	2.0

	Security-03
	Data Sync Client and Data Sync Server SHALL be able to declare which encryption/decryption technique they support for package exchanges.

[5.6 UC Using compression algorithms]
	2.0

	Security-04
	Improved Enabler SHALL support transport layer encryption, such as TLS or HTTPS.
[5.2 UC Secure Data Synchronization]
	2.0

	Security-05
	Improved Enabler SHALL support a mechanism to do integrity protection. 

[5.2 UC Secure Data Synchronization]
	2.0

	Security-06
	Improved Enabler MAY support certificate management to maintain the encryption keys.

[5.2 UC Secure Data Synchronization]
	2.0


6.1.5 Interoperability
	Label
	Description
	Enabler Release

	IOP-X
	Data Sync Client and Data Sync Server SHALL support all encryption/decryption techniques listed in the minimum common set by the improved enabler

[5.2 UC Secure Data Synchronization]
	2.0

	IOP-X
	Data Sync Client and Data Sync Server SHALL agree on the encryption/decryption technique that will be used for the rest of the session.

[5.2 UC Secure Data Synchronization]
	2.0

	IOP-X
	Data Sync Client and Data Sync Server SHALL agree on which layer encryption (transport layer, database layer, data object layer) will be used for data synchronization.

 [5.2 UC Secure Data Synchronization]
	2.0

	IOP-X
	When using an asymmetrical encryption mechanism against the database layer or data object layer, Data Sync Client and Data Sync Server SHALL agree on the key information to be used.

[5.2 UC Secure Data Synchronization]

	2.0

	IOP-X
	 When using a symmetrical encryption mechanism against the database layer or data object layer, Data Sync Client and Data Sync Server SHALL agree on which session key and key length are to be used.


[5.2 UC Secure Data Synchronization]
	2.0

	IOP-X
	 Data Sync Client and Data Sync Server SHALL agree on whether they will use integrity protection during the synchronization.


[5.2 UC Secure Data Synchronization]
	2.0
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