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17Figure 1 - MSC of the Server Alerted Sync Session


18Figure 2 - MSC of Sync new email message from the client to the server
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1. Scope

<< Define as it relates to Open Mobile Alliance Activity.  If it adds clarity, define what is not in the scope.  DELETE THIS COMMENT >>

Editor’s note: To be done.

This document describes the usage of the OMA DS [REPPRO] protocol to realize the mechanisms defined in the Mobile Email Architecture Document [OMA-MEM-AD]. The requirements in the Mobile Email Requirements Document [OMA-MEM-RD] are cross referenced in appendix B.
2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”, Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	[OMA-MEM-AD]
	Editor’s note: To be done when approved

	[OMA-MEM-RD]
	Editor’s note: To be done when approved

	[OMA-DS-DSPRO] 
	“SyncML Synchronization Protocol”, Open Mobile Alliance(, 

OMA-TS-SyncML_DataSyncProtocol-V1_2, URL:http://www.openmobilealliance.org/

	[OMA-DS-REPPRO] 
	“SyncML Synchronization Representation Protocol”, Open Mobile Alliance(, 

OMA-TS-SyncML_RepPro-V1_2, URL:http://www.openmobilealliance.org/

	[OMA-DS-SAN]
	“SyncML Server Alerted Notification”, Open Mobile Alliance(, OMA-TS-SyncML-SAN-V1_2, URL:http://www.openmobilealliance.org/

	[OMA-DS-HTTP]
	“SyncML HTTP Binding”, Open Mobile Alliance(, OMA-TS-SyncML_HTTPBinding-V1_2, URL:http://www.openmobilealliance.org/


2.2 Informative References

	
	

	
	

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

<< If doc includes normative material keep the next two paragraphs.  DELETE THIS COMMENT >>

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<< OR if doc is informative just keep the next line.  DELETE THIS COMMENT>>

This is an informative document, which is not intended to provide testable requirements to implementations.

<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  DELETE THIS COMMENT >>

	Term 1
	Definition

	Term 2
	Definition

	
	


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	xxx
	xxx

	
	


4. Introduction

<< From a market perspective...  

What can you do with this specification?

What problem does this solve?

How can this specification be applied?

Consider the target audience and provide deployment examples as possible.

DELETE THIS COMMENT >>

OMA Data Synchronization (OMA DS) is a data agnostic enabler that can be used for synchronizing different types of data between client and devices. 
The OMA DS enabler includes a protocol specification document [OMA-DS-SYNCPRO] that defines a synchronization protocol using the OMA DS Representation protocol [OMA-DS-REPPRO].  This document expands on  [OMA-DS-SYNCPRO] and includes additonal usage specification that is required to fulfill and realize the mobile email architecture [OMA-MEM-AD] and the mobile email requirements/use cases [OMA-MEM-RD].
This specification defines the protocol for email operations which occur when a MEM Client and MEM Server interact via the ME-1 and ME-2 interfaces.
It also defines how OMA DS together with the OMA DS Server Alerted Notification [OMA-DS-SAN] are used to fulfill the out-of-band notification reqirements of [OMA-MEM-RD].
5. DS Architecture
[insert DS decomposed architecture diagram + explanation]

[explain what is in scope for DS; explain the interfaces]

6. MEM Protocol
<<Sections for the normative specification text.  Fill in as needed.  The following validates the styles used for the headers.  DELETE THIS COMMENT >>

The MEM protocol describes the exchanges between ME-1 and ME-2 interfaces.

The MEM protocol MUST follow the specifications in [OMA-DS-REPPRO] and [OMA-DS-SYNCPRO] for exchanges between ME-1 and ME-2.

[editor’s note:   what exactly is the “MEM Protocol” ?  it is the additonal specification (ie. This document) required in conjunction with an existing protocol to fullfil the MEM AD? ]

7. Email Synchronization Fundamentals

This section describes the fundemental concepts of using a synchronization protocol to transport email messages between a client and a server.

Synchronizing email message between a client and server requires that both the client and server have agreed upon equivalent representations of email data stores. That is, they both have a folder structure that consists of at least one folder that each contain either additonal folders or email messages. For example:

Client:

Server:

./email/Inbox

./username/Inbox

./email/Outbox

./username/Outbox

./email/Drafts

./username/Drafts
The items in each folder are synchronized according the protocol defined in [OMA-DS-SYNCPRO]. When items are added to the server-side “Inbox” folder, they are sent to the client as new items (<Add> commands within a <Sync> command). When items are added to the client-side “Outbox” folder, they are sent ot the server as new items (<Add> commands within a <Sync> command).
The server is expected to understand that new items received in the “Outbox” folder from the client device should be handled as outgoing email message that should be sent using the appropriate back-end mechanism (ie. via an SMTP server). The application specific behaviour of sending email messages is beyond the scope of the [OMA-DS-SYNCPRO] document, but required to correctly fulfill the requirements of [OMA-MEM-RD].

8. MEM Functionality
The functionality of the MEM Client component is fullfilled by the DS Client and the functionality of the MEM server component is fullfilled by the DS Server. This section describes how each of the required mechanisms of the MEM client and MEM Server components are realized when using OMA DS.
8.1 Standard Objects

[this section explains how the standard objects are used for email synchronization]
OMA DS Email Data Object
· a hierarchical email object that can encapsulate a complete MIME object

· attachments available as separate objects

OMA DS Folder Data Object

8.2 Email Usage

8.2.1 Overview

[need text to explain the generic mechanism of synchronizing email folders as hierarchical objects]

8.2.2 Standardized Folders

Synchronization requires that both the client and server are able to match equivalent folders. [IMAP] only specifies that “Inbox” is a standardized email folder name. The following additional folders SHOULD be standardized:

	Folder Name
	Function / Purpose

	Drafts
	Email messages that are created by the user, but are not yet ready for submission. Messages are typically fully editable by the user.

	Outbox
	Email messages that are pending submission.

	Sent
	Email messages that have been submitted by the user. Messages in this folder are typically not editable by the user.

	Trash
	Storage of message that have been deleted from other folders; message remain in this folder until explicitly deleted. 


The DS Client and DS Server require a mechanism to match these folders, since each folder has specific behaviour. For example, email messages that are synchronized from the client’s “Outbox” folder to the server SHOULD be treated as new email messages that are intended to be sent. These behaviours are described in detail in section 7.4.

8.2.3 Read

[marking messages as read on the server by using the <Replace> command and filtering and the DS email object property “SEEN”]
8.2.4 Compose

[include information that indicated that email message in the “Inbox” folder should be treated differently; you can mark them as “read” or delete them, but they can not be otherwise modified]
8.2.5 Save

[messages that are in the “drafts” folder MAY be synchronized between the client and server]
8.2.6 Send

[include information to indicate that it would be extremely poor behaviour for a client to allow message in the “inbox” folder to be moved to the “Outbox” folder directly. (detail the problems with recipient lists)
[additional information should be included to indicate that a server MAY move items that were unable to be sent to another folder (ie. drafts). They may also be left in the outbox folder. This behaviour should be carefully and thoroughly defined]

8.2.7 Delete

[additional information should be included to indicated that a server MAY move items that have been marked as deleted to the “Trash” folder; it may also simply leave the items in the original folder and only mark them as deleted; both behaviours should be defined and maybe additional behaviour]

8.2.8 Soft Delete

8.2.9 [also known as local delete, client-only delete]

8.2.10 [use the DS <SftDel> command]
8.2.11 Forward / Reply without Download

[this could be performed with the DS 1.2 or DS 2.0 enabler with a new data object (or improved data object) ]
[define behaviour of moving messages to the “sent” folder; do not want to have the entire message returned to the client if the “sent” items folder is synchronized]
8.2.12 Manage Downloading Features

[what goes here?]

[Zoltan guesses USB-13 from MEM RD? or maybe USB-15? Or maybe both. Or none or something else… ]
8.3 Security

8.3.1 Password Protection

The protection of the user password and other login credentials is beyond the scope of the DS enabler specification. Implementations SHOULD protect user login credentials on the client device. Not to be confused with encryption and security of credentials sent to the server during authentication.
8.3.2 Local message store encryption

Encryption of the local (client device) message store is beyond the scope of the DS enabler specification. Implementations SHOULD provide the ability to encrypt the client device email message store.
8.3.3 Local key management and encryption

Encyrption of the local (client device) key(s) is beyond the scope of the DS enabler specification. Implementations SHOULD provide the ability to encrypt the client device keys and provide a mechanism to manage such keys.
8.3.4 Resolution of Addresses for Recipient of Events

[what does this mean? Particularily, how is this related to security?]
8.3.5 Authentication of the Email Server

[does this mean requesting credentials from the email server? Do email servers typically support this?]

[DS supports authentication of the DS Server; that is, the DS client MAY request credentials from the DS server]
[TLS with mutual authentication for an added layer of security]
8.3.6 Authentication and Authorization of the MEM Client

[this is covered by [OMA-DS-SYNCPRO]
8.3.7 Authentication and Authorization of Originator of Submitted Messages

[what does this mean?]
Remote Deletion of Email Data on Client Device
[The mobile email enabler MUST support the deletion by a remote, authorized principal of email data on a mobile device]
8.4 User Configuration

[explain how device info is exchanged; detail the specific contents of the device info that are relevant]
[for DS 2.0: if a new MO is created for the DS email data object, explain how that object is used to provide information to the server regarding supported features / elements of the client]

8.4.1 Remote Management of Preferences

[using OMA DM]
8.5 Configuration and Exchange of Settings
8.5.1 Inband Exchange

[for DS 1.2: devinf exchange]

[for DS 2.0: new dev info exchange mechanism]
8.5.2 Outband Exchange
[out of scope for DS 1.2]

[for DS 2.0: describe usage of OMA DM (client + server) to exchange DSDevInf and DSDevDetail MO’s (assuming that they are defined in DS 2.0)  ]

8.6 User Preferences

8.6.1 Event and Message Filtering

[DS does not directly support server-side filtering scripts; we could add a content type for this (new object definition)]
8.6.2 Content Screening

8.6.3 [OMA cbcs enabler – need to see if a standard interface to this enabler is required]
8.6.4 Content Adaptation

[could make use of OMA STI, but OMA DS does not specify any standard methods or functionality related to content adaptation]
[TBD.  mechanism for the user to specify the conversion paths]
8.7 Filtering
[describe how the DS filtering mechanism is applied to the specific email use cases]
8.7.1 Server-side Filtering

(determining which messages are accessible by the MEM client)
8.7.2 Client-side Filtering

[describe how the DS server handles client side filtering (<Filter> requests]

[probably require a DS 1.2 and a DS 2.0 section that detail how filtering is handled in each version of the protocol]

8.8 Notification

[add content to discuss server alerted sync mechanism and the server alerted notification package]

· How to handle lost notifications
· option 1: don’t do anything
· Notification receipt confirmation
· [could use a permanent connection (SIP-push) for out of band notification]
· In-Band Notification

·  [define protocol representation and usage for server to include notification information inside a response to a client request (message); would be used if client requests one-way sync client to server; server could indicate to client that there are server-side changes]
· Could be new <Alert> type  
8.9 Offline Usage
[describe how the client uses synchronization to maintain datastore consistency when the client is offline]
8.10 Connectivity
8.10.1 Managing Intermittent Connectivity
[describe how suspend / resume handles intermittent and unreliable connections]
[for DS 1.2, cannot resume in the middle of the transmition of a large object (ie. A large email message); the resume can only happen on an object boundary]
[for DS 2.0, describe how new synchronization technique (ie. Smart sync) manage intermittent connections]

8.10.2 Email Server Session Connectivity

[when client is disconnected from DS Server, describe how DS Server maintains state with the email server for that client]

[Which req. is this from the RD?]
8.11 Event Based Server to Client Alignment

[describe how one way sync, server to client is used to realize this feature]

[describe how transactions are minimized by combining packages (#1 + #3, #2 + #4, and sending multiple changes per message (limited by the maximum supported client message size) ]

[describe how SAN package is sent from the server to the client]

[for DS 2.0: describe how client can confirm reception of notification packages to avoid resending of notifications by the server]

8.12 Media Conversion

[client requests for media conversions are out of scope for OMA DS; a server MAY perform media conversions based on knowledge of the capabilities of particular devices, but the mechanisms to request specific conversions are out of scope]

(related to section 8.2.3)
[TDB. Define mechanism to request specific conversion]

8.13 Bandwidth Optimization

8.13.1 Compression

8.13.2 [https + TLS for compression; ]
8.13.3 [use of content-encoding http header; can be used today; compression support can be asymetric (server may support compressing messages; client may only support decompression)]
[for DS 1.2: explain how wbxml encoding may be used to reduce message sizes]

[for DS 2.0: describe standardized compression functionality]

8.13.4 Reducing / Minimizing Message Sizes

[for DS 2.0: client support of server-side GUIDS, collapsed status elements, etc]
8.13.5 Reducing  / Minimizing Roundtrips

[combining packages (#1 + #3, #2 + #4), increasing MaxMsgSize]
[for DS 2.0: extended logical “always-on” sessions reduce the need to re-authenticate and reduces number of roundtrips]

[for DS 2.0: suspend/resume should be enhanced to allow resumption of partially received large objects]
8.14 Encryption 
8.15 [TLS/HTTPS]

8.16 [SMIME; can be transferred like any other content type]
8.17 Supporting Multiple Email Accounts

[describe how a DS client can support multiple email accounts simultaneously. The model of connecting to multiple DS servers is supported and straightforward but what about connecting multiple email accounts to the same DS server? Possibly use different urls  (ie. http://somesyncserver.com/emailserver_one   http://somesyncserver.com/emailserver_two) ]

8.18 Example Deployment Models

[stand-alone DS server, providing email]
[DS server attached to existing IMAP/submit server]

[integrated client with sync functionality]

[email client application with separate sync application (can sync multiple data types)]

9. Flows

[detailed information on flows between the DS Client and the DS Server]

9.1 Server to Client Notification

9.1.1 Server Alerted Sync

The MEM server can alert the client to perform a synchronization by using the server alerted sync (SAS) mechanism that is defined in [OMA-DS-SYNCPROTO]. 
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Figure 1 - MSC of the Server Alerted Sync Session

9.2 Client to Server Modifications

The MEM client may send modifications, which include: new email messages, modified email message, moved email message, and deleted email messages by requesting a synchronization type that included client to server modifications. Two-way synchronization and one-way synchronization (client to server) both allow modifications to be sent to the MEM server from the MEM client. 
9.3 Server to Client Modifications

The MEM server may send modifications, which include: new email messages, modified email message, moved email message, and deleted email messages to the client in the following scenarioes:
· the client has requested a two-way synchronization

· the client has requested a one-way synchronization, server to client

· the server has intiated a server alerted sync by sending an out of band package #0 to the client containing the server alerted notification (SAN)

During a two-way synchronization, MEM server modifications are sent to the client once the client has sent all of its modifications to the server, and the server has received a </Final> element from the client for the email datastore that is being synchronized.
9.4 New Email from Client to Server

[data flow for sending a new email message from the client to the server]
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Figure 2 - MSC of Sync new email message from the client to the server
9.4.1 DS 2.0 Enhanced Functionality

[extended logical sessions allow multiple <Sync> commands to be initiated without re-authentication; this allows a lighter weight synchronization request, which is suitable for quick operations such as sending a new email message]
9.5 Get More Data (Rest of Message) from Server

[data flow for retrieving additional content of a specific email message]

9.6 Save Email Draft to Server

[data flow for saving an email draft to the server;  (email is synchronized in the “drafts” folder]

9.7 Attachment Manipulation
[data flows for: downloading an attachment, convert an attachment, sever-side (partial) composition for forward/reply]

Editor’s note: Additional material / sections on all other aspects (e.g. client, server, charging, other dependencies (provisioning, …), deployments, etc …) of the OMA DS realization of MEM enabler are to be added here.

Appendix A. Change History
(Informative)

<< The following is a model of a revision table.  DELETE THIS COMMENT >>

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version 1.0 History

<< This section is available in pre-approved versions – it should be removed in the actual approved versions.  DELETE THIS COMMENT >>

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-TS-MEM_DS-V1_0-20060426-D
	 xx xxx 2006
	All
	Proposed as Initial Baseline for OMA DS technical specification for the realization of the MEM AD.

	OMA-TS-MEM_DS-V1_0-20060504-D
	May 6 2006
	All
	Annotations added during the informal DS email workshop in Paris.


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for MEM Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for MEM Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF


Appendix C. Example Deployments
If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 Stand-alone DS
<More text>

C.1.1 More Headers

<More text>

C.1.1.1 More Headers
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Sync will continue according to the sync type which is indicated in the Notification message







Sync result
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Synchronization is completed







Server Alerted Notification package to Client







Client and server configured properly to enable communication with each other
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Server processes sync analysis. Sends all items in “outbox” folder; may move message to “sent” folder







Pkg #4: Status and Sync package; may include move commands to move sent email to the “Sent” folder on the client







Client makes data update for its databases.







Sync result







Pkg #6: Map Acknowledgement to client







Pkg #5: Data Update Status package to server







Pkg #3: Sync package from client to server, containing new email messages in the “outbox” folder







Client device prepares the data needed to be sent to the server.







Client and server have processed the sync initialization
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