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1. Scope

This document details the Validation plan for the Client Provisioning V1_1 Enabler Release.  The successful accomplishment of the validation activities will be required for the Enabler to be considered for Approved status. 

While the specific test activities to be performed are described in the Enabler Test Specification (ETS) the test environment is described in this plan.  This test environment details infrastructure, operational and participation requirements identified for the needed testing activities.

1.1 Assumptions

None.
1.2 Exclusions

None.
2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.4, Open Mobile Alliance™,
OMA-ORG-IOP_Process-V1_4, URL:http://www.openmobilealliance.org/

	[IOPTFG]
	“OMA TestFest Participation Guidelines”, Version 1.0, Open Mobile AllianceTM,
OMA-IOP-TestFest-Participation-Guidelines-V1_0, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[ERELDCP]
	“Enabler Release Definition for OMA Client Provisioning Specifications, version 1.1”. Open Mobile Alliance (. OMA-ERELD-ClientProvisioning-V1_1. URL:http://www.openmobilealliance.org

	[CP1.1ETS]
	 “Enabler Test Specification for Client Provisioning v1.1”, OMA-ETS-ClientProvisioning-v1_1-20050722-A, URL:http://www.openmobilealliance.org

	[IOPEICS-CLIENT]
	“Client Enabler Implementation Conformance Statement, OMA Client Provisioning 1.1 Enabler Release”, Approved Version, 11-Feb-2004, OMA-ICS-ClientProvisioning-Client-V1_1-20040211-A, URL:http://www.openmobilealliance.org

	[IOPEICS-ICC]
	“ICC Enabler Implementation Conformance Statement, OMA Client Provisioning 1.1 Enabler Release”, Approved Version, 11-Feb-2004, OMA-ICS-ClientProvisioning-ICC-V1_1-20040211-A, URL:http://www.openmobilealliance.org

	[PROVBOOT] 


	“Provisioning Bootstrap 1.1”. Open Mobile Alliance. OMA-WAP-ProvBoot-v1_1, http://www.openmobilealliance.org/

	[PROVCONT]
	“Provisioning Content 1.1”, Open Mobile Alliance, OMA-WAP-ProvCont-v1_1,

http://www.openmobilealliance.org/

	[PROVSC] 


	“Provisioning Smart Card 1.1”, Open Mobile Alliance, OMA-WAP-ProvSC-v1_1, http://www.openmobilealliance.org/

	[PROVUAB] 


	“Provisioning User Agent Behaviour 1.1”, Open Mobile Alliance, OMA-WAP-ProvUABv1_1, http://www.openmobilealliance.org/

	[PROVARCH] 



	"Provisioning Architecture Overview", Open Mobile Alliance,  OMA-WAP-ProvArch-V1_1, http://www.openmobilealliance.org/



2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[BiLateral-Test-Pack-CP-1_1]
	BiLateral-Test-Pack-CP-1_1-Apr07, http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Bootstrap Server
	Bootstrap Server is the sender of the bootstrap message. It may physically be co-located with a TPS but that is irrelevant from an architecture point of view. The address of the Bootstrap Server is not relevant.

	Characteristics
	This document uses the term characteristics to define the characteristics of, typically, a Network Element (access point, proxy). The word is broad enough to be used in all the required contexts.

	Configuration Context
	A Configuration Context is a set of connectivity and application configurations typically associated with a single Trusted Provisioning Server. However, the Configuration Context can also be independent of any Trusted Provisioning Server. A Trusted Provisioning Server can be associated with several Configuration Contexts, but a Trusted Provisioning Server cannot provision a device outside the scope of the Configuration Contexts associated with that particular Trusted Provisioning Server. In fact, all transactions related to provisioning are restricted to the Configuration Contexts associated with the Trusted Provisioning Server.

	Connectivity Information
	This connectivity information relates to the parameters and means needed to access WAP infrastructure. This includes network bearers, protocols, access point addresses as well as proxy addresses and Trusted Provisioning Server URLs.

	Enabler Release
	a collection of specifications that combined together form an enabler for a service area, e.g. a download enabler, a browsing enabler, a messaging enabler, a location enabler, etc. The specifications that are forming an enabler should combined fulfill a number of related market requirements.

	Minimum Functionality Description
	Description of the guaranteed features and functionality that will be enabled by implementing the minimum mandatory part of the Enabler Release.

	Network Access Point
	A physical access point is an interface point between the wireless network and the fixed network. It is often a RAS (Remote Access Server), an SMSC, a USSDC, or something similar. It has an address (often a telephone number) and an access bearer.

	Provisioning document
	A particular instance of a XML document encoded according to this specification. The MIME-type of the textual document is text/vnd.wap.connectivity-xml. The MIME-type of the tokenised document is application/vnd.wap.connectivity-wbxml.

	Trusted Provisioning Server
	A Trusted Provisioning Server (TPS), is a source of provisioning information that can be trusted by a Configuration Context. They are the only entities that are allowed to provision the device with static configurations. In some cases, however, a single TPS is the only server allowed to configure the phone. Provisioning related to a specific TPS is restricted to Configuration Contexts that are associated with this TPS.

	Trusted Proxy
	The trusted (provisioning) proxy has a special position as it acts as a front end to a trusted provisioning server. The trusted proxy is responsible to protect the end user from malicious configuration information.

	WAP Proxy
	The WAP proxy is an endpoint for the WTP, WSP and WTLS protocols, as well as a proxy that is able to access WAP content. A WAP Proxy can have functionality such as that of, for example, a WSP Proxy or a WTA Proxy.

	WSP Proxy
	A generic WAP proxy, similar in functionality to a HTTP proxy. It is a variant of a WAP Proxy.

	WTA Proxy
	The WTA Proxy is a Wireless Telephony proxy as defined by WAP.


3.3 Abbreviations

	DNS
	Domain Name System

	IP 
	Internet Protocol

	ME
	Mobile Equipment

	MMS 
	Multimedia Messaging Service

	MSC 
	Mobile Switching Centre

	NAP
	Network Access Point

	OTA
	Over The Air

	PX
	Proxy

	SIM
	Subscriber Identification Module

	SMSC
	Short Message Service Centre

	TPS
	Trusted Provisioning Server

	URL
	Uniform Resource Locator

	USSDC
	Unstructured Supplementary Service Data Centre

	WAP
	Wireless Application Protocol

	WIM
	WAP Identification Module

	WSP
	WAP Session Protocol

	WTA
	Wireless Telephony Application

	WTLS
	Wireless Transport Layer Security

	WWW
	World Wide Web


4. Enabler Validation Description

This document details the Validation plan for the Client Provisioning V1_1 Enabler Release. The successful accomplishment of the validation activities will be required for the Enabler to be considered for Approved status. This plan will detail the required testing environment required to implement the testing successfully.

See further details in section 5 of this document.
5. TestFest Activities

5.1 Enabler Test Guidelines

Some features in the Client Provisioning enabler may optionally be implemented in mobile devices. If an implementation states in their ICS that an optional feature is supported, then the tests for the optional feature are mandatory for that implementation. All the features that are supported will be tested if possible.

5.1.1 Minimal Test Configuration 
The following items on an overall level are needed to adequately test the Client Provisioning enabler:

· A Client Provisioning client to be configured.

· A Client Provisioning Server aka Trusted Provisioning Server (TPS) connected to the Internet
· A Smart Card with provisioning content

5.1.2 Minimal Participation Guidelines

For OMA to host the Client Provisioning TestFest, it is required that at least 3 Clients and 1 Server are registered for the TestFest. Integrated circuit cards (ICC), such as SIM and WIM, with Client Provisioning support are also needed for the TestFest to facilitate the IOP testing.
5.1.3 Optimal TestFest Achievement Guidelines

The ETS Test Cases listed below represent a subset of all the Test Cases for the Enabler that it is thought can be executed in a test session at an OMA TestFest. This list is intended to facilitate maximum test coverage of the functionality of the enabler within a test session. It is not intended to be the only tests executed at a TestFest, and teams are encouraged to execute more tests if they are able to do in the time allowed.

The list includes: 

	Test Case Id
	Description
	Notes

	ClientProvisioning-1.1-int-001a

ClientProvisioning-1.1-int-001b

ClientProvisioning-1.1-int-001c

ClientProvisioning-1.1-int-001d
	Purpose of this verification is

to ensure that a server and a

client are able to

communicate the mandatory

initial connectivity information:

basic transport connectivity

information that includes

parameters for network

access points and the proxies

that are to be used.

(a) NEWTPIN parameter
b) USERPIN parameter
(c) USERNETWPIN parameter
(d) USERPINMAC parameter
	

	ClientProvisioning-1.1-int-002
	Purpose of this verification is

to ensure that a server and a

client are able to

communicate application settings.


	Includes optional features

	ClientProvisioning-1.1-int-003
	Purpose of this verification is

to ensure that a server and a

client are able to

communicate multiple (2+)

application settings 

inside one configuration

context.

	Includes optional features

	ClientProvisioning-1.1-int-004
	Purpose of this verification is

to ensure that a server and a

client are able to

communicate multiple

configuration contexts.

	Includes optional features

	ClientProvisioning-1.1-int-006
	Purpose of this verification is

to ensure that the client can

use of the connectivity and

application information that is

pre-stored within smart card.

	Includes optional features

	ClientProvisioning-1.1-int-007
	Purpose of this verification is

to ensure that the client can

modify connectivity and the

application information that is

pre-stored within smart card in

Config1 and Config2 files.

	Includes optional features


5.2 Enabler Test Requirements

5.2.1 Test Infrastructure Requirements and Enabler Execution Flow

For OTA provisioning Client Provisioning V1_1 enabler supports GSM/UMTS, TDMA(TIA/EIA-136) and CDMA cellular access. 

In order to facilitate smart card provisioning on a test session, ICCs with pre-configured provisioning documents are required. In case pre-configured cards should not be available one would need configurable ICCs and an ICC reader/writer device.
5.2.1.1 Client Provisioning: OTA Provisioning Call Flow

[image: image2]
Figure 1: Example CP message flow from CP Server to OMA CP Test Fest Client
The above diagram provides a high level overview of the message exchanges between a Client Provisioning (CP) client and CP Server through the local network for validating devices at an OMA Test Fest:

(1) Client Provisioning XML document is created on the CP enabled server. The XML document includes all the necessary settings different applications and access points

(2) Push Proxy Gateway (PPG) / WAP Gateway makes the binary conversion for XML creates WAP push message where PIN is in the header of the first SMS. Note that PPG and WAP gateway should have compatible SMS protocols with SMSC.

(3) Client Provisioning message is delivered over concatenated SMSs.
PPG can also be physically included within CP server. In this case there are some differences compared to the figure 1:

• CP server’s SMS driver is connected to the SMSC’s SMS driver

• CP server has an ASE-account in SMSC (This is going to be the CP server destination/originator number from the CP client point of view)

5.2.1.2 Client Provisioning: Smart Card Provisioning Call Flow

[image: image3]
Figure 2: Example CP message flow from SIM Card to OMA CP Test Fest Client

The above diagram provides a high level overview of the message exchanges between a CP client and SIM card for validating devices at an OMA Test Fest:

(1) SIM card is configured with CP settings that include all the necessary application and accespoint information.

(2) CP settings are read from the SIM card. 
5.2.2 Test Content Requirements

Reference Configuration Messages can be found in Appendix B of the CP1.1 ETS and are referenced from each applicable test case.
5.2.3 Test Limitations

5.2.3.1 Physical

None.
5.2.3.2 Resources

None.
5.2.4 Test Restrictions

Issues to consider when setting up the test environment for Client Provisioning (CP) enabler testing:

OMA Client Provisioning OTA uses a WAP Push message that is sent over SMS. In practical terms it means that the operator’s device management server has to be able to create the provisioning document and send that to the SMSC to be delivered to the device. This is handled by SMS protocol driver integrated in CP Server/PPG/ WAP gateway. 

Note that CP messages from SMSC (concatenated SMSs) can cause high peaks in SMSC message traffic.
5.2.5 Test Tools

None.
5.2.5.1 Existing Tools to be Used

None.

5.2.5.2 Test Tool Requirements

None.

5.2.6 Resources Required

It is expected that both Client and Server implementations have at least ONE dedicated human resource to supporting the testing during the entire duration of a test session. The resource SHOULD be familiar with the actual implementation of the enabler so that he/she can answer any pertinent questions immediately and if necessary make changes to connection setup and other implementation aspects.

5.3 Tests to be Performed

The following sections describe the tests related to the formal TestFest validation activities.

5.3.1 Entry Criteria for TestFest
The following tests need to be performed and passed by implementations by members wishing to participate in the TestFest.  This ensures minimal requisite capability of the implementations.  The tests are defined in the ETS [CP1.1ETS] and any special comments are noted.

	Test Case Id
	Special Conditions

	ClientProvisioning-1.1-con-001
	None.

	ClientProvisioning-1.1-con-002
	None.

	ClientProvisioning-1.1-con-003
	None.

	ClientProvisioning-1.1-con-004
	None.

	ClientProvisioning-1.1-con-005
	None.

	ClientProvisioning-1.1-con-006
	None.

	ClientProvisioning-1.1-con-007
	None.

	ClientProvisioning-1.1-con-008
	None.

	ClientProvisioning-1.1-con-009
	None.

	ClientProvisioning-1.1-con-010
	None.


Table 1: Listing of Tests for Entry Criteria for TestFest 

5.3.2 Testing to be Performed at TestFest

The following tests need to be performed to fully cover the range of capabilities of the enabler and defined protocols.  These tests are to be covered in the TestFest.  The tests are defined in the ETS [CP1.1ETS] and any special comments are noted.

	Test Case Id
	Special Conditions

	ClientProvisioning-1.1-int-001a
	None.

	ClientProvisioning-1.1-int-001b
	None.

	ClientProvisioning-1.1-int-001c
	None.

	ClientProvisioning-1.1-int-001d
	None.

	ClientProvisioning-1.1-int-002
	Includes optional features

	ClientProvisioning-1.1-int-003
	Includes optional features

	ClientProvisioning-1.1-int-004
	Includes optional features

	ClientProvisioning-1.1-int-005
	Includes optional features

	ClientProvisioning-1.1-int-006
	Includes optional features

	ClientProvisioning-1.1-int-007
	Includes optional features


Table 2: Listing of Tests to be Performed at TestFest

5.4 Enabler Test Reporting

5.4.1 Problem Reporting Requirements

Normal Reporting, no special reporting required. 
5.4.2 Enabler Test Requirements

Normal Reporting, no special reporting required.
6. Alternative Validation Activities

Bi-lateral testing may be conducted as an alternative validation activity. For executing such testing OMA provides a full set of instructions  in [BiLateral-Test-Pack-CP-1_1].  
7. Approval Criteria

As per Section “Enabler Release Approval Criteria” in [IOPPROC].

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	OMA-xxyyz-V1_0-20021001-A
	01 Oct 2002
	Initial document to address the basic starting point

   Ref TP Doc# OMA-TP-2002-1234-xxyyzForApproval

	OMA-xxyyz-V1_1-20030405-A
	05 Apr 2003
	description of changed

   Ref TP Doc# OMA-TP-2003-0321-xxyyzV1_1forApproval


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	Draft Version
OMA-EVP-CP-V1_1-20080507-D
	07 May 2008
	All
	No previous version within OMA
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