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1 Executive Summary

The CoAP#4 Plugtests event was held from 7 to &chl2014 in London UK, co-located with the IETF#88ating.
This event was organized by ETSI with the suppbthe IPSO Alliance.

Following the 3 previous CoAP Plugtests, ETSI wslsed by several participants to hold another imterability event
on CoAP in 2014. The latest changes in the Blouk@bserve specifications caused some interopéyafibblems at
the CoAP#3 Plugtest. Due to misunderstanding dr ¢dicime, some participants had not implementeddfianges.

So, the CoAP community asked ETSI to run anotheneto enable companies to test the stable despecially
Observe and Block. It was also a good opportunityad beyond CoAP, by proposing that companiesthesCoAP
security using DTLS and OMA Lightweight M2M, whithbased on CoAP and also 6LoWPAN.

This is in line with the standardization work oéthneM2M Partnership Project, where CoAP, DTLS, OMAM2M
and 6LoOWPAN are considered as a key componentediuture global standardized M2M architecture.

This event had an excellent participation of 11 panies/organizations providing various CoAP clieartd servers,
DTLS, 6LOWPAN, OMA LWM2M implementations.

The conclusions are that

* All implementations have been compatible on a blasiel

CoAP standards are clearly mature

The last changes in the Block and Observe spetiditahave been tested with success

The level of Interoperability of OMA LWM2M is exdeht, especially for a first event. As the scenaiere
basic, it shows a good maturity on basic level. i#sting needs now to be extended with more destp te
scenarios

Following the conclusion of a technical discussabthe IETF#89 on Friday 7 March during the CoRE \il@ need
arose to test the CoAP “Cancel resource observatiethod. A new Test Description was written foisthurpose.
This enabled Plugtests to provide an immediatecandistent input to the IETF CoRE WG (one bendfhiading the
event in co-location with IETF#89). This highligliace again the synergy between Plugtest eventsthed
standardization bodies.

ETSI CTI Plugtests
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2 Introduction

This Plugtests event tested the interoperabilit¢oAP client and server implementations, DTLS, 6LRAN as well
as OMA LWM2M client and server implementations

The implementations were connected via both IPBIRV4 test networks.
3 Test documents have been used for the testing:

* A Plugtests guide produced by ETSI containing %éroperability tests on CoAP (CoRE, Block, Obseand
Link) and DTLS.

» A B6LOWPAN Plugtests Guide, containing 29 Interodity tests, updated from the ones used at the/6RAN
Plugtests, in Berlin in July 2013.

« An Enabler Test Specification of LWM2M produced®MA, containing 16 interoperability tests

ETSI provided the interoperability tool suite imding the wiki, scheduling, test reporting tool ahd network
infrastructure.

Each day test sessions for IOP assessment werecteddEach day, a wrap-up meeting was held tasisthe main
interoperability points of the day.

3 Base Specifications
The following documents were used as basis fotabts:
[1] Constrained Application Protocol (CoAP); drédtf-core-coap-18
[2] Core Link Format; RFC 6690
[3] Observing Resources in CoAP; draft-ietf-coresetve-12
[4] Blockwise transfers in CoAP; draft-ietf-coresiok-14
[5] Lightweight Machine to Machine Technical Sdgztion: Draft Version 19 February 2014
4 Abbreviations
CoAP Constrained Application Protocol
NO Test is recorded as NOT successfully passed.
NA Test is not applicable.
OK Test is recorded as successfully passed.
oT Test is recorded as not being executed duekodbtime.
Test Session A paring of vendors that test togatheng a given time slot.
TSR Test Session Report. Report created duringtaéssion.

ETSI CTI Plugtests
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5 Participants

The companies which attended the Plugtests everiséed in the table below.

Table 1: organizations/companies participating

Company

ARM

ERICSSON

ETH Zurich

ETRI

HUAWEI

RIOT/INRIA

TZI / Uni Bremen

HITACHI

Ol |N[foja| bW |N|[F|H

iMinds

=
o

Open Mobile Alliance

=
=

Carnegie Mellon University
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6 Technical and Project Management

All the information presented in this chapter iseadtract of the ETSI event wiki
https://services.plugtests.net/wiki/CoAP-2014(access for registered participants only).

6.1 Test Plan

The CoAP test plan containing 56 interoperabikists was developed by ETSI CTI. The coverage ofpleeifications
has been improved regarding the former CoAP Pltgjtes

The 6LOWPAN test plan contains 29 interoperabtiitsts covering Frame Format, Neighbor Discoverytdedder
Compression.

OMA has provided an Enabler Test Specification WfM2M containing 16 interoperability tests.
During the event preparation, companies had thsilpitiy to review the test plan and to proposeitddal tests.

The tests were grouped in 3 categories split inoigs:

Category Group
COAP Constrained Application Protocol
CORE Core protocol
LINK Core Link Format
BLOCK Blockwise transfers
OBS Observing Resources
DTLS DTLS

LWM2M OMA Lightweight M2M
6LOWPAN 6LOWPAN
FORMAT |6 LOWPAN frame format
HC 6LoWPAN Header Compression
ND 6 LoWPAN Neighbor Discovery

ND HC Combined 6LoWPAN HC-ND

The features covered by all tests are listed below:

» CoAP Testing based on updated base specificatigota(ed since the first COAP Plugtests event)
» Constrained Application Protocol (CoAP); draft-ietire-coap-18
* Core Link Format; RFC 6690
e Observing Resources in CoAP; draft-ietf-core-obsel2
* Blockwise transfers in CoAP; draft-ietf-core-blotk-

e DTLS as profiled in draft-ietf-core-coap-18:
» Datagram Transport Layer Security Version 1.2, BB&7, January 2012
e AES-CCM Cipher Suites for Transport Layer SecufitiS), RFC 6655
e AES-CCM ECC Cipher Suites for TLS, draft-mcgrewdbss-ccm-ecc-06

» Out-of-Band Public Key Validation for Transport leaySecurity (TLS), draft-ietf-tls-oob-
pubkey-07

+  OMA LWM2M

*  OMA-TS-LightweightM2M-V1_0-20131105-D: Lightweightachine to Machine:
Technical Specification

ETSI CTI Plugtests
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OMA-ETS-LightweightM2M-V1_0-20140214-D: Enabler T&pecification for
Lightweight M2M

Table 2: CoAP Tests

| Test Id

|| Test Summary

[TD_COAP_CORE_01

| Perform GET transaction (CON mode)

[TD_COAP_CORE_02

| Perform DELETE transaction (CON ejod

[TD_COAP_CORE_03

| Perform PUT transaction (CON mode)

[TD_COAP_CORE_04

| Perform POST transaction (CON mode)

[TD_COAP_CORE_05

| Perform GET transaction (NON mode)

[TD_COAP_CORE_06

| Perform DELETE transaction (NON ejod

[TD_COAP_CORE_07

| Perform PUT transaction (NON mode)

[TD_COAP_CORE_08

| Perform POST transaction (NON mjode)

[TD_COAP_CORE_09

|| Perform GET transaction with sepaiesponse (CON mode, no piggyback)

[TD_COAP_CORE_10

|| Perform GET transaction contaimiog-empty Token option (CON mode)

TD_COAP_CORE_11

Perform GET transaction containing non-empty Tokéth a separate response (CON
mode)

[TD_COAP_CORE_12

| Perform GET transaction using erfipen (CON mode)

[TD_COAP_CORE_13

|| Perform GET transaction contaisiexeral URI-Path options (CON mode)

[TD_COAP_CORE_14

|| Perform GET transaction contaisineral URI-Query options (CON mode)

[TD_COAP_CORE_15

|| Perform GET transaction (CON meitggybacked response) in a lossy context

[TD_COAP_CORE_16

|| Perform GET transaction (CON mdedgyed response) in a lossy context

[TD_COAP_CORE_17

|| Perform GET transaction with a sgpaesponse (NON mode)

TD_COAP_CORE_18

Perform POST transaction with responses contaisévgral Location-Path options (CON
mode)

TD_COAP_CORE_19

Perform POST transaction with responses contaisgévgral Location-Query options (CO
mode)

[TD_COAP_CORE_20

|| Perform GET transaction contaitiggAccept option (CON mode)

[TD_COAP_CORE_21

|| Perform GET transaction contaitiregETag option (CON mode)

TD_COAP_CORE_22

Perform GET transaction with responses contairtiegdTag option and requests contair
the If-Match option (CON mode)

[TD_COAP_CORE_23

|| Perform PUT transaction contaitiirgglf-None-Match option (CON mode)

[TD_COAP_CORE_31

|| Perform CoAP Ping (CON mode)

N

ng

Table 3: Link Tests

| Test Id

|| Test Summary

ITD_COAP_LINK_01

|| Access to well-known interface fesource discovery

[TD_COAP_LINK_02

|| Use filtered requests for limitidgscovery results

[TD_COAP_LINK_03

|| Handle empty prefix value strings

[TD_COAP_LINK_04

[TD_COAP_LINK_05

|| Filter discovery results using tfribute and prefix value strings

[TD_COAP_LINK_06

|| Filter discovery results using s$ribute and prefix value strings

[TD_COAP_LINK_07

|| Filter discovery results using hatfribute and complete value strings

[TD_COAP_LINK_08

|| Filter discovery results using hegfribute and prefix value strings

[TD_COAP_LINK_09

|
|
|
|
|| Filter discovery results in preseraf multiple rt attributes |
|
|
|
|
|

|| Arrange link descriptions hierarcaily

ETSI CTI Plugtests
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Table 5: Block Tests

| Test Id

|| Test Summary

[TD_COAP_BLOCK_01

|| Handle GET blockwise transferlmge resource (early negotiation)

[TD_COAP_BLOCK_02

|| Handle GET blockwise transferlamge resource (late negotiation)

ITD_COAP_BLOCK_03

|| Handle PUT blockwise transfer lfmge resource

ITD_COAP_BLOCK_04

|| Handle POST blockwise transferdating large resource

[TD_COAP_BLOCK_05

|| Handle POST with two-way blockwisensfer

[TD_COAP_BLOCK_06

|| Handle GET blockwise transferlmge resource (early negotiation, 16 byte blozk)s

Table 6: Observ Tests

| Test Id

Test Summary

[TD_COAP_OBS_01

Handle resource observation with Gadssages

[TD_COAP_OBS_02

Handle resource observation with Nfi#¢sages

[TD_COAP_OBS_04

[TD_COAP_OBS_05

Server detection of deregistratadierit OFF)

[TD_COAP_OBS_06

Server detection of deregistratexplicit RST)

[TD_COAP_OBS_07

Client detection of deregistratibtax-Age) |
Server cleans the observers liQBIETE |

[TD_COAP_OBS_08

Server cleans the observers lishwhserved resource content-format changes

[TD_COAP_OBS_09

Update of the observed resource

[TD_COAP_OBS_10

GET does not cancel resource olsanva

[TD_COAP_OBS_11

[TD_COAP_OBS_12

GET with Observe=1 does cancel rescabservation

[TD_COAP_OBS_13

Handle observation of large resaufeéth Block2)

[TD_COAP_OBS_14

|
|
Handle resource observation with Ga$sages (lossy case) |
|
|
|

Handle observation of variable kErge resources (with Block2)

Table 7: DTLS

| Test Id

|| Test Summary

[TD_COAP_DTLS_01

| Basic DTLS PSK (success case)

ITD_COAP_DTLS_02

|| Basic DTLS PSK (failure case — vg@t5K)

ITD_COAP_DTLS_03

|| Lossy DTLS PSK (success case)

[TD_COAP_DTLS_04

| Basic DTLS RPK (success case)

ITD_COAP_DTLS_05

| Basic DTLS RPK (client failure cphse

[TD_COAP_DTLS_06

| Basic DTLS RPK (server failure dase

[TD_COAP_DTLS_07

|| Lossy DTLS RPK (success case)

Table 8: LWM2M Tests

|| Test Id

|| Test Summary

ETSI CTI Plugtests



10 ETSI CTI Plugtest Report 1.0.0 (2014-03)

[TD-LWM2M-01 [[Initial Registration
[TD-LWM2M-02 |[Registration Update
[TD-LWM2M-03 |Deregistration
|TD-LWM2M-O4 ||Registrati0n Update Trigger
[TD-LWM2M-05 [Querying basic information from the elit in Plain Text format
ITD-LWM2M-06 |Querying basic information from the edit in TLV format
[TD-LWM2M-07 ||Querying basic information from the elit in JSON format
[TD-LWM2M-08 [Querying the firmware version from thient
[TD-LWM2M-09 ||Rebooting the device
[TD-LWM2M-10 ||Querying power status of the terminal
[TD-LWM2M-11 |[Firmware update (via COAP)
[TD-LWM2M-12 |[Firmware update (via alternative mecisam)
|TD-LWM2M-13 ||Querying of connectivity parameters
[TD-LWM2M-14 ||Observation and notification of paramevalues
[TD-LWM2M-15 |[Cancel observations using “Cancel Olaéion” operation
ITD-LWM2M-16 |lUDP Channel Security — Pre-shared Kegdé
Table 9: 6LOWPAN Tests
Test Id | Test Summary |  TestGroup
TD 6LoOWPAN EORMAT 0 lCheck that EUTs _correctly handle uncompressed 6LAM/P FORMAT
- - — llpackets (EUI-64 link-local)
TD 6LoWPAN EORMAT 0 :Check that EL_JT_s correctly handle uncompressed 6LAM/P FORMAT
- - — lpackets (16-bit link-local)
TD 6LoOWPAN EORMAT 0 ECheck that EUTSs correctly handle uncompressed 6LAM/P FORMAT
- - —Jlfragmented packets
Check that EUTs correctly handle maximum size
TD_6LOWPAN_FORMAT_O Juncompressed 6LoWPAN fragmented packets FORMAT
TD 6LoOWPAN EORMAT 0 EChe(_:k that EUTSs correctly ha_ndle uncompressed 6LAM/P FORMAT
- - —Jmulticast to all-nodes (16-bit link-local)
TD_6LoWPAN_FORMAT 0 5Cheg:k that EUTSs correctly handle uncompressed 6LAMN/P FORMAT
multicast to all-nodes (EUI-64 link-local)
ICheck that EUTSs correctly handle uncompressed 6LAM/P
TD_6LOWPAN_FORMAT_O packets (EUI-64 to 16-bit link-local) FORMAT
TD_6LoWPAN_FORMAT 0 5Check that EUTSs correctly handle uncompressed 6LAM/P FORMAT

packets (16-bit to EUI-64 link-local)

TD_6LOWPAN_HC_01 Check that EUTSs correctly handle compressed 6LoOWPAN|HEADER

packets (EUI-64 link-local, hop limit=64)

COMPRESSION

TD_6LOWPAN_HC_02

Check that EUTs correctly handle compressed 6LoWPAN
packets (16-bit link-local, hop limit=64)

HEADER
COMPRESSION

TD_6LOWPAN_HC_03

Check that EUTSs correctly handle compressed 6LoWPAN
packets (EUI-64 link-local, hop limit=63)

HEADER
COMPRESSION

TD_6LOWPAN_HC_04

Check that EUTs correctly handle compressed 6LoWPAN
packets (16-bit link-local, hop limit=63)

HEADER
COMPRESSION

TD_6LOWPAN_HC_05

Check that EUTs correctly handle compressed UDRgisc
(EUI-64, server port 5683)

HEADER
COMPRESSION

TD_6LOWPAN_HC_06

Check that EUTs correctly handle compressed UDRgisc
(16-hit, server port 5683)

HEADER
COMPRESSION

ETSI CTI Plugtests
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Check that EUTs correctly handle compressed UDRgtac ||HEADER
TD_SLOWPAN_HC_07 (EUI-64, server port 61616) COMPRESSION
Check that EUTs correctly handle compressed UDRgisac ||[HEADER
TD_6LOWPAN_HC_08 |16 1t server port 61616) COMPRESSION
Check that EUTSs correctly handle compressed 6LoOWPAN|HEADER
TD_BLOWPAN_HC_09 || - ckets (EUI-64 to 16-bit link-local, hop limit=64) COMPRESSION
Check that EUTSs correctly handle compressed 6LoWPAN|HEADER
TD_BLOWPAN_HC_10 |l ckets (16-bit to EUI-64 link-local, hop limit=64) COMPRESSION
Check that a host is able to register its globablBddress NEIGHBOR
TD_6LoWPAN_ND_01 (EUI-64) DISCOVERY
TD_6LoWPAN_ND_02 bCi?)eck that a host is able to register its globablRddress (16 B:ESISIC-I)SE)RRY
TD_6LoWPAN_ND_ 03 Check Host NUD behavior ggggngRY
TD_6LoWPAN_ND_04 Check 6LR NUD behavior (ICMP vens) nggngRY
TD_6LoWPAN_ND_05 Check 6LR NUD behavior (UDP versio ggggngRY
TD_6LoWPAN_ND_06 Check host behavior under multiplefixes (EUI-64) nggngRY
TD_6LoWPAN_ND_07 Check host behavior under multiplefixes (16-bit) ggggngRY
[TD_6LoWPAN_ND_HC_01 || Check that EUTs make use oftexr0 (EUI-64) || COMBINED HC-ND
ITD_6LoWPAN_ND_HC_02 || Check that EUTs make use otexirD (16-bit) | COMBINED HC-ND)|
[TD_6LoWPAN_ND_HC_03 || Check that EUTs make use ofexiry: 0 (EUI-64) || COMBINED HC-ND|
ITD_6LoWPAN_ND_HC_04 || Check that EUTs make use otexy 0 (16-bit) || COMBINED HC-ND|

6.2 Test Scheduling

The preliminary test schedule was developed befaélugtest and was circulated to all the parictp in advance for
comments. The initial test schedule allowed folheammpany to test against a fair number of othemmanies. Two
companies were assigned one test slot which hatidarof 3 hours. In this test slot the compani@sd run tests for
the configurations: CompA-Client-CompB- Server &ampA-Server-CompB-Client for CoAP, DTLS and LWM2M
and 6LoWPAN. Up to 5 parallel test sessions weaamptd.

During the test event the test schedule was updatearding to the progress of the test sessioris.Wés done during
the daily wrap-up meetings at the end of each daydaring face-to-face meetings with the partictpan

The figure below shows the final version of the szhedule.

ETSI CTI Plugtests
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Figure 1: Test Schedule
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Area 1 I Area 2 I Area 3 I Area 4 Area 5
Free Testing Free Testing Free Testing Free Testing
9:30-12:30 Free Testing Free Testing Free Testing Free Testing
Ericsson ARM Eth Zurich TZ1
Ericsson LWMZM ARM Dewvice ETH Zurich device TZI device
13:30-16:30 HAuzwel ETRT RIOT Hitachi
Fri o7 Huzmei LuM2M ETRI device RIOT device Hitachi device
ARM RIOT iMinds Ericsson
ARM Device RIOT device iMinds device Ericeson LWMZM
16:30-19:30 Huawei Hitachi ETRI Tzl
Huawei device Hitachi device ETRI device TZT LMzZmM
Free Testing Free Testing Free Testing Free Testing
8:00-9:30 Free Testing Free Testing Free Testing Free Testing
Eth Zurich ARM ETRI Ericsson
ETH Zurich dewice ARM Dewvice ETRI device Ericsson LWMEM
9:30-12:30 TMinds HAitachi Huzwel ARH
iMinds device Hitachi device Huawei device ARM LLIMZM
ARM Huawei Eth 2urich T21 iMinds
gat 08 ARM. LUMzM Huawei device ETH Zurich device T21 device iMinds device
13:30-16:30 Huawei Hitachi ARM ETRI RIOT
Huzwei LuM2M Hitachi device ARM Device ETRI device RIOT device
iMinds TZI Eth Z2urich ETRI ARM
iMinds device T2l device ETH 2urich device ETRI device ARM LLIMZM
16:30-19:30 ARM Huawei Hitachi RIOT TZI
ARM Dewice Huawei dewice Hitachi device RIOT device TZI LMzM
Tl Free Testing Free Testing Free Testing Free Testing
TZI device Free Testing Free Testing Free Testing Free Testing
8:00-9:30 RIOT
RIOT device
iMinds ARM Eth Zurich ETRI
iMinds dewice ARM Device ETH Zurich device ETRI device
3:30-12:30 Tzl RIOT Huawel Hitachi
T2I device RIOT device Huawei device Hitachi device
sitin 09 ARM Eth Zurich Fuawel Hinds
ARM Device ETH Zurich device Huawei device iMinds device
13:30-16:30 TZI ETRL RIOT Hitachi
TZI device ETRI device RIOT device Hitachi device
iMinds Eth 2urich Huzwei Free Testing
iMinds device ETH Zurich device Huzwei LWM2M Free Testing
16:30-13:30 HAuzwel TZI TZl
Huawei device TZI device TZI LMz

6.3

Interoperability Test Procedure

Each test was executed in the same manner as listed:

1) Connect client and server over test network

2) Check connectivity between devices

3) Perform tests according to the Plugtests guide

a. Check if test runs to completion

b. Check results from an interoperability point ofwie
Is the intended result visible at the applicatiayek?

4) Result determination and reporting

a. Result OK: run next test

b. Result not OK: check monitor tools to identify sceiof error

c. Reportresults in ETSI Test Reporting Tool

5) Once all tests executed swap client / server aelsrun all tests again

6.4 Test Infrastructure

The test infrastructure provided for the Plugtestsnt is shown below.

ETSI CTI Plugtests
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Figure 2: Test Network

Internet Access
Only available from IPv4 network

FIXED IP CoAP#4 - 2014
- One dedicated routed network of each company:

IPvd:  10.200.n.0/24 Topology MAP V1.1
IPvB;  2A01:C811:0:2nn0:: 160 i

where n is the company number.
- One red cable on flat network per company: A
IPvd:  10.200.80.0/22

- k
IPvB:  2A01:C811:0:2nn0:: /60 @ L ES T 'k'fTSR
iki
10.109.72.
BHEE 0.109.72.0 /22 721 212.234 160.7
One DHCP server available via wire and wireless: 74.37 (is)
IPwvd: 10.200.n.1 to 10.200.n.99 i
B No DHCP DNS (plugtests.net) (P T naT
DHCP L |

; ) 254 I .
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6.5 Tooling

6.5.1 ETSI Test Reporting Tool

The purpose of the ETSI Test Reporting Tool (TRpi provide a means to report the test sessibpsovides

statistical overviews of the test results. The gregd information in the latter section on resuliss created with the
ETSI TRT. It also provides a means to create astestdule (see section 6.2).

6.5.2 Lossy Gateway

The purpose of the UDP lossy gateway is to perfpacket loss in CoOAP conversations according tdasgy context
test descriptions defined in the Plugtests guide.

The configuration of the setup is shown below:

CoAP Client ----- UDP L ossy Gateway ----- COAP Server

Figure 3: UDP Lossy Gateway Configuration
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The UDP lossy gateway assigns one listening pordch CoAP server. Thus the UDP lossy gatewayiges\for
each CoAP server a unique lossy address.

A CoAP client that does lossy context test send<dbAP message to the lossy address of the sgeCiGAP server.
Then the UDP lossy gateway decides the right detitim address according to the UDP socket on wihieimessage
was received.

Then the UDP lossy gateway starts a new UDP sdokaimmunicate with the appropriate CoAP serveis TUbP
socket is also used for forwarding back the CoARests responses to the right COAP client. Theeseside
communication expires after idling 5mn.

Packet loss is performed at 2 places:
» forwarding CoAP client's message to the CoAP server
 forwarding back CoAP server's message to the CdigRtc

The program generates random numbers to decidénarhiet perform packet loss or not. A 50% packes lage was
used for the Plugtests.

6.5.3 UDP V4-V6 Gateway

Some participants needed to perform testing betwagnrV4 devices and only-V6 devices. For enabBngh pairings,
the UDP lossy gateway has been used with a losgth@ setting.

6.5.4 Pre-Testing

Prior to the event, 3 companies had posted on tkighe addresses of COAP servers, in order to lerthle participants
to perform pre-testing. The feedback we receivatiasit has been appreciated and helpful for piagdhe event.

7 Achieved Results

The achieved results show that all implementatfenge been compatible on a basic level, i.e. saataauld be
decoded and interpreted properly by receivers arasamajority of equipment performed well.

7.1 Overall CoOAP Results

Due to NDA constraints, it is not possible to pae/detailed results.

The figure below shows the overall result of CoABt$, gathering the CoRE, Block, Link and Obseststdn total
more than 1367 tests were executed.

The execution rate of 71.6% (number of tests ingetbrmed compared to number of tests proposeat) excellent
result, especially considering the high numbelest scenarios provided in such a short event. Emtisession lasted 3
hours which is quite short as most of the compamigkseveral devices (both client and servers)wbicourse
increased considerably the number of possiblemqagombinations. Globally the feedback that theigipants gave is
that the testing was very dense.

In addition to the test schedule defined, ETSI gaauicipants the possibility to add further testsions early in the
morning in addition to the scheduled ones, to al@nticipants to re-run the tests or complete ttesiting.

98.5% of thetest verdictswere OK which shows definitely a very high level of matyrdf the implementations.
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NA, 19%

Executed, 72% NO, 2% —[E———— —OK, 98%

0T, 10%

Total Tests Executed Tests

Figure 4: Overall CoAP Results

I nter oper ability Not Executed Totals
Group OK NO NA oT Run Results
CoRE 844 (99.3%)| 6 (0.7%) | 16 (1.8%) | 46 (5.0%) |850 (93.2% 912
BLOCK 117 (95.1%)| 6 (4.9%) | 84 (36.8%)| 21 (9.2%) [123 (53.9%] 228
LINK 219 (96.5%)| 8 (3.5%) | 89 (26.0%)| 26 (7.6%) |227 (66.4%) 342
OBS 166 (99.4%)| 1 (0.6%) |165 (38.6%) 96 (22.4%) |167 (39.0%)] 428

7.2 Results of CoRE tests

There were 24 test scenarios defined in the tast jh total 850 tests were executed with a suaede0f99.3% .

NA, 2%

OT. 5% Executed, 93% NO, 1% —— — 0K, 99%

Total Tests Executed Tests

Figure 5: Results of CORE tests
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7.3 Results of Block tests

There were 6 Block test scenarios defined whictevteibe executed per session. In total 123 tegts sveecuted with
a success rate 86.1%.

NA, 37%

Executed, 54%  NO, 5% —b—- — OK, 95%

OT, 9%

Total Tests Executed Tests

Figure 6: Results of Block tests

7.4 Results of Link tests

There were 9 Link test scenarios defined which vierge executed per session. In total 227 teste wezcuted with a
success rate @6.5%.

NA, 26%

Executed, 66%  NO., 4% —= e — OK, 96%

Total Tests Executed Tests

Figure 7: Results of Link tests

7.5 Results of Observe tests

There were 13 Observe test scenarios defined wich to be executed per session. In total 167 vests executed
with a success rate 89.4%
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NA, 39% N g

= Executed, 39% NO, 1% — 0K, 99%

oT, 22%

Total Tests Executed Tests

Figure 8: Results of Observ tests

7.6 Results of DTLS tests

There were 7 DTLS test scenarios defined which weetee executed per session. Some tests have iifeeméally
performed but no result were reported in the ortirge.

The absence of DTLS testing could be explained ipaiy the lack of implementation supporting it aaddo by the
priority given by participants to CoAP testing wihiwas the main scope of the event, and also camsidihe test
session lasted only 3 hours each.

7.7 Results of OMA LWM2M tests

There were 16 LWM2M test scenarios defined whichewte be executed per session. In total 42 wereutad with a
success rate of 85.7%.

NA, 31% ——
—— Executed, 66% NO, 14% —F —OK, 86%

0T, 3% .

Total Tests Executed Tests

Figure 7: Results of OMA LWM2M tests

7.8 Results of 6LOWPAN tests

There were 29 6LOWPAN test scenarios defined whiete to be executed per session. In total 3 wemrded with a
success rate of 33.3%. With so few tests perforiiedsuccess rate is of course irrelevant.
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NA, 88% —L
= Executed, 5%  NO, 67% —OK, 33%
‘OT. 7%
Total Tests Executed Tests
Figure 7: Results of 6LOWPAN tests
I nter oper ability Not Executed Totals
Group OK NO NA oT Run Results
Overall results( 4 Groupq) 1 (33.3%) | 2 (66.7%) | 51 (87.9%) | 4 (6.9%) 3 (5.2%) 58
COMBINED HC-ND 0 (0.0%) | 0(0.0%) | 8(100.0%) | 0 (0.0%) 0 (0.0%) 8
FORMAT 1(33.3%) | 2(66.7%) | 12 (75.0%) | 1(6.3%) | 3(18.8%) 16
HEADER COMPRESSION 0 (0.0%) | 0(0.0%) | 17 (85.0%) | 3 (15.0%) | 0 (0.0%) 20
NEIGHBOR DISCOVERY 0 (0.0%) | 0 (0.0%) | 14 (100.0%)| 0 (0.0%) 0 (0.0%) 14
8 Summary of Wrap Up Sessions
8.1 IOP

Following completion of a long-standing technicaadission during the CoRE Working Group meetinthatlETF#89
on Friday 7 March, the urgent need for furtheritgstvas raised.

This led to a new test description being writtemiediately (TD_COAP_OBS_12) and it was all handsleck to
ensure that the tests could be carried out justy thter during this event. Between the partitipsghat had the means
to react so quickly, 100 % interoperability wasiagbhd on this test. The results were providedth&lETF CoRE WG
at the end of the last day of testing.

This highlights once again the synergy betweentehig event and standardization bodies and shensd¥antage of
having the event so closely linked to standardiratheetings.

8.2 Test Spec Issues

More clarifications were added to the CORE testsuaibequiring a Content-Format option for PUT a@iST requests
with non-empty payload; this has been amended gthia event. TD_COAP_OBS_08 was amended to useNb06
Acceptable when content-format changes; TD_COAP_@BSncorrectly showed a DELETE where a PUT was
required for updating a resource. A total nundfesix further clarifications, some of which clarimore than one test,
was developed based on participant feedback dthimgvent.
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Apart from the newly developed TD_COAP_OBS_12 (Seetion 8.1), new test descriptions were also dges for
the combination of Observe and Block2 options: TDAP_OBS_13 tests the basic combination, TD_COAP_QRS
also tests the case where the size of the resoepeesentation varies enough to fade in and ouBkbek2 option
during the course of an observation relationship.

8.3 Base Specification Issues

As of March 2014, still only the PSK tests for DTh&ve all protocol numbers defined by IANA. Foe RPK tests,
while recently numbers were assigned for the TLi8resions needed, the test specification had taniregrotocol
number for the Cipher Suite to enable interopeitgtbi{ The last-minute changes in this space mase ltantributed to
a lack of recorded tests.) This is expected teebgedied only once the remaining draft Cipher Ssjtecification has
been processed by IANA.

As discussed in Section 8.1, the testing the “ofagiEm cancellation method” discussed at the IETEandon”,
supports the conclusion reached during the meeting.

With respect to the BLOCK testing, the generallgthinteroperability results of this Plugtest contit be achieved for
all the test cases involving the Blockl option IR@ST request. While no technical issues werdifteohwith the
option as defined, this may point out the neeckftitorial improvements in the Block specificatiovhich is nearing
second working group last call in the IETF.

Annex A CoAP Interoperability Test Specification

The CoAP Interoperability Test Specification, whfohms parts of the present technical report, ig&@ioed in the file
loT_CoAP4_TestSpecification_005.pdf.
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