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1 Reason for Change

This CR is raised to resolve issues discovered during implementation of the OMA Conformance Test Tool for DRM. This review is documented in OMA-IOP-BRO-2006-0068-DRM-Client-Conformance-ETS-review2.

The changes are clearly marked in the attached updated ETS.

2 Impact on Backward Compatibility

N/a

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are requested to review this CR and agree the revised ETS. Which may then be issued as an ETC, according to the new OMA process.

6 Detailed Change Proposal

This section describes the changes. The exact changes are shown in the attached ETS document.

Change 1:   DRM-2.0-con-86 - Erroneous Timed Count Constraint 

This test case cannot fail. But it should.

DRM REL 2.0 spec says: If the timer attribute is invalid (0 is invalid), then the timed-count constraint will be handled in the same way as the count constraint.

With setting the timed-count constraint to 2 in this test case the device IS ALLOWED to use the content.

The Pass Criteria is updated to reflect that the DRM Agent should allow access to the content 2 times.

Change 2:  DRM-2.0-con-63 – Install Domain RO; device not in the domain

“Invalid domain” is reworded to “unknown domain”. This is a well formed domain base name plus three-digit generation which happens to be unknown to the device, not a non-well-formed domain ID.

Change 3:  DRM-2.0-con-74 - Wrong permissions for an image object

Corrected a typographic mistake. “diplay” is not “display”.

Change 4:  DRM-2.0-con-70 - Replay protection – Stateful RO without RITS; In Replay cache

Clarified that the precondition should state that the RO is not in either the <GUID> or <GUID, RITS> replay caches.

Change 5:  DRM-2.0-con-16 - OCSP Handling / Missing OCSP response in ROAP response

Added the pre-condition that the DRM Agent should not have cached OCSP responses.

Change 6:  Test procedure: “DRM agent sends ROAP request without No OCSP Response extention.”

The Test procedure step “DRM agent sends ROAP request without No OCSP Response extension” is added to the test cases 17 to 28.  This is added because it is unclear from the normative DRM specifications if a DRM Agent which has sent the No OCSP Response extension is required to re-validate the RI Certificate if an OCSP response is sent in the ROAP response message.

This change does not dictate how the relevant DRM Agent state can be achieved. The change implies that the DRM Agent does not have valid RI certificate validation data. The best approach to achieve this is for the Conformance Test Tool to issue OCSP responses which expire very quickly.
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