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Detailed Change Proposal

1 Smartcard Profile

1.1 Layer 1 Authentication

1.1.1 GBA Bootstrapping with BSM success

	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	Test that GBA bootstrapping with the BSM is successfully achieved.

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	

	Test Procedure
	Run GBA bootstrapping procedure with BSF and successfully authenticate.

Derive the appropriate keys for GBA_ME and GBA_U.

	Pass-Criteria
	Successful GBA bootstrapping, derivation of BCAST SMK and SRK


1.1.2 GBA Bootstrapping with BSM failure – terminal error

	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	Test that GBA bootstrapping with the BSM fails.

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	

	Test Procedure
	Run GBA bootstrapping procedure with BSM.  Deliberately send the wrong response to the BSM to force an authentication failure.

	Pass-Criteria
	Failure of GBA bootstrapping


1.1.3 GBA Bootstrapping with BSM failure – server error

	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	Test that GBA bootstrapping with the BSM fails.

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	

	Test Procedure
	Run GBA bootstrapping procedure with BSM.  BSM sends challenge. After terminal response, the BSM deliberately send the wrong response to the Terminal to force an authentication failure.

	Pass-Criteria
	Failure of GBA bootstrapping


1.1.4 GBA Bootstrapping with Terminal success

	Test Case Id
	

	Test Object
	BCAST BSM

	Test Case Description
	Test that GBA bootstrapping with a terminal is successfully achieved.

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	

	Test Procedure
	Accept GBA bootstrapping procedure with Terminal and successfully authenticate.

	Pass-Criteria
	Successful GBA bootstrapping with the terminal.


1.1.5 GBA Bootstrapping with Terminal failure

	Test Case Id
	

	Test Object
	BCAST BSM

	Test Case Description
	Test that GBA bootstrapping with the Terminal fails.

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	

	Test Procedure
	Accept GBA bootstrapping procedure with BSM.  Terminal deliberately sends wrong authentication response to force an authentication failure. 

	Pass-Criteria
	Failure of GBA bootstrapping with the Terminal


1.2 Layer 2 LTKM

1.2.1 LTKM push delivery to terminal / smartcard

	Test Case Id
	

	Test Object
	BCAST Server 

	Test Case Description
	Test that an LTKM can be successfully pushed to a terminal / smartcard and that acknowledgement is received from the Terminal. 

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Bootstrapping context exists between BSM and terminal as well as valid IP context

	Test Procedure
	BSM pushes an LTKM over UDP to the terminal / smartcard and asks for an acknowledgement. Test for GBA_ME case and for GBA_U case.

	Pass-Criteria
	Reception of MIKEY acknowledgement from Terminal


1.2.2 LTKM reception at the terminal / smartcard

	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	Test that an LTKM can be successfully received over UDP at the terminal / smartcard and send an acknowledgement. 

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Bootstrapping context exists between BSM and terminal as well as valid IP context

	Test Procedure
	BSM pushes an LTKM over UDP to the terminal / smartcard and asks for an acknowledgement. Test for GBA_ME case and for GBA_U case. Terminal receives LTKM, sees request for acknowledgement. Terminal sends an acknowledgement to the BSM.

	Pass-Criteria
	Reception of LTKM and sending MIKEY acknowledgement to the BSM


1.2.3 Incorrect LTKM reception at the terminal / smartcard

	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	BSM deliberately pushes an "incorrect" LTKM to the terminal / smartcard. Requests acknowledgement. Ensure failure is detected and acknowledgement not sent. 

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Bootstrapping context exists between BSM and terminal as well as valid IP context

LTKM is "incorrect" eg integrity failure, missing fields etc.

	Test Procedure
	BSM pushes an LTKM over UDP to the terminal / smartcard and asks for an acknowledgement. Ensure terminal / smartcard detects the error and does not send an acknowledgement to the BSM. Test for GBA_ME and GBA_U case.

	Pass-Criteria
	Terminal/ smartcard detects the error and does not send a MIKEY acknowledgement to the BSM


1.2.4 LTKM reception at the terminal / smartcard with no bootstrapping context
	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard 

	Test Case Description
	Test that an incorrect  LTKM cannot process by the smartcard and that acknowledgement isn’t returned. 

	Specification Reference
	

	SCR Reference
	

	Tool
	Terminal with (U)SIM conformance test tool

	Test code
	BSM pushes an LTKM

	Preconditions
	The Bootstrapping context doesn’t exist.

	Test Procedure
	The terminal / smartcard receives the LTKM message which requires an acknowledgement.

	Pass-Criteria
	Smartcard detects the error and does not send a MIKEY acknowledgement to the BSM


1.2.4.1 LTKM error: Wrong NAF ID 

1.2.4.2 LTKM error: Wrong BTID 
1.2.5 LTKM reception at the terminal / smartcard with old key derivation
	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	When a new NAF derivation has been performed. Test that an LTKM is processed by the smartcard and the appropriate error is returned. 

	Specification Reference
	

	SCR Reference
	

	Tool
	Terminal with (U)SIM conformance test tool

	Test code
	

	Preconditions
	The Bootstrapping context exists but a new NAF derivation has been performed. 

	Test Procedure
	The terminal / smartcard receives the LTKM message, which requires an acknowledgement.

	Pass-Criteria
	Smartcard detects the error and does not send a MIKEY acknowledgement to the BSM Smartcard detects the error and returns the status '9865'


1.2.5.1 LTKM error: The NAF uses the previous SMK and the SMK ID into the LTKM corresponds to the “last successful used SMK ID”. The Smartcard uses the “last successful used SMK” to verify the integrity of the message and returns the status '9865'
1.2.5.2 LTKM error: The NAF deliberately introduces an integrity error, the SMK ID into the LTKM corresponds to the  “last successful used SMK ID ”. The Smartcard uses the “last successful used SMK” and detect the error. The verification is unsuccessful, the Smartcard returns the status word '9862' 

1.2.5.3 LTKM error: SMK ID doesn’t correspond to “the last successfully used SMK” the USIM abandons the function. The Smartcard returns the Status word ‘6A88’ (Referenced data not found)

1.2.6 Replayed LTKM reception at the terminal / smartcard

	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	BSM deliberately pushes a second identical LTKM to the terminal / smartcard. Requests acknowledgement. Ensure repeat LTKM is detected and acknowledgement not sent. 

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Bootstrapping context exists between BSM and terminal as well as valid IP context

Initial LTKM is sent and successfully acknowledged.

	Test Procedure
	BSM pushes the same LTKM over UDP to the terminal / smartcard and asks for an acknowledgement. Ensure terminal / smartcard detects the error and does not send an acknowledgement to the BSM. Test for GBA_ME and GBA_U case.

	Pass-Criteria
	Terminal/ smartcard detects the replay and does not send a MIKEY acknowledgement to the BSM


1.3 Layer 3 STKM

1.3.1 Correct STKM generation by BSM or BSDA
	Test Case Id
	

	Test Object
	BCAST Server (BSM or BSDA)

	Test Case Description
	Test that the server is capable of correctly generating STKMs

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Smartcard has valid LTKM allowing the Smartcard to verify the STKM

	Test Procedure
	BSM / BSDA generates STKMs. STKMs are received by the Smartcard.

	Pass-Criteria
	Smartcard returns no error message, thus validating the STKM generated by the BSM / BSDA


1.3.2 Correct STKM parsing by Smartcard

	Test Case Id
	

	Test Object
	BCAST Smartcard

	Test Case Description
	Test that the Smartcard correctly parses STKMs

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Smartcard has valid LTKM allowing the Smartcard to verify the STKM

	Test Procedure
	BSM / BSDA generates STKMs. STKMs are received by the Smartcard.

	Pass-Criteria
	Smartcard returns no error message, thus validating the STKM generated by the BSM / BSDA


1.3.3 Incorrect STKM generation by BSM or BSDA – server error

	Test Case Id
	

	Test Object
	BCAST Smartcard

	Test Case Description
	Test that the Smartcard rejects incorrectly formatted STKMs

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Smartcard has valid LTKM allowing the Smartcard to verify the STKM

	Test Procedure
	BSM / BSDA deliberately generates incorrectly formatted STKMs. STKMs are received by the Smartcard and an error message returned.

	Pass-Criteria
	Smartcard returns an error message, thus indicating STKMs are rejected


1.3.4 Incorrect STKM generation 
	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	Test that the STKM message cannot be processed by the smartcard and the TEK isn’t returned. 

	Specification Reference
	

	SCR Reference
	

	Tool
	Terminal with (U)SIM conformance test tool

	Test code
	

	Preconditions
	The Bootstrapping exist, but SEK/PEK used doesn’t exist. 

	Test Procedure
	The UE receives the STKM message.

	Pass-Criteria
	Smartcard detects the error and doesn’t generate the TEK.


1.3.4.1 STKM error:  Wrong Key Domain ID 

1.3.4.2 STKM error: Wrong SEK/PEK ID 

1.3.5 Incorrect STKM generation – inexistent SEK/PEK
	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	Test that an STKM cannot processed by the smartcard and the TEK isn’t returned. 

	Specification Reference
	

	SCR Reference
	

	Tool
	Terminal with (U)SIM conformance test tool

	Test code
	

	Preconditions
	The Bootstrapping exist, but SEK/PEK used doesn’t exist. 

	Test Procedure
	The UE receives the STKM message.

	Pass-Criteria
	Smartcard detects the error and doesn’t generate the TEK.


1.3.5.1 STKM error:  Wrong Key Domain ID 

1.3.5.2 STKM error: Wrong SEK/PEK  ID 

1.3.6 Incorrect STKM generation – invalid SEK/PEK or TEK ID range
	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	Test that an STKM cannot processed by the smartcard and the TEK isn’t returned. 

	Specification Reference
	

	SCR Reference
	

	Tool
	Terminal with (U)SIM conformance test tool

	Test code
	

	Preconditions
	The Bootstrapping exist, SEK/PEK  exist but the SEK/PEK  is either invalid ( Seql>Sequ ) or TEK ID isn’t in the valid range.

	Test Procedure
	The UE receives the STKM message.

	Pass-Criteria
	Smartcard detects the error and doesn’t generate the TEK.


1.3.6.1 STKM error:  The SEK/PEK  is invalid ( Seql>Sequ ) the SmartCard returns the status word ‘6985’ 

1.3.6.2 STKM error: The TEK ID present in the STKM is such  TEK ID < Seql  the status word ‘9865’ 

1.3.6.3 STKM error: The TEK ID present in the STKM is such  Sequ < TEK ID   the status word ‘9865’ 

1.3.7 Reception of STKMs without valid LTKM

	Test Case Id
	

	Test Object
	BCAST Smartcard

	Test Case Description
	Test that the Smartcard rejects STKMs for which it has no valid LTKM

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Smartcard has no valid LTKM

	Test Procedure
	BSM / BSDA generates STKMs. STKMs are received by the Smartcard. Smartcard finds out is has no valid LTKM to decrypt the STKM and return an error message

	Pass-Criteria
	Smartcard returns an error message, thus indicating it can not decrypt the STKMs


1.3.8 Replayed STKM reception – no terminal filtering
	Test Case Id
	

	Test Object
	BCAST Terminal

	Test Case Description
	BSM / BSDA deliberately sends an STKM already sent to the terminal / smartcard (32-bit counter timestamp field has previously been used). Ensure repeat STKM is not detected by the terminal and sent to the Smartcard. 

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	

	Test Procedure
	BSM/BSDA pushes the same STKM over UDP to the terminal / smartcard. Ensure terminal does not reject the STKM and sends it to the smartcard.

	Pass-Criteria
	Terminal does not detect the replay and sends the STKM to the Smartcard


1.3.9 Replayed STKM reception – Smartcard parsing

	Test Case Id
	

	Test Object
	BCAST Smartcard

	Test Case Description
	BSM / BSDA deliberately sends an STKM already sent to the terminal / smartcard (32-bit counter timestamp field has previously been used). Repeat STKM is not detected by the terminal and sent to the Smartcard. Depending on LTKM security_policy_extension value, smartcard accepts or rejects the STKM (replay allowed or not)

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Valid LTKM with our without security_policy_extension

	Test Procedure
	BSM/BSDA pushes the same STKM over UDP to the terminal / smartcard. Ensure terminal does not reject the STKM and sends it to the smartcard. Depending on LTKM security_policy_extension value, smartcard accepts or rejects the STKM (replay allowed or not)

	Pass-Criteria
	Terminal does not detect the replay and sends the STKM to the Smartcard. Smartcard accepts STKM or returns an error depending on security_policy_exgtensions


1.3.9.1 Precondition 1 – no security_policy_extension in LTKM, pass criteria: error
1.3.9.2 Precondition 2 – security_policy_extension in LTKM: 0x00, pass criteria: error

1.3.9.3 Precondition 3 – security_policy_extension in LTKM: 0x01, pass criteria: STKM accepted, no error

1.3.9.4 Precondition 4 – security_policy_extension in LTKM: 0x02, pass criteria: error

1.3.9.5 Precondition 5 – security_policy_extension in LTKM: 0x03, pass criteria: STKM accepted, no error

1.3.9.6 Precondition 6 – security_policy_extension in LTKM: 0x04, pass criteria: error

1.3.9.7 Precondition 7 – security_policy_extension in LTKM: 0x05, pass criteria: STKM accepted, no error

1.3.9.8 Precondition 8 – security_policy_extension in LTKM: 0x06 and play-counter not equal to 0, pass criteria: STKM accepted, no error
1.3.9.9 Precondition 9 – security_policy_extension in LTKM: 0x06 and play-counter equal to 0, pass criteria: error
1.3.9.10 Precondition 10 – security_policy_extension in LTKM: 0x07, and play-counter not equal to 0 pass criteria: STKM accepted, no error

1.3.9.11 Precondition 11 – security_policy_extension in LTKM: 0x07, and play-counter equal to 0 pass criteria: error

1.3.9.12 Precondition 12 – security_policy_extension in LTKM: 0x08, and play-counter not equal to 0 pass criteria: STKM accepted, no error

1.3.9.13 Precondition 13 – security_policy_extension in LTKM: 0x08, and play-counter equal to 0 pass criteria: error

1.3.9.14 Precondition 14 – security_policy_extension in LTKM: 0x09, and play-counter not equal to 0 pass criteria: STKM accepted, no error

1.3.9.15 Precondition 15 – security_policy_extension in LTKM: 0x09, and play-counter equal to 0 pass criteria: error

1.3.10 STKM reception with same TEK (same cryptoperiod) – terminal filtering

	Test Case Id
	

	Test Object
	BCAST Smartcard

	Test Case Description
	BSM / BSDA sends several STKMs to the terminal / smartcard with the same TEK (MTK ID field in MIKEY EXT payload is the same). Ensure repeat TEK is detected by the terminal and STKM is not sent to the smartcard. 

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	

	Test Procedure
	BSM/BSDA pushes the same STKM over UDP to the terminal / smartcard. Ensure terminal rejects the STKM i.e. does not send it to the smartcard.

	Pass-Criteria
	Terminal detects the repeat TEK (STKM) and does not send the STKM to the Smartcard


1.4 Service Guide

1.5 SDP signaling

1.6 MBMS USD

1.7 MBMS Service Protection Description

1.8 Recording

1.9 Encryption

1.10 BCAST Client ID

1.11 Terminal Binding Key

1.12 Interface SP-4 / CP-4

1.13 BSM: NAF – BSF interface

1.14 Terminal – Smartcard interface

1.15 Coexistence of DRM Profile and Smartcard Profile

1.16 Service Guide and Service Provisioning Messages

1.17 Scenarios / use cases involving multiple sections (IOP tests)
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