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1 Reason for Change

This CR proposes some test cases for the Parental control for service ordering Smartcard Profile Extension to be included in the ETS for BCAST1.1.
2 Impact on Backward Compatibility

There is no impact on backward compatibility
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please discuss and agree the CR.
6 Detailed Change Proposal

Change 1. Add new section for Parental control for service ordering
5.10 Parental Control for service ordering
5.10.1 Parental control for service ordering using the Smartcard Profile Extension: Service provisioning protection enabled
	Test Case Id
	BCAST-1.1-PCSO-int-101 

	Test Object
	BSD/A/Terminal/Smartcard. Smartcard is USIM

	Test Case Description
	Test the Parental Control for service ordering using the Smartcard Profile Extension. 

	Specification Reference
	Services 5.1.10

	SCR Reference
	BCAST-SERVICES-C-033, BCAST-SERVICES-BSM-029

	ETR Reference
	SPR-016, SPR-019, SPR-012

	Tool
	None

	Test code
	None

	Preconditions
	The Smartcard supports the Parental control for service ordering and this is signaled in the EFBST (under ADF BSIM or under DF BCAST of USIM application).

The parental control PINCODE is 1234
The parental control for service provisioning protection is enabled in the Smartcard: the Service_Provisioning_Local_Protection_Flag is set to 0x01 in EFSP of the Smartcard.
The Service guide signals a Service (service1) for adult with a purchase fragment. The service guide is broadcast. The user has no subscription for the Service1
The server supports the Smartcard Profile extension.

	Test Procedure
	1. The Handset is power-on.

2. The terminal receives the service guide and display the service guide to the user
3. The user browses the service guide and select the Service1

4. The Terminal asks the user if he wants to purchase the service

5. The user answer positively 

6. The terminal send a Service Request to the BSM

7. The BSM checks the Parental level required for this service with the level granted for the user.

8. The BSM sends a Service Response containing a challenge element and the Status Code 033 “Parental Control Authentication Requested”

9. The Terminal checks the support of the Service Provisioning Message protection by the Smartcard reading the EFBST (under ADF BSIM or under DF BCAST of USIM application).

10. The terminal sends an Authenticate Command in Parental Control Service Provisioning Mode to the Smartcard with the Service Provisioning type set to 0x00 and the RequestID of the Service Request. 
11. The Smartcard answers to the Authenticate command containing a status code indicating that the PINCODE is required and with the Key reference to be used.

12. The Terminal requests the PINCODE to the user. The user enters the PINCODE ‘1234’.

13. The Terminal sends a VERIFY PIN command to the Smartcard that ends successfully.

14. The Terminal re-sends the Authenticate Command to obtain the MAC of the service Provisioning data

15. The Smartcard sends back the Authenticate command response including the HMAC data.

16. The terminal sends a new service provisioning message including the MAC received from the Smartcard.

17. The BSM verified the MAC and sends a service response with the status code 000 “success”.


	Pass-Criteria
	The BSM sends a Service response with status code 033

On the Terminal the PINCODE is requested to the user

The BSM sends a Service response with status code 000


5.10.2 Parental control for service ordering using the Smartcard Profile Extension: Service provisioning disallowed in Smartcard
	Test Case Id
	BCAST-1.1-PCSO-int-102 

	Test Object
	BSD/A/Terminal/Smartcard. Smartcard is USIM

	Test Case Description
	Test the Parental Control for service ordering using the Smartcard Profile Extension. 

	Specification Reference
	Services 5.1.10

	SCR Reference
	BCAST-SERVICES-C-033, BCAST-SERVICES-BSM-029

	ETR Reference
	SPR-016, SPR-019, SPR-012

	Tool
	None

	Test code
	None

	Preconditions
	The Smartcard supports the Parental control for service ordering and this is signaled in the EFBST (under ADF BSIM or under DF BCAST of USIM application).

The parental control PINCODE is 1234

The parental control for service provisioning protection is disallowed in the Smartcard: the Service_Provisioning_Local_Protection_Flag is set to 0x02 in EFSP of the Smartcard.
The Service guide signals a Service (service1) for adult with a purchase fragment. The service guide is broadcast. The user has no subscription for the Service1

	Test Procedure
	1. The Handset is power-on.

2. The terminal receives the service guide and display the service guide to the user

3. The user browses the service guide and select the Service1

4. The Terminal asks the user if he wants to purchase the service

5. The user answer positively 

6. The terminal sends a Service Request to the BSM

7. The BSM checks the Parental level required for this service with the level granted for the user.

8. The BSM sends a Service Response containing a challenge element and the Status Code 033 “Parental Control Authentication Requested”

9. The Terminal checks the support of the Service Provisioning Message protection by the Smartcard reading the EFBST (under ADF BSIM or under DF BCAST of USIM application).

10. The terminal sends an Authenticate Command in Parental Control Service Provisioning Mode to the Smartcard with the Service Provisioning type set to 0x00 and the RequestID of the Service Request. 

11. The Smartcard answers to the Authenticate command containing a status code indicating that the Service Provisioning is locally disallowed.

12. The Terminal informs the user that the Service provisioning is disallowed.

	Pass-Criteria
	The BSM sends a Service response with status code 033

The terminal informs the user that the Service Provisioning is disallowed.


5.10.3 Parental control for token purchase using the Smartcard Profile Extension: No local protection

	Test Case Id
	BCAST-1.1-PCSO-int-103 

	Test Object
	BSD/A/Terminal/Smartcard. Smartcard is USIM

	Test Case Description
	Test the Parental Control for token purchase using the Smartcard Profile Extension. 

	Specification Reference
	Services 5.1.10

	SCR Reference
	BCAST-SERVICES-C-033, BCAST-SERVICES-BSM-029

	ETR Reference
	SPR-016, SPR-019, SPR-012

	Tool
	None

	Test code
	None

	Preconditions
	The Smartcard supports the Parental control for service ordering and this is signaled in the EFBST (under ADF BSIM or under DF BCAST of USIM application).

The parental control PINCODE is 1234

There is no local parental control protection for the service provisioning in the Smartcard: the Service_Provisioning_Local_Protection_Flag is set to 0x00 in EFSP of the Smartcard.
The Service guide signals a Service (service1) for which the consumption uses tokens as described in the purchase fragment. The service guide is broadcast. The user needs token for the consumption of Service1

The server supports the Smartcard Profile extension.

	Test Procedure
	1. The Handset is power-on.

2. The terminal receives the service guide and display the service guide to the user

3. The user browses the service guide and select the Service1

4. The Terminal asks the user if he wants to purchase token to access to the service
5. The user answer positively 

6. The terminal send a Token Purchase Request to the BSM

7. The BSM checks the Parental level required for this purchase with the level granted for the user.

8. The BSM sends a Token Purchase Response containing a challenge element and the Status Code 033 “Parental Control Authentication Requested”

9. The Terminal checks the support of the Service Provisioning Message protection by the Smartcard reading the EFBST (under ADF BSIM or under DF BCAST of USIM application).

10. The terminal sends an Authenticate Command in Parental Control Service Provisioning Mode to the Smartcard with the Service Provisioning type set to 0x01 and the RequestID of the Service Request. 

11. The Smartcard sends back the Authenticate command response including the HMAC data.

12. The terminal sends a new Token Purchase Request provisioning message including the MAC received from the Smartcard.

13. The BSM verified the MAC and sends a Token Purchase Response with the status code 000 “success”.


	Pass-Criteria
	The BSM sends a Token Purchase Response with status code 033

The BSM sends a Token Purchase Response with status code 000
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