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1 Reason for Contribution 

Device Management 1.2 introduces new functionality that needs to be tested. The test cases proposed aim at testing the requirements for the Server Initiated Bootstrap with DM profile in OMA DM 1.2 Enabler

2 Summary of Contribution

This contribution proposes 4 test cases to be included in the ETS Device Management 1.2

3 Detailed Change Proposal

7.1 Server Initiated Bootstrap

7.1.1 DM Profile with TNDS – Transport specific security 

	Test Case Id
	 DM-1.2-int-xxx

	Test Object
	 DM client and server

	Test Case Description
	Purpose of this test is to check that a DM client supports server initiated bootstrap using the DM profile, WBXML encoded TNDS objects and the Inbox. Transport specific security shall be used as defined in the transport binding documents.

	Specification Reference
	 [TS-DM-Bootstrap] Section 5.4

 [TS-DM-Security] Section 5.7.2.2

	SCR Reference
	 DM-BOOT-C-002

 DM-BOOT-C-010

 DM-BOOT-C-011
	 DM-BOOT-S-002

 DM-BOOT-S-003

 DM-SEC-C-020

 DM-SEC-S-024

	Preconditions
	· A DM Client supporting DM Profile
· A DM Server supporting DM profile with bootstrap information (DM account and connectivity information) (Reference Content stored in the server: TNDS.xml)

· A transport with appropriate security for bootstrapping a device securely  (e.g. HTTP using TLS 1.0 or SSL 3.0) supported by both the DM client and the DM server

	Test Procedure
	1. The server sends to the client the OMA DM bootstrap message (see Reference Content)

2.  On the client select to accept the incoming bootstrap message if necessary.

3. Check that the device is bootstrapped with the bootstrap information sent by the DM server.

	Pass-criteria
	1. DM client processes correctly the bootstrap message 

2. Bootstrap information is successfully mapped to DM tree and DM client is correctly configured

3. DM client is able to establish a DM session with the bootstrapped DM server successfully 


7.1.2 DM Profile with TNDS – Transport Neutral Security: NETWORKID

	Test Case Id
	 DM-1.2-int-xxx

	Test Object
	 DM client and DM server

	Test Case Description
	Purpose of this test is to check that a DM client supports server initiated bootstrap using the DM profile, WBXML encoded TNDS objects and the Inbox, under transport neutral security when the transport method used does not have appropriate security. NETWORKID is used.

	Specification Reference
	 [TS-DM-Bootstrap] Section 5.4.1

 [TS-DM-Security] Section 5.7.2.3

	SCR Reference
	 DM-BOOT-C-002

DM-BOOT-C-010

 DM-BOOT-C-011

 DM-BOOT-S-002

DM-BOOT-S-003
	 DM-SEC-C-022

 DM-SEC-S-026

	Preconditions
	· A DM Client to be bootstrapped supporting DM Profile

· A DM Server supporting DM profile with bootstrap information (DM account and connectivity information) (Reference Content stored in the server: TNDS.xml) 

· A transport without appropriate security mechanisms for bootstrapping a device securely (e.g SMS, USSD) supported by both the DM client and DM server. 

· Client and server support for NETWORKID security mechanism

	Test Procedure
	1. DM server sends out the bootstrap message along with the HMAC  calculated using NETWORKID.
2. On the client select to accept the incoming bootstrap message if necessary. 

3. Check that the device is bootstrapped with the bootstrap information sent by the DM server.

	Pass-criteria
	1. The server is authenticated by the client 

2. DM client processes correctly the bootstrap message

3. Bootstrap information is successfully mapped to DM tree and DM client is correctly configured.

4. DM client is able to establish a DM session with the bootstrapped DM server successfully


7.1.3 DM Profile with TNDS – Transport Neutral Security: USERPIN

	Test Case Id
	 DM-1.2-int-xxx

	Test Object
	 DM client and DM server

	Test Case Description
	Purpose of this test is to check that a DM client supports server initiated bootstrap using the DM profile WBXML encoded TNDS objects and the Inbox under transport neutral security when the transport method used does not have appropriate security. USERPIN is used.

	Specification Reference
	 [TS-DM-Bootstrap] Section 5.4.1

 [TS-DM-Security] Section 5.7.2.3

	SCR Reference
	 DM-BOOT-C-002

DM-BOOT-C-010

DM-BOOT-C-011

 DM-BOOT-S-002

DM-BOOT-S-003
	DM-SEC-C-023

DM-SEC-S-027

	Preconditions
	· A DM Client to be bootstrapped supporting DM Profile

· A DM Server supporting DM profile with bootstrap information (DM account and connectivity information) (Reference Content stored in the server: TNDS.xml) 

· A transport without appropriate security mechanisms for bootstrapping a device securely (e.g SMS, USSD) supported by both the DM client and DM server

· Client and server support for USERPIN security mechanism

	Test Procedure
	1.  DM server sends out the bootstrap message along with the HMAC, calculated using USERPIN.  

2. On the client select to accept the incoming bootstrap message if necessary.

3. Check that the device is bootstrapped with the bootstrap information sent by the DM server.

	Pass-criteria
	1. The server is authenticated by the client

2.  DM client processes correctly the bootstrap message

3. Bootstrap information is successfully mapped to DM tree and DM client is correctly configured.

4. DM client is able to establish a DM session with the bootstrapped DM server successfully


7.1.4 DM Profile with TNDS – Transport Neutral Security: USERPIN_NETWORKID [Optional]


	Test Case Id
	DM-1.2-int-xxx

	Test Object
	 DM client and DM server

	Test Case Description
	Purpose of this test is to check that a DM client supports server initiated bootstrap using the DM profile, WBXML encoded TNDS objects and the Inbox, under transport neutral security when the transport method used does not have appropriate security. USERPIN_NETWORKID is used.

	Specification Reference
	 [TS-DM-Bootstrap] Section 5.4.1

 [TS-DM-Security] Section 5.7.2.3

	SCR Reference
	DM-BOOT-C-002

DM-BOOT-C-010

DM-BOOT-C-011 

DM-BOOT-S-002

DM-BOOT-S-003
	DM-SEC-C-021

 DM-SEC-S-025

	Preconditions
	· A DM Client to be bootstrapped supporting DM Profile

· A DM Server supporting DM profile with bootstrap information (DM account and connectivity information) (Reference Content stored in the server: TNDS.xml)
· A transport without appropriate security mechanisms for bootstrapping a device securely (e.g SMS, USSD) supported by both the DM client and DM server.

· Client and server support for USERPIN_NETWORKID security mechanism

	Test Procedure
	1. DM server sends out the bootstrap message along with the HMAC, calculated using USERPIN_NETWORKID.  

2. On the client select to accept the incoming bootstrap message if necessary. 

3. Check that the device is bootstrapped with the bootstrap information sent by the DM server.

	Pass-criteria
	1.  The server is authenticated by the client DM
2.  DM client processes correctly the bootstrap message

3. Bootstrap information is successfully mapped to DM tree and DM client is correctly configured

4. DM client is able to establish a DM session with the bootstrapped DM server successfully


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The source of this document recommends inclusion of these test cases in the OMA Enabler Test Specification for  DM 1.2
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