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1. Scope

This document describes in detail the interoperability test cases for Client Provisioning v1.1 

The interoperability test cases are aimed to verify that implementations of the specifications work satisfactory.

2. References

2.1. Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
http://www.ietf.org/rfc/rfc2119.txt

	[E2ESEC]
	“Transport Layer End to End Security Specification”, WAP Forum, WAP-187-E2ESEC, http://www.openmobilealliance.org/

	[PROVBOOT] 


	“Provisioning Bootstrap 1.1”. Open Mobile Alliance. OMA-WAP-ProvBoot-v1_1, http://www.openmobilealliance.org/


	[PROVCONT]
	“Provisioning Content 1.1”, Open Mobile Alliance, OMA-WAP-ProvCont-v1_1,

http://www.openmobilealliance.org/

	[PROVSC] 


	“Provisioning Smart Card 1.1”, Open Mobile Alliance, OMA-WAP-ProvSC-v1_1, http://www.openmobilealliance.org/

	[PROVUAB] 


	“Provisioning User Agent Behaviour 1.1”, Open Mobile Alliance, OMA-WAP-ProvUABv1_1, http://www.openmobilealliance.org/

	[WAPARCH] 


	“WAP Architecture”. WAP Forum. WAP-210-WAPArch,

http://www.openmobilealliance.org/

	[WAPPUSH] 


	“Push Architectural Overview”, WAP Forum, WAP-250-PushArchitecture,

http://www.openmobilealliance.org/


2.2. Informative References

	[OMADICT]
	“Dictionary for OMA specifications”. Open Mobile Alliance(. OMA-Dictionary-v1_0. http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1. Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

The following numbering scheme is used: 

xxx-y.z-con-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
con
Indicating this test is a conformance test case
number
Leap number for the test case

Or

xxx-y.z-int-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
int
Indicating this test is a interoperability test case
number
Leap number for the test case
3.2. Definitions

Application Access Information

Information provisioned into the phone that relate to identity and applications rather than to plain connectivity.

Bootstrap Document

A connectivity or application access document with information of relevance to the bootstrap process only.

Bootstrap process (bootstrapping)

The process by which the unconfigured ME is taken from the initial state to or through the TPS Access

State. This process can be system specific.

Bootstrap Server

Bootstrap Server is the sender of the bootstrap message. It may physically be co-located with a TPS but

that is irrelevant from an architecture point of view. The address of the Bootstrap Server is not relevant.

Configuration Context

A Configuration Context is a set of connectivity and application configurations typically associated with a

single TPS. However, the Configuration Context can also be independent of any TPS. A TPS can be

associated with several Configuration Contexts, but a TPS cannot provision a device outside the scope of

the Configuration Contexts associated with that particular TPS. In fact, all transactions related to

provisioning are restricted to the Configuration Contexts associated with the TPS.

Connectivity Information

This connectivity information relates to the parameters and means needed to access WAP infrastructure.

This includes network bearers, protocols, access point addresses as well as proxy, DNS, and application access

addresses and Trusted Provisioning Server URLs.

Continuous provisioning

The process by which the ME is provisioned with further infrastructure information at or after the TPS

Access state. The information received during the bootstrap may be modified. This process is generic and

optional. Continuous implies that the process can be repeated multiple times, but not that it is an ongoing

activity.

Logical Proxy

A logical proxy is a set of physical proxies that may share the same WSP and WTLS context (shared

session id value space). This implies that physical proxies within a logical proxy share the same WSP and

WTLS session cache. For example, the device does not have to create a new WTLS session when switching

from CSD to SMS if the target is the same logical proxy.

MMS Proxy-Relay

A server that provides access to various messaging systems. It may operate as a WAP origin server in which

case it may be able to utilize features of the WAP system.
Network Access Point

A physical access point is an interface point between the wireless network and the fixed network. It is

often a Remote Access Server, an SMSC, a USSDC, or something similar. It has an address (often a

telephone number) and an access bearer.

Origin Server

The server on which a given resource resides or is to be created. Often referred to as a web server or an

HTTP server.

Physical Proxy

A physical proxy is a specific address with proxy functionality. It can be the IP address plus port for an

IP accessible proxy, or the SME-address plus port for an SMS accessible proxy.

Privileged Configuration Context

A privileged configuration context is a special context in which it is possible to define the number of

additional configuration contexts allowed. Not all WAP service providers are, however, allowed to

bootstrap the privileged context.

Provisioned state

The state in which the ME has obtained connectivity information extending its access capabilities for

content, applications or continuous provisioning. This state is reached when the bootstrap process has

provided access to generic proxies, or the continuous provisioning process has been performed.

Provisioning document

A particular instance of an XML document encoded according to the provisioning content specification

[PROVCONT].

Proxy Navigation

An in-band mechanism to provision the device in real time as defined in [E2ESEC].

Push Proxy

A WAP Push Proxy is a gateway intended to provide push connectivity between wired and wireless

networks.

Trusted Provisioning Server

A Trusted Provisioning Server, is a source of provisioning information that can be trusted by a

Configuration Context. They are the only entities that are allowed to provision the device with static

configurations. In some cases, however, a single TPS is the only server allowed to configure the phone.

Provisioning related to a specific TPS is restricted to Configuration Contexts that are associated with this TPS.

Trusted Provisioning Server Access State

The state in which the ME has obtained a minimum set of infrastructure components that enable the ME

to establish the first communication channel(s) to WAP infrastructure, i.e. a trusted WAP proxy. This

allows continuous provisioning, but may also provide sufficient information to the ME to access any other

WAP content or application.

Trusted Proxy

The trusted (provisioning) proxy has a special position as it acts as a front-end to a trusted provisioning

server. The trusted proxy is responsible to protect the end user from malicious configuration information.
3.3. Abbreviations

	DNS
	Domain Name System

	IP 
	Internet Protocol

	ME
	Mobile Equipment

	MMS 
	Multimedia Messaging Service

	MSC 
	Mobile Switching Centre

	NAP
	Network Access Point

	OTA
	Over The Air

	PX
	Proxy

	SIM
	Subscriber Identification Module

	SIM ATK
	SIM Application Toolkit

	SMSC
	Short Message Service Centre

	TPS
	Trusted Provisioning Server

	URL
	Uniform Resource Locator

	USSDC
	Unstructured Supplementary Service Data Centre

	WAP
	Wireless Application Protocol

	WIM
	WAP Identification Module

	WSP
	WAP Session Protocol

	WTA
	Wireless Telephony Application

	WTLS
	Wireless Transport Layer Security

	WWW
	World Wide Web


4. Introduction


The purpose of this document is to provide interoperability test cases for Client Provisioning Enabler Release 1.1.

Some features in the Client Provisioning enabler may optionally be implemented in mobile devices.  The tests associated with these optional features are marked as [Optional] in the test specification. All the features that are supported will be tested if possible.

The following items on an overall level are needed to adequately test the Client Provisioning enabler:

· A Client Provisioning client to be configured.

· A Trusted Provisioning Server (TPS) connected to the Internet
· A Smart Card with provisioning content

5. Client Provisioning Interoperability Test Cases

5.1.  Mandatory Test Cases
5.1.1. Bootstrap – Initial connectivity information, OTA
	Test Case Id
	ClientProvisioning-1.1-int-001a (Test procedure a),

ClientProvisioning-1.1-int-001b (Test procedure b),

ClientProvisioning-1.1-int-001c (Test procedure c),

ClientProvisioning-1.1-int-001d (Test procedure d)

	Test Object
	Client and Server device

	Test Case Description
	Purpose of this verification is to ensure that a server and a client are able to communicate the mandatory initial connectivity information: basic transport connectivity information that includes parameters for network access points and the proxies that are to be used.

	Specification Reference
	[PROVBOOT] Chapters 4.1 and 5
[PROVUAB] Chapters 4.1 and 4.2

[PROVCONT] Chapters 4.6.8 and 4.6.15

	SCR Reference
	ProvBoot-B-C-008

ProvBoot-B-C-011

ProvUAB-UDP-C-001

ProvUAB-UDP-C-002

ProvUAB-UDP-C-003

ProvUAB-UDP-C-006

ProvUAB-UDP-C-010

ProvUAB-UDP-C-011

ProvUAB-UDP-C-012

ProvUAB-UDP-C-013
	ProvUAB-UDP-C-014

ProvUAB-UDP-C-015

ProvUAB-UEH-C-002

ProvCont-CC-C-001

ProvCont-CC-C-002

ProvCont-CC-C-004

ProvCont-CC-C-006

ProvCont-CC-C-015

ProvCont-CC-C-001

ProvBoot-BSF-C-001

ProvBoot-BSF-C-002

ProvBoot-BSF-C-003

ProvBoot-BSF-C-004

	Preconditions
	· A Client Provisioning client to be configured. The client must have at least one network bearer.
· A Client Provisioning server connected to the internet.

· The receiving end doesn’t have existing bootstrap context i.e. client is in unconfigured state.

	Test procedure
	Test procedure is splitted into four conditional procedures per authentication method. At least one of these procedures must be executed.

	Test Procedure a)
	1. Create a configuration context on the provisioning server including the parameters for NETWPIN security mechanism, the network access points and the proxies that are to be used.
2. Send the provisioning document with the configuration context from the provisioning server to a client. The server sends the document via WAP CL push with the default push port , the default application ID and the provisioning MIME-type (application/vnd.wap.connectivity-wbxml) to the client. (ProvBoot-B-C-001 and  ProvBoot-B-C-011 )
3. Select to save the configuration context on the client if necessary.
4. Check that the configuration context was received correctly.

	Test Procedure b)
	1. Create a configuration context on the provisioning server including the parameters for USERPIN security mechanism, the network access points and the proxies that are to be used.
2. Send the provisioning document with the configuration context from the provisioning server to a client. The server sends the document via WAP CL push with the default push port , the default application ID and the provisioning MIME-type (application/vnd.wap.connectivity-wbxml) to the client. (ProvBoot-B-C-001 and  ProvBoot-B-C-011 )
3. Select to save the configuration context on the client if necessary.
4. Check that the configuration context was received correctly. 

	Test Procedure c)
	1. Create a configuration context on the provisioning server including the parameters for USERNETWPIN security mechanism, the network access points and the proxies that are to be used.
2. Send the provisioning document with the configuration context from the provisioning server to a client. The server sends the document via WAP CL push with the default push port , the default application ID and the provisioning MIME-type (application/vnd.wap.connectivity-wbxml) to the client. (ProvBoot-B-C-001 and  ProvBoot-B-C-011 )
3. Select to save the configuration context on the client if necessary.
4. Check that the configuration context was received correctly.

	Test Procedure d)
	1. Create a configuration context on the provisioning server including the parameters for USERPINMAC security mechanism, the network access points and the proxies that are to be used.
2. Send the provisioning document with the configuration context from the provisioning server to a client. The server sends the document via WAP CL push with the default push port , the default application ID and the provisioning MIME-type (application/vnd.wap.connectivity-wbxml) to the client. (ProvBoot-B-C-001 and  ProvBoot-B-C-011 )
3. Select to save the configuration context on the client if necessary.
4. Check that the configuration context was received correctly.

	Pass-Criteria
	1. The client is authenticated using the network level validation by the server. 

2. The server is authenticated by the client.
3. The client is able to save the received configuration context.
4. The client received the configuration context correctly.
5. Test case is passed if all supported test procedures are passed successfully.


5.2. Optional Test Cases
5.2.1. Bootstrap – Application settings, OTA [Optional]
	Test Case Id
	ClientProvisioning-1.1-int-002

	Test Object
	Client and Server device

	Test Case Description
	Purpose of this verification is to ensure that a server and a client are able to communicate application settings (e.g. MMS).

	Specification Reference
	[PROVBOOT] Chapters 4.1 and 5
[PROVUAB] Chapters 4.1 and 4.2

[PROVCONT] Chapters 4.6.8 and 4.6.15

	SCR Reference
	ProvBoot-B-C-008

ProvBoot-B-C-011

ProvUAB-UDP-C-001

ProvUAB-UDP-C-002

ProvUAB-UDP-C-003

ProvUAB-UDP-C-006

ProvUAB-UDP-C-010

ProvUAB-UDP-C-011

ProvUAB-UDP-C-012

ProvUAB-UDP-C-013
	ProvUAB-UDP-C-014

ProvUAB-UDP-C-015

ProvUAB-UEH-C-002

ProvCont-CC-C-001

ProvCont-CC-C-002

ProvCont-CC-C-004

ProvCont-CC-C-006

ProvCont-CC-C-015

ProvCont-CC-C-001

	Preconditions
	· A Client Provisioning client to be configured. The client must have at least one network bearer.
· A Client Provisioning server connected to the internet.

· The receiving end doesn’t have existing bootstrap context.

	Test Procedure
	1. Create a particular configuration context on the provisioning server including application settings (e.g. MMS).
2. Send the provisioning document from the provisioning server to a client. 
3. Select to save the configuration context on the client if necessary.
4. Check that the configuration context was received correctly.

	Pass-Criteria
	1. The client is authenticated using the network level validation by the server. 
2. The server is authenticated by the client.
3. The client is able to save the received configuration context.
4. The client received the configuration context correctly.


5.2.2. Bootstrap – Multiple application settings in one configuration context, OTA [Optional]
	Test Case Id
	ClientProvisioning-1.1-int-003

	Test Object
	Client and Server device

	Test Case Description
	Purpose of this verification is to ensure that a server and a client are able to communicate multiple (2+) application settings (e.g. MMS, Email, DM, DS, WV) inside one configuration context.

	Specification Reference
	[PROVBOOT] Chapters 4.1 and 5
[PROVUAB] Chapters 4.1 and 4.2

[PROVCONT] Chapters 4.6.8 and 4.6.15

	SCR Reference
	ProvBoot-B-C-008

ProvBoot-B-C-011

ProvUAB-UDP-C-001

ProvUAB-UDP-C-002

ProvUAB-UDP-C-003

ProvUAB-UDP-C-006

ProvUAB-UDP-C-010

ProvUAB-UDP-C-011

ProvUAB-UDP-C-012

ProvUAB-UDP-C-013
	ProvUAB-UDP-C-014

ProvUAB-UDP-C-015

ProvUAB-UEH-C-002

ProvCont-CC-C-001

ProvCont-CC-C-002

ProvCont-CC-C-004

ProvCont-CC-C-006

ProvCont-CC-C-015

ProvCont-CC-C-001

	Preconditions
	· A Client Provisioning client to be configured. The client must have at least one network bearer.
· A Client Provisioning server connected to the internet.

· The receiving end doesn’t have existing bootstrap context.

	Test Procedure
	1. Create a configuration context on the provisioning server including multiple application settings (e.g. MMS, Email, DM, DS).
2. Send the provisioning document from the provisioning server to a client. 
3. Select to save the configuration context on the client if necessary.
4. Check that the configuration context was received correctly.

	Pass-Criteria
	1. The client is authenticated using the network level validation by the server. 
2. The server is authenticated by the client.
3. The client is able to save the received configuration context.
4. The client received the configuration context correctly.


5.2.3. Bootstrap – Multiple configuration contexts, OTA [Optional]
	Test Case Id
	ClientProvisioning-1.1-int-004

	Test Object
	Client and Server device

	Test Case Description
	Purpose of this verification is to ensure that a server and a client are able to communicate multiple configuration contexts.

	Specification Reference
	[PROVBOOT] Chapters 4.1 and 5
[PROVUAB] Chapters 4.1, 4.2 and 8

[PROVCONT] Chapters 4.6.8 and 4.6.15

	SCR Reference
	ProvBoot-B-C-007

ProvBoot-B-C-008

ProvBoot-B-C-009

ProvBoot-B-C-010

ProvBoot-B-C-011

ProvUAB-UDP-C-001

ProvUAB-UDP-C-002

ProvUAB-UDP-C-003

ProvUAB-UDP-C-006

ProvUAB-UDP-C-010

ProvUAB-UDP-C-011
	ProvUAB-UDP-C-012

ProvUAB-UDP-C-013

ProvUAB-UDP-C-014

ProvUAB-UDP-C-015

ProvUAB-UEH-C-002

ProvCont-CC-C-001

ProvCont-CC-C-002

ProvCont-CC-C-004

ProvCont-CC-C-006

ProvCont-CC-C-015

ProvCont-CC-C-001

	Preconditions
	· A Client Provisioning client to be configured. The client must have at least one network bearer.
· A Client Provisioning server connected to the internet.

· The receiving end doesn’t have existing bootstrap context.

	Test Procedure
	1. Create a configuration context on the provisioning server including application settings (e.g. MMS).
2. Send the provisioning document from the provisioning server to a client. 
3. Select to save the configuration context on the client if necessary.
4. Check that the configuration context was received correctly.
5. Create another configuration context on the provisioning server including different application settings than in the first phase (e.g. Email).
6. Send the provisioning document from the provisioning server to a client.
7. Select to save the configuration context on the client if necessary.
8. Check that the second configuration context was received correctly.

	Pass-Criteria
	1. The client is authenticated using the network level validation by the server. 
2. The server is authenticated by the client.
3. The client is able to save the received configuration context.
4. The client received the configuration context correctly.


5.2.4. Privileged configuration context, OTA [Optional]

	Test Case Id
	ClientProvisioning-1.1-int-005

	Test Object
	Client and Server device

	Test Case Description
	Purpose of this verification is to ensure that a client is able to support privileged configuration context.

	Specification Reference
	[PROVBOOT] Chapters 5
[PROVUAB] Chapters 4.1, 4.2 and 8 

[PROVCONT] Chapters 4.6.8 and 4.6.15

	SCR Reference
	ProvBoot-B-C-008

ProvBoot-B-C-011

ProvBoot-BGSM-C-014

ProvBoot-BCDMA-C-006

ProvBoot-BTDMA-C-005

ProvUAB-UCM-C-001

ProvUAB-UDP-C-001

ProvUAB-UDP-C-002

ProvUAB-UDP-C-003

ProvUAB-UDP-C-006

ProvUAB-UDP-C-010

ProvUAB-UDP-C-011
	ProvUAB-UDP-C-012

ProvUAB-UDP-C-013

ProvUAB-UDP-C-014

ProvUAB-UDP-C-015

ProvUAB-UEH-C-002

ProvCont-CC-C-001

ProvCont-CC-C-002

ProvCont-CC-C-004

ProvCont-CC-C-006

ProvCont-CC-C-015

ProvCont-CC-C-001

	Preconditions
	· A Client Provisioning client to be configured. The client must have at least one network bearer.
· A Client Provisioning server connected to the Internet.

· The receiving end doesn’t have an existing configuration context.

	Test Procedure
	1. Create a provisioning document on the provisioning server that allows only the privileged configuration context including the parameters for the network access points, the bearer, and the proxies. 
2. Send the provisioning document to the client. 
3. On the client, select to save the configuration context sent from the provisioning server if necessary.
4. Check that the privileged content cannot be modified on the client. (Note: However the user MAY make additions to the privileged context, for example userID and password, and the user can modify this information that has been defined by the user.)
5. Check that the configuration context was received correctly.
6. Create another configuration context on the server.

7. Send the provisioning document to the client.
8. The client discards the new configuration context

	Pass-Criteria
	1. The client is authenticated using the network level validation by the server.
2. The server is authenticated by the client.
3. The client is able to save the received configuration contexts .
4. The client received the configuration contexts correctly.
5. The client user is only able to modify the content that is defined by the user, or limited parameters that are specially allowed the end user to modify. 
6. The client prohibits of creation of another configuration context.


5.2.5. Bootstrap, Smart Card [Optional]
	Test Case Id
	ClientProvisioning-1.1-int-006

	Test Object
	Client and Server device

	Test Case Description
	Purpose of this verification is to ensure that the client can use of the connectivity and application information that is pre-stored within smart card.

	Specification Reference
	[PROVBOOT] Chapters 4
[PROVUAB] Chapter 5.1
[PROVSC] Chapters 5.1

[PROVCONT] Chapters 4.6.8 and 4.6.15

	SCR Reference
	PROVSC-ICC-001

PROVSC-C-001

ProvBoot-B-C-001

ProvBoot-B-C-008

ProvCont-CC-C-001
	ProvCont-CC-C-002

ProvCont-CC-C-004

ProvCont-CC-C-006

ProvCont-CC-C-015

ProvCont-CC-C-001

	Preconditions
	· A Client Provisioning client to be configured
· A smart card with provisioning content
· The Client Provisioning client doesn’t have existing bootstrap context.

	Test Procedure
	1. Insert a smart card to the mobile terminal.    
2. Select to configure the terminal from the Smart Card if necessary.
3. On the client, select to save the configuration context read from the Smart Card if necessary.
4. Check that the connectivity information is saved in the client.
5. Check that the client can use the configuration context correctly.

	Pass-Criteria
	1. The client is able to save the bootstrap configuration correctly from the smart card.
2. The client received the configuration context correctly.


5.2.6. Modification of a configuration context, Smart Card [Optional]
	Test Case Id
	ClientProvisioning-1.1-int-007

	Test Object
	Client and Smart Card

	Test Case Description
	Purpose of this verification is to ensure that the client can modify connectivity and the application information that is pre-stored within smart card in Config1 and Config2 files.

	Specification Reference
	[PROVBOOT] Chapters 4
[PROVUAB] Chapter 5.1
[PROVSC] Chapters 5.1

[PROVCONT] Chapters 4.6.8 and 4.6.15

	SCR Reference
	PROVSC-ICC-001

PROVSC-C-001

PROVSC-WIM-103

PROVSC-WIM-104

PROVSC-WIM-105

PROVSC-WIM-106

PROVSC-SIM-105

PROVSC-SIM-106

PROVSC-SIM-107

PROVSC-SIM-108

PROVSC-UICC-106
	PROVSC-UICC-107

PROVSC-UICC-108

PROVSC-UICC-109

ProvBoot-B-C-001

ProvBoot-B-C-008

ProvCont-CC-C-001

ProvCont-CC-C-002

ProvCont-CC-C-004

ProvCont-CC-C-006

ProvCont-CC-C-015

ProvCont-CC-C-001

	Preconditions
	· A Client Provisioning client to be configured.
· A smart card with provisioning content
· The Client Provisioning client has existing context already.

	Test Procedure
	1. Check that the smart card has connectivity and the application information (e.g. MMS settings, GPRS settings) in Config1 and Config2 files.
2. Select on the client to read the connectivity and the application information stored in Config1 file. 
3. Modify one of the connectivity parameters (e.g. Authentication ID, password) in the Config1 file by entering the correct enabled PIN.
4. Check that the client can use the configuration context in the Config1 file correctly.
5. Select on the client to read the connectivity and the application information stored in Config2 file.
6. Modify one of the connectivity parameters (e.g. Authentication ID, password) in the Config2 file.
7. Check that the client can use the configuration context in the Config2 file correctly.

	Pass-Criteria
	1. The client is able to read the connectivity and the application information stored in Config1 and Config2 files correctly.
2. The client can edit connectivity parameters stored in Config1 and Config2 files on the smart card.
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