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1 Reason for Change

During Test Fest #22 some issues were found and a Problem Report has been submitted against OMA DM v1.2:

	Problem Report Number 
	0050

	State 
	NEW

	Resolution 
	No Resolution Given

	Raised 
	2008-02-01 18:24GMT

	DM Version 
	DM 1.2

	Test Document 
	OMA-ETS-DM-V1_2-20070717-C

	Location in Spec 
	PROVSC §5.1 (from CP 1.1) 

	Problem Description 
	Incomplete preconditions in Test Case DeviceManagement-v1.2-int-015 
create misleading results

	Problem Statement 
	According to the specifications, the bootstrap information (e.g. w7 AC) 
can be stored in any provisioning file (EF_Bootstrap, EF_Config1 and 
EF_Config2). Also, the device must be able to bootstrap from any/all of 
those files. 

DeviceManagement-v1.2-int-015 does not define which provisioning file 
must be used, and this leads to multiple possible scenarios. Because of 
this Test Case should be modified to specify several clear 
preconditions for the smartcard (i.e. EF_bootstrap=w7 AC and 
EF_config1=emtpy, ...) 

The test procedure should contemplate that test is successful only when 
the provisioning data can successfully bootstrap the device regardless 
of the provisioning file used.

	Keywords 
	Bootstrap, smartcard, CP Profile, Config1, Config2

	Severity 
	1


The above problem can be solved applying several changes:

· Change #1:
Bug fix to include a missing specification (i.e. PROVSC) into the Normative References.

· Change #2:
Bug fix to correct a reference and the preconditions of Test Case DeviceManagement-v1.2-int-015.

· Change #3 – change #7:
New Test Cases to complement missing preconditions of Test Case DeviceManagement-v1.2-int-015.

· Change #8:
Bug fix to the description and preconditions of Test Case DeviceManagement-v1.2-int-016.

· Change #9:
New Test Case to complement DeviceManagement-v1.2-int-016 and avoid potentially harmful interactions between CP Profile and DM Profile.

· Change #10:
New Test Case to complement DeviceManagement-v1.2-int-016 and avoid potentially harmful interactions between CP Profile and DM Profile when a priority is given to the DM Profile.

· Change #11:
New Test Case to complement DeviceManagement-v1.2-int-016 and avoid potentially harmful interactions between CP Profile and DM Profile when a priority is given to the CP Profile.

· Change #12:
Bug fix to clarify context and preconditions for Test Case DeviceManagement-v 1.2-int-017: Removal of Smart Card with DM Profile data.

· Change #13:
New Test Case to complement DeviceManagement-v 1.2-int-017: Removal of Smart Card with CP Profile data.
· Change #14:
Patch to the DM Bootstrap Client SCR table in order to introduce new Test Cases.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

Latest ETS for CP v1.1

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to IOP MEC to apply the proposed changes into the latest ETS for OMA DM v1.2.

6 Detailed Change Proposal

Change 1:  Bug fix on section 2.1 (introduction of a missing specification)

2.1  Normative References

	[ERELD] 
	”Enabler Release Definition for Device Management”, Open Mobile Alliance(, ERELD-DM-V1_2. URL:http:www.openmobilealliance.org

	[DMPRO] 
	“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Protocol-V1_2. URL:http://www.openmobilealliance.org

	[DMREPU]
	“OMA Device Management Representation Protocol, Version 1.2”. 
Open Mobile Alliance(. OMA-TS-DM-RepPro-V1_2. URL:http://www.openmobilealliance.org

	[DMSEC] 
	“OMA Device Management Security, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Security-V1_2. URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-TND-V1_2. URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-StdObj-V1_2. URL:http://www.openmobilealliance.org

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Bootstrap-V1_2. URL:http://www.openmobilealliance.org

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-Notification-V1_2. URL:http://www.openmobilealliance.org

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-TNDS-V1_2. URL:http://www.openmobilealliance.org

	[ELREDSC] 
	“Enabler Release Definition for SyncML Common Specifications, version 1.2”. Open Mobile Alliance(. OMA-ERELD-SyncML-Common-V1_2_0. URL:http://www.openmobilealliance.org

	[PROVSC]
	“Provisioning Smartcard, Candidate Version 1.1”. Open Mobile Alliance(. OMA-WAP-TS-ProvSC-V1_1.
URL:http://www.openmobilealliance.org

	[REPPRO]
	“SyncML Representation Protocol”, Open Mobile Alliance(, OMA-SyncML-RepPro-V1_2, URL:http://www.openmobilealliance.org

	[SAN]
	“SyncML Server Alerted Notification”, Open Mobile Alliance(, OMA-SyncML-SAN-V1_2, URL:http://www.openmobilealliance.org

	[SYNCHTTP]
	“SyncML HTTP Binding Specification”, Open Mobile AllianceTM, OMA-SyncML-HTTPBinding- V1_2_0, URL:http://www.openmobilealliance.org

	[SYNCMETA]
	“SyncML Meta Information, version 1.2”. Open Mobile Alliance(. 
OMA-SyncML-MetaInfo- V1_2_0 URL:http://www.openmobilealliance.org

	[SYNCOBEX]
	“SyncML OBEX Binding Specification”, Open Mobile AllianceTM, OMA-SyncML-OBEXBinding- V1_2_0, URL:http://www.openmobilealliance.org

	[SYNCWSP]
	“SyncML WSP Binding Specification”, Open Mobile AllianceTM ,   OMA-SyncML-WSPBinding- V1_2_0, URL:http://www.openmobilealliance.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Open Mobile Alliance(, 
OMA-IOP-Process-V1_4, URL:http//www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt


Change 2:  Bug fix to correct a reference and clarify the preconditions for Test Case DeviceManagement-v1.2-int-015.

7.15   DeviceManagement-v1.2-int-015

	Test Case Id
	 DeviceManagement-v1.2-int-015

	Test Object
	 Client and Smart Card device

	Test Case Description
	Purpose of this test is to check that a Device Management client supports bootstrap from the Smart Card using the Client Provisioning profile and EF_Bootstrap

	Specification Reference
	 [DMBOOT] Section 5.3

 [PROVSC]

	SCR Reference
	 DM-BOOT-C-001

 DM-BOOT-C-003

 DM-BOOT-C-004

 DM-BOOT-C-005

 DM-BOOT-C-006

 DM-BOOT-C-008

 DM-BOOT-C-009

	Preconditions
	· A DM client to be configured supporting Client Provisioning Profile.

· A Smart Card with bootstrap information containing a w7 APPLICATION characteristic (Reference content stored in the Smart Card: CP_Prov_doc_1.xml) in EF_Bootstrap. Provisioning files EF_Config1 and EF_Config2 are not present. No DM Profile files (e.g. EF_DM_Bootstrap) are present in the Smart Card.

	Test Procedure
	1. Insert a smart card in the handset. 
2. Select to configure the terminal from the Smart Card if necessary.
3. On the client, select to save the information read from the Smart Card on the client if necessary.
4. Check that the bootstrap information is saved in the client.

5. Check that the client can use the bootstrap information

	Pass-criteria
	1. The client is able to read the bootstrap configuration correctly from the smart card.

2. The bootstrap information contained in the w7 application characteristic is correctly mapped into the DM tree

3. DM client is able to successfully establish a DM session with the DM server indicated in the bootstrap message


Change 3:  Additional Test Case to complete missing preconditions in DeviceManagement-v1.2-int-015 (in this case EF Config1)

7.xx  DeviceManagement-v1.2-int-015a

	Test Case Id
	 DeviceManagement-v1.2-int-015a

	Test Object
	 Client and Smart Card device

	Test Case Description
	Purpose of this test is to check that a Device Management client supports bootstrap from the Smart Card using the Client Provisioning profile and EF_Config1

	Specification Reference
	 [DMBOOT] Section 5.3

 [PROVSC]

	SCR Reference
	 DM-BOOT-C-001

 DM-BOOT-C-003

 DM-BOOT-C-004

 DM-BOOT-C-005

 DM-BOOT-C-006

 DM-BOOT-C-008

 DM-BOOT-C-009

	Preconditions
	· A DM client to be configured supporting Client Provisioning Profile.

· A Smart Card with bootstrap information containing a w7 APPLICATION characteristic (Reference content stored in the Smart Card: CP_Prov_doc_1.xml) in EF_Config1. Provisioning files EF_Bootstrap and EF_Config2 are not present. No DM Profile files (e.g. EF_DM_Bootstrap) are present in the Smart Card.

	Test Procedure
	1. Insert a smart card in the handset. 
2. Select to configure the terminal from the Smart Card if necessary.
3. On the client, select to save the information read from the Smart Card on the client if necessary.
4. Check that the bootstrap information is saved in the client.

5. Check that the client can use the bootstrap information

	Pass-criteria
	1. The client is able to read the bootstrap configuration correctly from the smart card.

2. The bootstrap information contained in the w7 application characteristic is correctly mapped into the DM tree

3. DM client is able to successfully establish a DM session with the DM server indicated in the bootstrap message


Change 4:  Additional Test Case to complete missing preconditions in DeviceManagement-v1.2-int-015 (in this case EF Config2)

7.xx  DeviceManagement-v1.2-int-015b

	Test Case Id
	 DeviceManagement-v1.2-int-015b

	Test Object
	 Client and Smart Card device

	Test Case Description
	Purpose of this test is to check that a Device Management client supports bootstrap from the Smart Card using the Client Provisioning profile and EF_Config2

	Specification Reference
	 [DMBOOT] Section 5.3

 [PROVSC]

	SCR Reference
	 DM-BOOT-C-001

 DM-BOOT-C-003

 DM-BOOT-C-004

 DM-BOOT-C-005

 DM-BOOT-C-006

 DM-BOOT-C-008

 DM-BOOT-C-009

	Preconditions
	· A DM client to be configured supporting Client Provisioning Profile.

· A Smart Card with bootstrap information containing a w7 APPLICATION characteristic (Reference content stored in the Smart Card: CP_Prov_doc_1.xml) in EF_Config2. Provisioning files EF_Bootstrap and EF_Config1 are not present. No DM Profile files (e.g. EF_DM_Bootstrap) are present in the Smart Card.

	Test Procedure
	1. Insert a smart card in the handset. 
2. Select to configure the terminal from the Smart Card if necessary.
3. On the client, select to save the information read from the Smart Card on the client if necessary.
4. Check that the bootstrap information is saved in the client.

5. Check that the client can use the bootstrap information

	Pass-criteria
	1. The client is able to read the bootstrap configuration correctly from the smart card.

2. The bootstrap information contained in the w7 application characteristic is correctly mapped into the DM tree

3. DM client is able to successfully establish a DM session with the DM server indicated in the bootstrap message


Change 5:  Additional Test Case to complement preconditions for DeviceManagement-v1.2-int-015 (EF Bootstrap and EF Config1 and Config2 are present but only EF Bootstrap contains w7)

7.xx  DeviceManagement-v1.2-int-015c

	Test Case Id
	 DeviceManagement-v1.2-int-015c

	Test Object
	 Client and Smart Card device

	Test Case Description
	Purpose of this test is to check that a Device Management client supports bootstrap from the Smart Card using the Client Provisioning profile when only one of the provisioning files (i.e. EF_Bootstrap) contains w7 APPLICATION characteristic.

	Specification Reference
	 [DMBOOT] Section 5.3

 [PROVSC]

	SCR Reference
	 DM-BOOT-C-001

 DM-BOOT-C-003

 DM-BOOT-C-004

 DM-BOOT-C-005

 DM-BOOT-C-006

 DM-BOOT-C-008

 DM-BOOT-C-009

	Preconditions
	· A DM client to be configured supporting Client Provisioning Profile.

· A Smart Card with bootstrap information containing a w7 APPLICATION characteristic (Reference content stored in the Smart Card: CP_Prov_doc_1.xml) in EF_Bootstrap. EF_Config1 and EF_Config2 are both empty. No DM Profile files (e.g. EF_DM_Bootstrap) are present in the Smart Card.

	Test Procedure
	1. Insert a smart card in the handset. 
2. Select to configure the terminal from the Smart Card if necessary.
3. On the client, select to save the information read from the Smart Card on the client if necessary.
4. Check that the bootstrap information is saved in the client.

5. Check that the client can use the bootstrap information

	Pass-criteria
	1. The client is able to read the bootstrap configuration correctly from the smart card.

2. The bootstrap information contained in the w7 application characteristic is correctly mapped into the DM tree

3. DM client is able to successfully establish a DM session with the DM server indicated in the bootstrap message.


Change 6:  Additional Test Case to complement preconditions for DeviceManagement-v1.2-int-015 (EF Bootstrap and EF Config1 and Config2 are present but only EF Config1 contains w7)

7.xx  DeviceManagement-v1.2-int-015d

	Test Case Id
	 DeviceManagement-v1.2-int-015d

	Test Object
	 Client and Smart Card device

	Test Case Description
	Purpose of this test is to check that a Device Management client supports bootstrap from the Smart Card using the Client Provisioning profile when only one of the provisioning files (i.e. EF_Config1) contains w7 APPLICATION characteristic.

	Specification Reference
	 [DMBOOT] Section 5.3

 [PROVSC]

	SCR Reference
	 DM-BOOT-C-001

 DM-BOOT-C-003

 DM-BOOT-C-004

 DM-BOOT-C-005

 DM-BOOT-C-006

 DM-BOOT-C-008

 DM-BOOT-C-009

	Preconditions
	· A DM client to be configured supporting Client Provisioning Profile.

· A Smart Card with bootstrap information containing a w7 APPLICATION characteristic (Reference content stored in the Smart Card: CP_Prov_doc_1.xml) in EF_Config1. EF_Bootstrap and EF_Config2 are both empty. No DM Profile files (e.g. EF_DM_Bootstrap) are present in the Smart Card.

	Test Procedure
	1. Insert a smart card in the handset. 
2. Select to configure the terminal from the Smart Card if necessary.
3. On the client, select to save the information read from the Smart Card on the client if necessary.
4. Check that the bootstrap information is saved in the client.

5. Check that the client can use the bootstrap information

	Pass-criteria
	1. The client is able to read the bootstrap configuration correctly from the smart card.
2. The bootstrap information contained in the w7 application characteristic is correctly mapped into the DM tree
3. DM client is able to successfully establish a DM session with the DM server indicated in the bootstrap message.


Change 7:  Additional Test Case to complement preconditions for DeviceManagement-v1.2-int-015 (EF Bootstrap and EF Config1 and Config2 are present but only EF Config2 contains w7)

7.xx  DeviceManagement-v1.2-int-015e

	Test Case Id
	 DeviceManagement-v1.2-int-015e

	Test Object
	 Client and Smart Card device

	Test Case Description
	Purpose of this test is to check that a Device Management client supports bootstrap from the Smart Card using the Client Provisioning profile when only one of the provisioning files (i.e. EF_Config2) contains w7 APPLICATION characteristic.

	Specification Reference
	 [DMBOOT] Section 5.3

 [PROVSC]

	SCR Reference
	 DM-BOOT-C-001

 DM-BOOT-C-003

 DM-BOOT-C-004

 DM-BOOT-C-005

 DM-BOOT-C-006

 DM-BOOT-C-008

 DM-BOOT-C-009

	Preconditions
	· A DM client to be configured supporting Client Provisioning Profile.

· A Smart Card with bootstrap information containing a w7 APPLICATION characteristic (Reference content stored in the Smart Card: CP_Prov_doc_1.xml) in EF_Config2. EF_Bootstrap and EF_Config1 are both empty. No DM Profile files (e.g. EF_DM_Bootstrap) are present in the Smart Card.

	Test Procedure
	1. Insert a smart card in the handset. 
2. Select to configure the terminal from the Smart Card if necessary.
3. On the client, select to save the information read from the Smart Card on the client if necessary.
4. Check that the bootstrap information is saved in the client.
5. Check that the client can use the bootstrap information

	Pass-criteria
	1. The client is able to read the bootstrap configuration correctly from the smart card.
2. The bootstrap information contained in the w7 application characteristic is correctly mapped into the DM tree
3. DM client is able to successfully establish a DM session with the DM server indicated in the bootstrap message.


Change 8:  Bug fix to the description and preconditions of Test Case DeviceManagement-v1.2-int-016.

7.16  DeviceManagement-v1.2-int-016

	Test Case Id
	DeviceManagement-v1.2-int-016

	Test Object
	Client and Smart Card device

	Test Case Description
	 Purpose of this test is to check that a Device Management client supports bootstrap from a Smart Card using the Device Management Profile and WBXML encoded TNDS objects for the bootstrap information

	Specification Reference
	 [DMBOOT] Section 5.4

 [DMBOOT] Appendix D

	SCR Reference
	 DM-BOOT-C-002

 DM-BOOT-C-006

 DM-BOOT-C-007

 DM-BOOT-C-008

 DM-BOOT-C-009

DM-BOOT-C-010

	Preconditions
	· A DM client to be configured supporting the DM profile.

· A Smart Card with DM bootstrap information (DM Account and Connectivity Information) contained in WBXML encoded TNDS  object (Reference content stored in the Smart Card: TNDS.xml). No CP Profile files (e.g. EF_Bootstrap, EF_Config1, EF_Config2) are present in the Smart Card.

	Test Procedure
	1. Insert a smart card in the handset. 

2. Check that the bootstrap information is saved in the client.

3. Check that the client can use the bootstrap information

	Pass-criteria
	1. The client is able to read the bootstrap configuration correctly from the smart card.

2. The bootstrap information contained is correctly mapped to the DM tree

3. The device is correctly configured according to bootstrap information from the smart card

4. DM client is able to successfully establish a DM session with the DM server indicated in the bootstrap message


Change 9:  Additional Test Case to verify that no harmful interaction occurs when a device implementing only the DM Profile reads a smartcard personalized with 2 profiles (i.e. CP and DM). This case is a complement to DeviceManagement-v1.2-int-016.

7.xx  DeviceManagement-v1.2-int-016a

	Test Case Id
	DeviceManagement-v1.2-int-016a

	Test Object
	Client and Smart Card device

	Test Case Description
	 Purpose of this test is to check that a Device Management client supports bootstrap from a Smart Card using the Device Management Profile and WBXML encoded TNDS objects for the bootstrap information. The Smart Card must be personalized with bootstrap information for Device Management Profile and Client Provisioning Profile.

	Specification Reference
	· For DM Profile:

 [DMBOOT] Section 5.4

 [DMBOOT] Appendix D
· For CP Profile:
 [DMBOOT] Section 5.3

 [PROVSC]

	SCR Reference
	 DM-BOOT-C-002

 DM-BOOT-C-006

 DM-BOOT-C-007

 DM-BOOT-C-008

 DM-BOOT-C-009

DM-BOOT-C-010

	Preconditions
	· A DM client to be configured supporting the DM profile.

· A Smart Card personalized with:
· DM bootstrap information (DM Account and Connectivity Information) contained in WBXML encoded TNDS object (Reference content stored in the Smart Card: TNDS.xml)
· CP bootstrap information (w7 APPLICATION characteristic) contained in EF_Bootstrap (Reference content stored in the Smart Card: CP_Prov_doc_1.xml). EF_Config1 and EF_Config2 must be empty.

	Test Procedure
	1. Insert a smart card in the handset. 
2. Check that the bootstrap information is saved in the client.
3. Check that the client can use the bootstrap information

	Pass-criteria
	1. The client is able to read the bootstrap configuration correctly from the smart card.
2. The bootstrap information contained is correctly mapped to the DM tree
3. The device is correctly configured according to bootstrap information from the DM Profile in the smart card
4. DM client is able to successfully establish a DM session with the DM server indicated in the bootstrap message


Change 10:  Additional Test Case to verify that no harmful interaction occurs when a device implementing the DM Profile and the CP Profile, reads a smartcard personalized with 2 profiles (i.e. CP and DM; with DM Profile set as priority). This case is a complement to DeviceManagement-v1.2-int-016. It is also addressing the CR agreed by OMA DM: OMA-DM-2007-0157R01-CR_sc_profile_selection_mechanism.

7.xx  DeviceManagement-v1.2-int-016b
	Test Case Id
	DeviceManagement-v1.2-int-016b

	Test Object
	Client and Smart Card device (DM Profile priority)

	Test Case Description
	 Purpose of this test is to check that a Device Management client supports bootstrap from a Smart Card using either the Device Management Profile and WBXML encoded TNDS objects for the bootstrap information; either the Client Provisioning Profile and w7 APPLICATION characteristic.

	Specification Reference
	· For DM Profile:

 [DMBOOT] Section 5.4

 [DMBOOT] Appendix D
· For CP Profile:
 [DMBOOT] Section 5.3

 [PROVSC]

	SCR Reference
	 DM-BOOT-C-001

 DM-BOOT-C-002

 DM-BOOT-C-003

 DM-BOOT-C-004

 DM-BOOT-C-005

 DM-BOOT-C-006

 DM-BOOT-C-007

 DM-BOOT-C-008

 DM-BOOT-C-009

 DM-BOOT-C-010

	Preconditions
	· A DM client to be configured supporting the DM profile and the CP Profile.

· A Smart Card personalized with:
· DM bootstrap information (DM Account and Connectivity Information) contained in WBXML encoded TNDS object (Reference content stored in the Smart Card: TNDS.xml)
· CP bootstrap information (w7 APPLICATION characteristic) contained in EF_Bootstrap (Reference content stored in the Smart Card: CP_Prov_doc_1.xml). EF_Config1 and EF_Config2 must be empty.
· DM Account and w7 APPLICATION must have some minor difference in order to determine which one has effectively used by the client.
· DM bootstrap information is given priority in the EF_ODF.

	Test Procedure
	1. Insert a smart card in the handset. 
2. Check that the bootstrap information is saved in the client.
3. Check that the client can use the bootstrap information

	Pass-criteria
	1. The client is able to read the bootstrap configuration correctly from the smart card.
2. The bootstrap information contained is correctly mapped to the DM tree
3. The device is correctly configured according to bootstrap information from the DM Profile in the smart card
4. DM client is able to successfully establish a DM session with the DM server indicated in the DM bootstrap message


Change 11:  Additional Test Case to verify that no harmful interaction occurs when a device implementing the DM Profile and the CP Profile, reads a smartcard personalized with 2 profiles (i.e. CP and DM; with CP Profile set as priority). This case is a complement to DeviceManagement-v1.2-int-016. It is also addressing the CR agreed by OMA DM: OMA-DM-2007-0157R01-CR_sc_profile_selection_mechanism.

7.xx  DeviceManagement-v1.2-int-016c

	Test Case Id
	DeviceManagement-v1.2-int-016c

	Test Object
	Client and Smart Card device (CP Profile priority)

	Test Case Description
	 Purpose of this test is to check that a Device Management client supports bootstrap from a Smart Card using either the Device Management Profile and WBXML encoded TNDS objects for the bootstrap information; either the Client Provisioning Profile and w7 APPLICATION characteristic.

	Specification Reference
	· For DM Profile:

 [DMBOOT] Section 5.4

 [DMBOOT] Appendix D

· For CP Profile:

 [DMBOOT] Section 5.3

 [PROVSC]

	SCR Reference
	 DM-BOOT-C-001

 DM-BOOT-C-002

 DM-BOOT-C-003

 DM-BOOT-C-004

 DM-BOOT-C-005

 DM-BOOT-C-006

 DM-BOOT-C-007

 DM-BOOT-C-008

 DM-BOOT-C-009

 DM-BOOT-C-010

	Preconditions
	· A DM client to be configured supporting the DM profile and the CP Profile.

· A Smart Card personalized with:
· DM bootstrap information (DM Account and Connectivity Information) contained in WBXML encoded TNDS object (Reference content stored in the Smart Card: TNDS.xml)
· CP bootstrap information (w7 APPLICATION characteristic) contained in EF_Bootstrap (Reference content stored in the Smart Card: CP_Prov_doc_1.xml). EF_Config1 and EF_Config2 must be empty.
· DM Account and w7 APPLICATION must have some minor difference in order to determine which one has effectively used by the client.
· CP bootstrap information is given priority in the EF_ODF.

	Test Procedure
	1. Insert a smart card in the handset. 
2. Check that the bootstrap information is saved in the client.
3. Check that the client can use the bootstrap information

	Pass-criteria
	1. The client is able to read the bootstrap configuration correctly from the smart card.
2. The bootstrap information contained is correctly mapped to the DM tree
3. The device is correctly configured according to bootstrap information from the CP Profile in the smart card
4. DM client is able to successfully establish a DM session with the DM server indicated in the CP bootstrap information


Change 12:  Bug fix to clarify context and preconditions for Test Case DeviceManagement-v1.2-int-017. Test Case will target only the DM Profile case.
NOTE: A CP Profile case is needed as suggested by the “specification reference” removed.

7.17  DeviceManagement-v 1.2-int-017

	Test Case Id
	 DeviceManagement-v 1.2-int-017

	Test Object
	 Client and Smart Card removal from device (DM Profile)

	Test Case Description
	Purpose of this test is to check that a Client removes from the DM tree the account information for a DM Server previously bootstrapped from the Smart Card when that information is no longer present in the Smart Card

	Specification Reference
	 [DMBOOT] Section 5.4.6.

	SCR Reference
	DM-BOOT-C-002 
DM-BOOT-C-006

 DM-BOOT-C-007

 DM-BOOT-C-008

 DM-BOOT-C-009
 DM-BOOT-C-010

	Preconditions
	· A DM client supporting bootstrap from the Smart Card using the Device Management profile.
· Two Smart Cards containing only DM bootstrap information:
· Smart Card A:
DM Account and Connectivity Information contained in WBXML encoded TNDS object (Reference content: TNDS.xml)

· Smart Card B:
DM Account and Connectivity Information contained in WBXML encoded TNDS object (Reference content: A small but identifiable variation of TNDS.xml)

	Test Procedure
	6. Introduce Smart Card A in the device
7. Verify that the DM client is provisioned with the corresponding account information contained in Smart Card A
8. Remove Smart Card A from the terminal. 

9. Introduce Smart Card B (with different bootstrap information) in the device

	Pass-criteria
	The DM client should remove from the DM management tree the account  information corresponding to the DM server bootstrapped from Smart Card A


Change 13:  Additional Test Case to verify the removal of bootstrap data for the CP Profile case. This case is a complement to DeviceManagement-v1.2-int-017.

7.xx  DeviceManagement-v 1.2-int-017a

	Test Case Id
	 DeviceManagement-v 1.2-int-017a

	Test Object
	 Client and Smart Card removal from device (CP Profile)

	Test Case Description
	Purpose of this test is to check that a Client removes from the DM tree the account information for a DM Server previously bootstrapped from the Smart Card when that information is no longer present in the Smart Card

	Specification Reference
	 [DMBOOT] Section 5.3.5.1

	SCR Reference
	 DM-BOOT-C-001
 DM-BOOT-C-003

 DM-BOOT-C-004
 DM-BOOT-C-005

 DM-BOOT-C-006

 DM-BOOT-C-008

 DM-BOOT-C-009

	Preconditions
	· A DM client supporting bootstrap from the Smart Card using the Client Provisioning profile.

· Two Smart Cards containing only CP bootstrap information:
· Smart Card A:
w7 APPLICATION characteristic in EF_Bootstrap (Reference content: CP_Prov_doc_1.xml). 

· Smart Card B:
w7 APPLICATION characteristic in EF_Bootstrap (Reference content: A small but identifiable variation of CP_Prov_doc_1.xml).
· In both Smart Cards, EF_Config1 and EF_Config2 must be empty.

	Test Procedure
	1. Introduce a Smart Card A containing bootstrap information in the device
2. Verify that the DM client is provisioned with the corresponding account information contained in the Smart Card A
3. Remove the Smart Card A from the terminal. 
4. Introduce Smart Card B (with different bootstrap information) in the terminal

	Pass-criteria
	The DM client should remove from the DM management tree the account information corresponding to the DM server bootstrapped from Smart Card A


Change 14:  Addition of all new Test Cases into the SCR tables for the DM Bootstrap Client in Appendix F.1

	DM Bootstrap Client
	
	

	
	

	Item
	Function
	Test Case

	DM-BOOT-C-001
	Support for OMA Client Provisioning Profile
	DeviceManagement-v1.2-int-014

DeviceManagement-v1.2-int-015
DeviceManagement-v1.2-int-015a

DeviceManagement-v1.2-int-015b
DeviceManagement-v1.2-int-015c

DeviceManagement-v1.2-int-015d

DeviceManagement-v1.2-int-015e
DeviceManagement-v1.2-int-016b

DeviceManagement-v1.2-int-016c
DeviceManagement-v1.2-int-017a

	DM-BOOT-C-002
	Support for OMA Device Management Profile
	DeviceManagement-v1.2-int-016
DeviceManagement-v1.2-int-016a
DeviceManagement-v1.2-int-016b

DeviceManagement-v1.2-int-016c
DeviceManagement-v1.2-int-017

DM-1.2-int-018

DM-1.2-int-019

DM-1.2-int-020

	DM-BOOT-C-003
	Provisioning Content granted Get, Replace and Delete ACL rights to ServerID in w7.
	DeviceManagement-v1.2-int-015
DeviceManagement-v1.2-int-015a DeviceManagement-v1.2-int-015b
DeviceManagement-v1.2-int-015c

DeviceManagement-v1.2-int-015d

DeviceManagement-v1.2-int-015e

DeviceManagement-v1.2-int-016b

DeviceManagement-v1.2-int-016c

DeviceManagement-v1.2-int-017a

	DM-BOOT-C-004
	Support for OMA Client Provisioning Profile AND OMA Device Management
	DeviceManagement-v1.2-int-015
DeviceManagement-v1.2-int-015a
DeviceManagement-v1.2-int-015b
DeviceManagement-v1.2-int-015c

DeviceManagement-v1.2-int-015d

DeviceManagement-v1.2-int-015e

DeviceManagement-v1.2-int-016b

DeviceManagement-v1.2-int-016c DeviceManagement-v1.2-int-017a

	DM-BOOT-C-005
	Map w7, NAPDEF (if supported) and PROXY (if supported) to management tree.
	DeviceManagement-v1.2-int-015
DeviceManagement-v1.2-int-015a
DeviceManagement-v1.2-int-015b
DeviceManagement-v1.2-int-015c

DeviceManagement-v1.2-int-015d

DeviceManagement-v1.2-int-015e

DeviceManagement-v1.2-int-016b

DeviceManagement-v1.2-int-016c

DeviceManagement-v1.2-int-017a

	DM-BOOT-C-006
	Device supports a Smartcard.
	DeviceManagement-v1.2-int-015
DeviceManagement-v1.2-int-015a
DeviceManagement-v1.2-int-015b
DeviceManagement-v1.2-int-015c

DeviceManagement-v1.2-int-015d

DeviceManagement-v1.2-int-015e
DeviceManagement-v1.2-int-016
DeviceManagement-v1.2-int-016a
DeviceManagement-v1.2-int-016b

DeviceManagement-v1.2-int-016c DeviceManagement-v 1.2-int-017

DeviceManagement-v1.2-int-017a

	DM-BOOT-C-007
	DM Client is capable of detecting, retrieving, and processing DM Profile bootstrap data from the Smartcard.
	DeviceManagement-v1.2-int-016
DeviceManagement-v1.2-int-016a
DeviceManagement-v1.2-int-016b

DeviceManagement-v1.2-int-016c DeviceManagement-v 1.2-int-017

	DM-BOOT-C-008
	Smartcard bootstrap function is enabled by DM client and the smartcard has not been rejected by the device.
	DeviceManagement-v1.2-int-015
DeviceManagement-v1.2-int-015a
DeviceManagement-v1.2-int-015b
DeviceManagement-v1.2-int-015c

DeviceManagement-v1.2-int-015d

DeviceManagement-v1.2-int-015e
DeviceManagement-v1.2-int-016
DeviceManagement-v1.2-int-016a
DeviceManagement-v1.2-int-016b

DeviceManagement-v1.2-int-016c DeviceManagement-v 1.2-int-017
DeviceManagement-v1.2-int-017a

	DM-BOOT-C-009
	Device retrieves bootstrap data from the Smartcard and applies it to the device configuration.
	DeviceManagement-v1.2-int-015
DeviceManagement-v1.2-int-015a
DeviceManagement-v1.2-int-015b
DeviceManagement-v1.2-int-015c

DeviceManagement-v1.2-int-015d

DeviceManagement-v1.2-int-015e
DeviceManagement-v1.2-int-016
DeviceManagement-v1.2-int-016a
DeviceManagement-v1.2-int-016b

DeviceManagement-v1.2-int-016c DeviceManagement-v 1.2-int-017
DeviceManagement-v1.2-int-017a

	DM-BOOT-C-010
	Support for embedded WBXML encoded TNDS objects.
	DeviceManagement-v1.2-int-016
DeviceManagement-v1.2-int-016a
DeviceManagement-v1.2-int-016b

DeviceManagement-v1.2-int-016c DeviceManagement-v1.2-int-017
DM-1.2-int-018

DM-1.2-int-019

DM-1.2-int-020

	DM-BOOT-C-011
	Support for Inbox.
	DM-1.2-int-018

DM-1.2-int-019

DM-1.2-int-020

DeviceManagement-v 1.2-int-032

	
	
	














NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 18)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 5 (of 18)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

