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1. Scope

The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.

The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.

2. References

2.1 Normative References

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.3”, Open Mobile Alliance(, OMA-TS-DM-Bootstrap-V1_3,                                                                                                        URL:http://www.openmobilealliance.org 

	[DMDDFDTD]
	“OMA DM Device Description Framework (DMDDFDTD) Document Type Definition, Version 1.3”, Open Mobile Alliance(, OMA-SUP-DTD_DM_DDF-V1_3,                URL:http://www.openmobilealliance.org

	[DMHTTPBIND]
	“Device Management HTTP Binding”, Open Mobile Alliance(. OMA-TS-DM-HTTPBinding-V1_3. URL:http://www.openmobilealliance.org  

	[DMMETAINF]
	“Device Management Meta Information”, Open Mobile Alliance(. OMA-TS-DM_MetaInf-V1_3. URL:http://www.openmobilealliance.org  

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Notification-V1_3.                                                         URL:http://www.openmobilealliance.org

	[DMOBEXBIND]
	“Device Management OBEX Binding”, Open Mobile Alliance(. OMA-TS-DM-OBEXBinding-V1_3. URL:http://www.openmobilealliance.org  

	[DMPRO]
	“OMA Device Management Protocol, Version 1.3”, Open Mobile Alliance(, OMA-TS-DM-Protocol-V1_3,                                                                        URL:http://www.openmobilealliance.org 

	[DMREPRO]
	“OMA Device Management Representation Protocol, Version 1.3”. 
Open Mobile Alliance(. OMA-TS-DM_RepPro-V1_3.                          URL:http://www.openmobilealliance.org

	[DMSEC]
	“OMA Device Management Security, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Security-V1_3.                                                               URL:http://www.openmobilealliance.org

	[DMSESLESS]
	“OMA Device Management Sessionless Message, Version 1.3”, Open Mobile Alliance(, OMA-TS-DM-Sessionless-V1_3.                                                                                        URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_StdObj-V1_3.                                                                                 URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_TND-V1_3.                                                                                      URL:http://www.openmobilealliance.org

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM-TNDS-V1_3.                                                                   URL:http://www.openmobilealliance.org  

	[DMWSPBIND]
	“Device Management WSP Binding”, Open Mobile Alliance(. OMA-TS-DM-WSPBinding-V1_3. URL:http://www.openmobilealliance.org  

	[ERELD]
	 “Enabler Release Document for Device Management, Version 1.3”, Open Mobile Alliance™,
OMA-ERELD-DM-V1_3,                                                                      URL:http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_3,                                                            URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”. T. Berners-Lee, et al.  August 1998. URL:http://www.ietf.org/rfc/rfc2396.txt

	[RFC2616]
	“Hypertext Transfer Protocol -- HTTP/1.1”. R. Fielding, et al. June 1999.
URL:http://www.ietf.org/rfc/rfc2616.txt


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version 2.7, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_7,                                                              URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	TestFest
	Multi-lateral interoperability testing event

	
	


3.3 Abbreviations

	AD
	Architecture Document

	DM
	Device Management

	OMA
	Open Mobile Alliance

	RD
	Requirements Document

	
	


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler Device Management V1.3 [ERELD], documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· OMA Device Management Representation Protocol, version 1.3: Specifying the OMA Device Management representation protocol [DMREPRO].

· OMA Device Management Protocol, Version 1.3: Specifying how to use DM representation protocol for device management [DMPRO].

· OMA Device Management Security, Version 1.3: Specifying security mechanisms for Device Management [DMSEC].
· OMA Device Management Bootstrap, Version 1.3: Specifying methods to Bootstrap a DM device [DMBOOT].
· OMA Device Management Notification Initiated Session, Version 1.3: Specifying how a DM Server sends and DM Client receives a message causing a server initiated DM session to occur [DMNOTI].
· OMA Device Management Tree and Description, Version 1.3: Specifying the way DM data is stored and managed [DMTND].
· OMA Device Management Tree and Description Serialization, Version 1.3: Specifies to transform a runtime management tree into an XML or WBXML file [DMTNDS].

· OMA Device Management Standardized Objects, Version 1.3: Specifies various common groups of parameters, how they are stored in the management tree, and the values they can contain [DMSTDOBJ].

· OMA DM Device Description Framework, Version 1.3.  Specifies the DTD for device management [DMDDFDTD].

· OMA Device Management Sessionless Message, Version 1.3. Specifies the Sessionless DM Message and its usage [DMSESLESS].
· Device Management HTTP Binding, Version 1.3: Specifies how to carry DM messages based on OMA Device Management representation over HTTP [DMHTTPBIND].

· Device Management OBEX Binding, Version 1.3: Specifies how to carry DM messages based on OMA Device Management representation over OBEX [DMOBEXBIND].

· Device Management WSP Binding, Version 1.3: Specifies how to carry DM messages based on OMA Device Management representation over WSP [DMWSPBIND].

· Device Management Meta Information, Version 1.3: Specifies the meta information associated with a DM command [DMMETAINF].

Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for DM V1.3.

This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within Enabler DM V1.3

5. Test Requirements

5.1 Enabler Test Requirements

The test requirements collected in this section are related to the Enabler DM V1.3.

In this section, it should be defined what specific functionalities of this Enabler shall or should be tested to ensure adequate operation of the implementations, including any security requirements and constraints on usage if specified (e.g. user can forward a media object but can not visualize it). That means that devices (clients/serves) shall do what they have to do and they shall not do what they are not allowed to do. Both types of test requirements (positive and negative testing) should be included here if so required.

Besides this information, OMA Architecture specifies a “Framework Architecture”, consisting of a set of common functions that need to be invoked in most use cases involving the different Service Enablers. The functionality requirements defined in the OMA Framework Architecture, i.e. authentication, authorization, charging, billing, common directory, etc. should also be listed in this table. Use cases are the main input to identify test requirements.

The following test requirements should cover both Conformance test requirements (i.e. functionality to be tested to verify whether it is implemented either in the client side or in the server side) and Interoperability test requirements (i.e. client/server interactions one with another)

The following sections (Mandatory and Optional test requirements) could also be separated for client and server test requirements.

The tables for the mandatory and optional test requirements include the following columns:

FEATURE KEY:
A set of characters uniquely identifying the enabler test  requirement to be tested. It is suggested that the Feature Key is no longer than 4 to 5 characters. The purpose of the Feature Key is that when used, it distinctly refers to only one feature to be tested.

FEATURE DESCRIPTION:
A description of a technical specification feature to be tested.

FEATURE TEST REQUIREMENTS:
A description of what shall be tested for the feature,

5.1.1 Mandatory Test Requirements

Mandatory test requirements should cover those features and use cases that require validation in order to approve the enabler. These include areas with complex interactions between the different functional components of the enabler architecture or where the complexity of the specification(s) is such that there is some uncertainty that they have been correctly specified.

These features and use cases SHOULD cover mandatory and MAY recommend prioritisation of optional implementation features. If testing of some of the mandatory features is not required, then the ETR SHALL contains an explanation for their exclusion.

NOTE:  This table needs to be filled out at a level where ambiguity is not present but details are not overwhelming.

Ambiguity means that the details do not have several meanings nor have more than one possible implementation path following.
5.1.1.1 Client

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	RepPro-Ele
	Representation Common Use Elements
	Required to test whether common elements are utilized properly as indicated in [DMREPPRO].

	
	RepPro-Container
	Representation Message container elements
	Required to test whether Message container elements are utilized properly as indicated in [DMREPPRO].

	
	RepPro-DE
	Data description elements
	Required to test whether data description elements are utilized properly as indicated in [DMREPPRO].

	
	RepPro-Command
	Representation Protocol command elements
	Required to test whether representation protocol command elements are utilized properly as indicated in [DMREPPRO].

	
	DevInfo
	Device Info
	Required to test whether a device properly sends Device Info and a server properly receives and interprets Device Info as indicated in [DMPRO].

	
	MetaInfo
	Meta Info
	Required to test whether a device includes proper Meta Info elements as indicated in [DMREPPRO] and [DMPRO].

	
	Authent
	Authentication
	Required to test whether basic, MD5, and HMAC authentication mechanism are treated properly as indicated in [DMPRO].

	
	MIME-header
	MIME header types
	Required to check whether a proper MIME header type corresponding used message format (XML or WBXML) is utilized properly as indicated in [DMREPPRO].

	
	TND
	Tree and Description
	Required to test support of management tree implementation as indicated in [DMTND].

	
	TNDS
	Tree and Description Serialization
	Required to test whether a runtime management tree is properly transformed into XML or WBXML file as indicated in [DMTNDS].

	
	StdObj
	Standardized Management Objects
	Required to test support for the defined set of Standard Objects [DMSTDOBJ].

	
	Encode
	Support for XML and/or WBXML encoding
	Required to test message encodings as indicated in [DMTND] and [DMTNDS].

	
	MetaInfo
	Support for MetaInfo Format attribute
	Required to test for the MetaInfo Format attribute to allow new commonly used formats as indicated in [DMMETAINF]

	
	Bootstrap-dm
	Bootstrap Message using DM Profile
	Required to test bootstrap of a client to a particular server using the DM Profile Bootstrap  as indicated in [DMBOOT].

	
	Bootstrap-sc
	Smartcard bootstrap using DM Profile
	Mandated to test if device supports a smartcard as indicated in [DMBOOT].

	
	Bootstrap-scr
	Removal of DM Server’s information from the DM Tree if they are no longer stored on the smartcard.
	Mandated to test if device supports a smartcard as indicated in [DMBOOT].

	
	Inbox
	Inbox usage
	Mandated to test if device supports the Inbox as indicated in [DMSTDOBJ]

	Error Flow
	Chal
	Authentication challenges
	Required to verify client/server requests for use of proper authentication as indicated in [DMREPPRO] and [DMPRO]

	
	ACL
	Tree and Description ACL
	Required to verify proper ACL rights on nodes in the management tree as indicated in [DMTND].


Table 1: Applicability Table for Enabler Specific Mandatory Test Requirements
5.1.1.2 Server

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	RepPro-Ele
	Representation Common Use Elements
	Required to test whether common elements are utilized properly as indicated in [DMREPPRO].

	
	RepPro-Container
	Representation Message container elements
	Required to test whether Message container elements are utilized properly as indicated in [DMREPPRO].

	
	RepPro-DE
	Data description elements
	Required to test whether data description elements are utilized properly as indicated in [DMREPPRO].

	
	RepPro-Command
	Representation Protocol command elements
	Required to test whether representation protocol command elements are utilized properly as indicated in [DMREPPRO].

	
	DevInfo
	Device Info
	Required to test whether a device properly sends Device Info and a server properly receives and interprets Device Info as indicated in [DMPRO].

	
	MetaInfo
	Meta Info
	Required to test whether a device includes proper Meta Info elements as indicated in [DMREPPRO] and [DMPRO].

	
	Authent
	Authentication
	Required to test whether basic, MD5, and HMAC authentication mechanism are treated properly as indicated in [DMPRO].

	
	MIME-header
	MIME header types
	Required to check whether a proper MIME header type corresponding used message format (XML or WBXML) is utilized properly as indicated in [DMREPPRO].

	
	TND
	Tree and Description
	Required to test support of management tree implementation as indicated in [DMTND].

	
	TNDS
	Tree and Description Serialization
	Required to test whether a runtime management tree is properly transformed into XML or WBXML file as indicated in [DMTNDS].

	
	StdObj
	Standardized Management Objects
	Required to test support for the defined set of Standard Objects [DMSTDOBJ].

	
	Encode
	Support for XML and/or WBXML encoding
	Required to test message encodings as indicated in [DMTND] and [DMTNDS].

	
	MetaInfo
	Support for MetaInfo Format attribute
	Required to test for the MetaInfo Format attribute to allow new commonly used formats as indicated in [DMMETAINF]

	
	CIS
	Client initiated session
	Required to test whether a client initiated session is performed properly as indicated in [DMPRO]

	
	LarObj
	Large object handling
	Required to test whether large object fragmented into multiple messages is handled properly as indicated in [DMPRO].

	
	MultiMes
	Multiple messages per package
	Required to test whether a package fragmented into multiple messages is sent and received properly as indicated in [DMPRO]

	
	Alert
	Support for client and server initiated alerts
	Required to test client and server initiated alerts and Generic Alert message elements are utilized properly.  For generic alerts, the server is required to receive the alert from the client as indicated in [DMPRO].

	
	Inbox
	Inbox usage
	Mandated to test if server supports the Inbox as indicated in [DMSTDOBJ]

	Error Flow
	Chal
	Authentication challenges
	Required to verify client/server requests for use of proper authentication as indicated in [DMREPPRO] and [DMPRO]

	
	ACL
	Tree and Description ACL
	Required to verify proper ACL rights on nodes in the management tree as indicated in [DMTND].


5.1.2 Optional Test Requirements

Optional test requirements should cover those features and use cases that are not mandated to be tested, but it is still felt that their inclusion will enhance the quality of the enabler validation.

Additionally, important conformance test requirements MAY be listed.

These features and use cases SHOULD cover optional and MAY cover mandatory implementation features. In case a mandatory feature is listed here, the Feature Test Requirements column should provide an explanation why testing of this feature is not mandated.

NOTE:  This table needs to be filled out at a level where ambiguity is not present but details are not overwhelming.

Ambiguity means that the details do not have several meanings nor have more than one possible implementation path following.
5.1.2.1 Client

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	Noti
	Notification
	Required to test server initiated notification as indicated in [DMNOTI].

	
	UserInterf
	User Interaction Alert
	Required for the client to display information/questions sent by the server and return results to the server as indicated in [DMPRO].

	
	SIS
	Server Initiated Session
	Required to test whether server initiated alert is properly sent as indicated in [DMNOTI] and [DMPRO].

	
	LarObj
	Large object handling
	Required to test whether large object fragmented into multiple messages is handled properly as indicated in [DMPRO].

	
	MO
	Additional Management Objects
	Required to test compatibility and support for other management objects. (Standard or Proprietary)

	
	HTTPBinding
	HTTP binding
	Mandated to test if the transport is utilized as indicated in [DMHTTPBIND].

	
	OBEXBinding
	OBEX binding
	Mandated to test if the transport is utilized as indicated in [DMOBEXBIND].

	
	WSPBinding
	WSP binding
	Mandated to test if the transport is utilized as indicated in [DMWSPBIND].

	
	CaseSens
	LocURI case sensitivity
	Required to test whether or not that nodes are distinguished by Case Sensitivity as indicated in [DMTND].

	
	ImplicitAdd
	Support for Implicit Add
	Required to test if the device supports adding an interior node without an existing parent, otherwise error code is sent as indicated in [DMREPPRO].

	
	CIS
	Client initiated session
	Required to test whether a client initiated session is performed properly as indicated in [DMPRO].

	
	MultiMessage
	Multiple messages per package
	Required to test whether a package fragmented into multiple messages is sent and received properly as indicated in [DMPRO].

	
	Alert
	Support for client and server initiated alerts
	Required to test client and server initiated alerts and Generic Alert message elements are utilized properly.  For generic alerts, the server is required to receive the alert from the client. As indicated in [DMPRO].

	
	Trans_Sec
	Transport Layer Security
	Required to test support of TSL1.0 and SSL3.0 and related cipher suites and certificates over TCP/IP and HTTP as indicated in [DMSEC].

	
	RelativeURI
	Relative URI Addressing Mechanism
	Required to test whether the Relative URI address is correctly constructed.

	
	Bootstrap-scurl
	Smartcard URL bootstrap
	Required to test URL bootstrap from the smartcard if device supports HTTPS and SCWS as indicated in [DMBOOT].

	
	SessionLess
	Sessionless Message Mechanism
	Required to test whether the DM Client correctly receives, and processes a sessionless DM Message.

	Error Flow
	
	
	


Table 2: Applicability Table for Enabler Specific Optional Test Requirements
5.1.2.2 Server

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	Noti
	Notification
	Required to test server initiated notification as indicated in [DMNOTI].

	
	UserInterf
	User Interaction Alert
	Required for the client to display information/questions sent by the server and return results to the server as indicated in [DMPRO].

	
	SIS
	Server Initiated Session
	Required to test whether server initiated alert is properly sent as indicated in [DMPRO].

	
	LarObj
	Large object handling
	Required to test whether large object fragmented into multiple messages is handled properly as indicated in [DMPRO].

	
	MO
	Additional Management Objects
	Required to test compatibility and support for other management objects. (Standard or Proprietary)

	
	HTTPBinding
	HTTP binding
	Mandated to test if the transport is utilized as indicated in [DMHTTPBIND].

	
	OBEXBinding
	OBEX binding
	Mandated to test if the transport is utilized as indicated in [DMOBEXBIND].

	
	WSPBinding
	WSP binding
	Mandated to test if the transport is utilized as indicated in [DMWSPBIND].

	
	CaseSens
	LocURI case sensitivity
	Required to test whether or not that nodes are distinguished by Case Sensitivity as indicated in [DMTND].

	
	Correlator
	Correlator
	Required to synchronize asynchronous alerts with associated Execs as indicated in [DMREPPRO].

	
	ImplicitAdd
	Support for Implicit Add
	Required to test if the device supports adding an interior node without an existing parent, otherwise error code is sent as indicated in [DMREPPRO].

	
	MultiMessage
	Multiple messages per package
	Required to test whether a package fragmented into multiple messages is sent and received properly as indicated in [DMPRO].

	
	RelativeURI
	Relative URI Addressing Mechanism
	Required to test whether the Relative URI address is correctly constructed.

	
	SessionLess
	Sessionless Message Mechanism
	Required to test whether the DM Server correct creates, and delivers a sessionless DM Message.

	Error Flow
	
	
	


5.2 Backwards Compatibility

Servers which implement this version (OMA DM 1.3) of enabler MUST be compatible with OMA DM 1.2 clients. To achieve this compatibility, servers implementing OMA DM 1.3 MUST respond to a Pkg#1 from a DM 1.2 client by using the protocol version specified by the DM 1.2 enabler release for the remainder of that session.
5.3 Enabler Dependencies

None.
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