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1 Reason for Contribution

The contribution OMA-LOC-2004-0283-Global Privacy Management was presented to the OMA/LOC group during the last Orlando Plenary (October 2004). The Orlando minutes state that the group agreed to the essence of the contribution and an Action Point was given to the contributors to lead a discussion how to move contribution 283 on global privacy management forward, possibly by looking at the data first that need to be kept in synchronized between the device and the server.
This contribution provides a status of the undergone investigation.
2 Summary of Contribution

The goal of this input paper is to present results from the investigation and to propose the way to move forward on this topic.
3 Detailed Proposal

As presented in contribution 283, both the application and the Location Server can be part of the network or the device domain. At the same time, privacy checking can be implemented in both the network and the device domains. Therefore, the user will have to define his privacy preferences in both the network and the device. However, any application will be able to request the user's location from both the network and the device Location Server. 
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To avoid redundant privacy checking, the contribution 283 stated that a synchronisation mechanism between both the network and the device privacy checking would be appropriate. A first investigation was done to highlight privacy parameters that could potentially need synchronisation between the device and the network.
3GPP privacy parameters are stored in the PPR and the following parameters are necessary for privacy verification (TS23.271)
· IMSI or MSISDN 
· List of LCS Client defined by an E164 address and the action to be performed
· Location not allowed

· Location allowed without notification (default case)

· Location allowed with notification

· Location with notification and privacy verification; location allowed if no response

· Location with notification and privacy verification; location restricted if no response
· Service types: The users shall be able to allow or deny their location information to be given to LCS clients providing an indicated type of service. Several service types are defined by 3GPP. For each service type, the user will chose among the following actions
· Location not allowed

· Location allowed without notification (default case)

· Location allowed with notification

· Location with notification and privacy verification; location allowed if no response

· Location with notification and privacy verification; location restricted if no response
· Requestor ID
· List of codewords given by the UE subscriber. The PPR shall store info on whether the codeword should be checked in the network or in the device.
3GPP2 privacy parameters are stored in the LDC and the following parameters are necessary for privacy verification (S.R0006 v1.0)
· Target MS identity

· Privacy classes are also defined in the LDC
· Unconditionally restricted – location shall only be disclosed to emergency/regulations LCS Clients and for internal network operations
· Pre authorised LCS Clients only - location shall only be disclosed to emergency/regulations LCS Clients and for internal network operations. Also, the user will define a list of authorized LCS Clients for this class.
· Pre authorized LCS Clients and User Authorized LCS Clients. Location shall only be disclosed to emergency/regulations LCS Clients and for internal network operations. Also, the user will define a list of authorized LCS Clients for this class. Last, for other service, an explicit authorization request will be sent to the user.
· Unrestricted – location given to any LCS Client.
As for device-based privacy management, it seems there is no such standard privacy data available for location.
Therefore, at this stage, it is proposed that investigation for any standard device-based privacy management is kept on. Any input from the group would be appreciated.

However, based on the result from the investigation, the following has been noted.
3GPP TS22.071 version 670 provides the following requirement for the Codeword parameter:

"It shall be possible for a Requestor and an LCS client to request location information by indicating a Codeword associated with the Target UE user. The codeword shall be either checked by the Target UE/user or by the LCS server in the home network. 
In the former case, the codeword supplied by the requestor and forwarded by the LCS client with the request shall be forwarded to the TargetUE/user for verification and acceptance. In the latter case, the codeword shall be registered with the LCS server by the Target UE user (or subscriber) in advance. Optionally, the UE and/or network may have the capability to generate and/or distribute codewords. The generation of codewords and the distribution of those codewords are out of scope of this specification. "
"Enhanced codeword

It shall be possible for the target UE/user to secure the codeword from being misused. Only the intended requestor or LCS client shall be able to use the secured codeword. It shall be possible for the target UE/user to ensure that the secured codeword can be used only within a specific time period, as determined by the target UE/user. It shall be possible for the target UE/user to ensure that a secured codeword can be used only a specific number of times, as determined by the target UE/user.  The user of the target UE shall not need to be involved in checking the validity of the secured codeword during the location service request. The secured codeword shall be checked by the LCS server. "
Therefore, the codeword can be checked in both the device and the network based on the 3GPP TS22.071. The network will also have the ability to distribute the codeword to the device and the target user will be able to change codeword at any time or define validity criteria (period, number of times…) for each codeword. Therefore, it appears that a synchronisation mechanism between the device and the network could be needed to update codewords and their validity but also to identify whether codeword shall be checked in the device or in the network. This mechanism is said to be out of scope of 3GPP.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

From the performed investigation, it appears that at least synchronisation between the device and the network privacy parameters could be needed for the codeword parameter. The codeword is currently defined only for 3GPP networks.
The contributors request feedback from the group on the following items: 

· Availability of a standard of device-based privacy management?

· Need for synchronisation mechanisms for the codeword parameter?

· Need to involve other OMA WGs?
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