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1 Reason for Change

This contribution defines section 7 SUPL Security Function for the SUPL AD. This proposal presents examples of signalling flows to secure SUPL 1.0 messaging using TLS.  Reference to TLS has also been added.
R01 Modifications: 

Section 7.3 text revised: “TLS [TLS] SHALL be used to provide Confidentiality and Data Integrity between a SET and SLP.”
All Call flows updated text for closing the TLS session. “The TLS session may be closed between the SLP and SET. “  based on input from SEC WG, it is not mandatory to close TLS session between the SLP and SET when an IP-connection is released.  

2 Impact on Backward Compatibility

N/a

3 Impact on Other Specifications

N/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and adopt TLS as the security function for SUPL 1.0 messaging.

6 Detailed Change Proposal

***********************  First  Modified Section *******************

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[SUPL RD]
	“OMA LOC SUPL RD”. Open Mobile Alliance(. 

URL: http://www.openmobilealliance.org/

	[3GPP2 Stage 1]
	“3GPP2 S.R0066-0

	[TLS]
	“Transport Layer Security (TLS) Version 1.0”, IETF RFC 2246, Jan 1999

URL: http://www.ietf.org/rfc/rfc2246.txt


2.2 Informative References

	[ARCH-INVENT]
	“Inventory of Existing Architectures in OMA”,  URL:http://www.openmobilealliance.org/

	[ARCH-PRINC]
	“OMA Architecture Principles”,   URL:http://www.openmobilealliance.org/

	[ARCH-REVIEW]
	“OMA Architecture Review Process”,   URL:http://www.openmobilealliance.org/

	[OMA-DICT]
	“OMA Dictionary”,  URL:http://www.openmobilealliance.org/

	[OMA-CF]
	“OMA Common Functions”,   URL:http://www.openmobilealliance.org/

	[RRLP]
	3GPP 04.31 - TS 101 527 

	[RRC]
	3GPP TS 25.331 – “RRC Protocol Specification”

	[TIA-801]
	TIA/EIA/-801-1

	[OMA-MLP]
	“Mobile Location Protocol”. Open Mobile Alliance(. OMA-LIF-MLP‑v300

	[23.271]
	3GPP TS 23.271: "Functional stage 2 description of LCS"

	[OMA AD]
	OMA-Architecture-V1_0_0-20040204-D

	[3GPP2]
	Agree on which 3GPP2 reference document should be added.


************* Next Modified Section ******************************

7. SUPL Security Function (SSF)

SUPL SHALL support Transport Layer Security (TLS) [TLS] to enable a SET to communicate with a SLP in a secure manner. 

7.1 Authentication

TLS [TLS] SHALL be used to Mutually Authenticate a SLP and a SUPL Agent contained within a SET. 

Editor Note: The details on the use of Certificates, pre-shared Keys or other solutions to achieve this must still be completed. Outstanding item is  to clarify WHAT will be Authenticated, for example SUPL Agent, SET, SUPL User.
7.2 Authorization

Editor Note: The details on the application of Authorization must still be completed. 

7.3 Confidentiality and Data Integrity

TLS [TLS] SHALL be used to provide Confidentiality and Data Integrity between a SET and SLP. 

Examples of the following information flows illustrate how TLS is used to protect SUPL messages have been provided: 

1. SUPL Collaboration Network Initiated Flows: 

· Immediate - Non-Roaming Successful Case – Proxy mode
· Immediate - Roaming Successful Case – Non-Proxy-mode with V-SPC

2. SUPL Collaboration SET Initiated Flows: 

· Immediate - Non-Roaming Successful Case – Proxy mode

· Immediate - Roaming Successful Case – Non-Proxy-mode with V-SPC
Editor Note: The option of maintaining the TLS session across multiple SUPL Sessions should be considered to reduce the overhead of TLS processing.
7.3.1 SUPL Collaboration Network Initiated

For Network Initiated applications, an SLP and SET SHALL support SUPL INIT, SUPL POS INIT, SUPL POS and SUPL END.

7.3.1.1 Immediate, Non-Roaming Successful Case – Proxy mode
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A. SUPL Agent issues an MLP SLIR message to the SLP, with which SUPL Agent is associated. The SLP shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the lcs-client-id received. Further, based on the received ms-id the SLP shall apply subscriber privacy against the lcs-client-id.

B. The SLP verifies that the target terminal is currently within the service area of the SLP, i.e. the target terminal is not roaming. The SLP may also verify that the target terminal supports SUPL.

Note: The specifics for determining if the SET is roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms.

Note: The specifics for determining if the SET supports SUPL are beyond SUPL 1.0 scope.

C. The SLP initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, address of the SLP and the intended positioning methods. If the result of the privacy check in Step A indicates that notification or verification to the target subscriber is needed, the SLP shall also include Notification element in the SUPL INIT message.

D. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection.

E. The SET establishes a TLS session to the SLP.  

F. The SET will evaluate the Notification rules and follow the appropriate actions. The SET respond with a SUPL POS INIT message, protected using TLS, to start a positioning session with the SLP. The SUPL POS INIT message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g. SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g. RRLP, RRC, TIA-801). The SET may optionally provide NMR specific for the radio technology being used (e.g. for GSM: TA, RXLEV). The SET may optionally provide its position or network timing information, if these are available and supported by both SET and SLP.
Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the SLP SHALL determine the posmethod.  If required for the posmethod, the SLP SHALL use the supported positioning protocol (e.g. RRLP, RRC, TIA-801)) from the SUPL POS INIT message.

G. Optional Step: The SET or the SLP could exchange several successive positioning procedure messages.  These optional messages are also protected using TLS.

The SLP calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the SLP (SET-Based).  

H. Once the position calculation is complete the SLP sends the SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. The SET will release all resources related to this session. The SUPL END message is protected using TLS. 

I. The TLS session may end between the SLP and  SET. 
J. The SLP sends the position estimate back to the SUPL Agent by means of the MLP SLIA message.
7.1.2 Immediate, Roaming Successful Case – Non-Proxy-mode with V-SPC

SET Roaming where the V-SLP is involved in the positioning calculation.
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A. SUPL Agent issues an MLP SLIR message to the R-SLC, with which SUPL Agent is associated. The R-SLP SHALL authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the lcs-client-id received.

B. The R-SLP determines the H-SLP based on the received msid. If the R-SLP determines that the LCS Agent is not authorized for this request, Step O will be returned with the applicable MLP return code.

Note: The specifics for determining the H-SLP are considered outside scope of SUPL. However, there are various environment dependent mechanisms.

C. The R-SLP then forwards the location request to the H-SLP of the target subscriber, using RLP protocol.
D. Based on the received ms-id the H-SLP SHALL apply subscriber privacy against the lcs-client-id. The H-SLP verifies that the target terminal is currently SUPL roaming. In addition the H-SLP MAY also verify that the target terminal supports SUPL.

Note: The specifics for determining if the SET is roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms.

Note: The specifics for determining if the SET supports SUPL are beyond SUPL 1.0 scope.


E. The H-SLP allocates a session-id for the SUPL session and decides that the V-SPC will provide assistance data or perform the position calculation. The H-SLP sends a RLP SSRLIR to the V-SLC to inform the V-SLC that the target SET will initiate a SUPL positioning procedure.

F. The V-SLC informs the V-SPC of an incoming SUPL positioning session.

G. The V-SLC acknowledges that V-SPC is ready to initiate a SUPL positioning procedure with a RLP SSRLIA back to the H-SLP. The message includes the address to the V-SPC.

H. The H-SLP initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, address of the V-SPC and the intended positioning methods. If the result of the privacy check in Step D indicates that notification or verification to the target subscriber is needed, the H-SLP SHALL also include Notification element in the SUPL INIT message. 

I. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection.

J. The SET establishes a TLS  session with the V-SPC.  

K. The SET will evaluate the Notification rules and follow the appropriate actions. The SET establishes a data connection to the V-SPC according to the address received in step H and sends a SUPL POS INIT message to start a SUPL positioning session with the V-SPC. The SUPL POS INIT message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g. SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g. RRLP, RRC, TIA-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g. for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and V-SPC. This message is protected using TLS.
L. Optional Step: The SET and the V-SPC MAY exchange several successive positioning procedure messages. If sent, these messages are protected using TLS. If the V-SLC and/or V-SPC already calculated a position satisfying the requested QoS the V-SPC terminates the positioning session with a SUPL END and informs the V-SLC about the termination. The V-SLC proceeds to step N and returns the positioning result.

The V-SPC calculates the position estimate based on the received positioning measurements (SET-Assisted) or has the position estimate already received from the SET (SET-Based).

M. Once the position calculation is complete the V-SPC sends SUPL END message to the SET informing it that no further positioning procedure will be started and that the positioning session is finished. The SUPL END message is protected using TLS.

N. The  TLS session may end between the V-SPC and SET. 

O. The V-SPC informs the V-SLC that the positioning procedure is completed and the position result.

P. The V-SLC sends a RLP SSRP to the H-SLP carrying the position result.

Q. The H-SLC sends the position estimate back to the R-SLP by means of the RLP SRLIA message.

R. The R-SLP sends the position estimate back to the SUPL Agent by means of the MLP SLIA message

7.2 SUPL Collaboration SET Initiated

For SET Initiated applications, an SLP and SET SHALL support SUPL START, SUPL RESPONSE, SUPL POS INIT, SUPL POS and SUPL END. 

7.2.1 Immediate, Non-Roaming Successful Case - Proxy mode
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A. The SUPL Agent on the SET receives a request for position from an application running on the SET. If the SET is not already attached to Packet Data Network services it will attach itself or the SET establishes a circuit switched data connection.

B. The SET establishes a TLS session with SLP. 

C. The SUPL Agent on the SET sends a SUPL START, message to start a positioning session with the SLP to start Positioning Procedure with the SLP. The SUPL START message contains at least session-id, SET capabilities, requestor identifier and location identifier (lid). The SET capabilities include the supported positioning methods (e.g. SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g. RRLP, RRC, TIA-801).  The SUPL START is protected using TLS.

Based on the SUPL START message including posmethod(s) supported by the SET, the SLP SHALL determine the posmethod.  If required for the posmethod, the SLP SHALL use the supported positioning protocol (e.g. RRLP, RRC, TIA-801) from the SUPL START message. If the SLP has already computed a position for the SET, using information transported in the SUPL START message, that meets the requested QoS, the position is sent in an SUPL END message, which ends the session. .Editorial Note: In the SET Initiated case where the position might be calculated by the SLP and the SET has indicated that a list of available positioning methods is supported,  the requested QoS must be transported from the SET to the SLP.
D. The SLC verifies that the target SET is not currently roaming in a PLMN other than the HPLMN.

Note: The specifics for determining if the SET is roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms. 

E. The H-SLP SHALL respond with the SUPL RESPONSE to the SET.  The SUPL RESPONSE contains the session-id and a null-value SLP address, to indicate to the SET that a new connection SHALL NOT be established. The SUPL_RESPONSE is protected using TLS.

F. When the SET receives the SUPL RESPONSE from SLP, the SET SHALL respond with a SUPL POS INIT message. The SUPL POS INIT carries the session id and SET capabilities. The SET capabilities include the supported positioning methods (e.g. SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g. RRLP, RRC, TIA-801). The SET may optionally provide NMR specific for the radio technology being used (e.g. for GSM: TA, RXLEV). The SET may optionally provide its position or network timing information, if these are available and supported by both SET and SLP. The SET may include the first SUPL POS element in the SUPL POS INIT message. The SUPL POS INIT message is protected using TLS.

G. Optional Step: The SET or the SLP could exchange several successive positioning procedure messages. These messages are protected using TLS.

The SLP calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the SLP (SET-Based). 

H. Once the position calculation is complete the SLP sends the SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. Depending on positioning method and used positioning protocol the SLP may optionally add the determined position to the SUPL END message. The SET will release all resources related to this session. The SUPL END message is protected using TLS.

I. TLS session may end between SLP and SET. 

7.2.2 Immediate, Roaming Successful Case – Non-Proxy mode with V-SPC
SET Roaming where the V-SPC is involved in the positioning calculation.
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A. The SUPL Agent on the SET receives a request for position from an application running on the SET. If the SET is not already attached to Packet Data Network services it will attach     itself or the SET establishes a circuit switched data connection.

B. The SET establishes a TLS session (1)to the H-SLP.

C. The SUPL Agent on the SET sends a SUPL START message to start a positioning session with the H-SLP. The SUPL START message contains at least session-id, QoS, SET capabilities, requestor identifier and location identifier (lid). The SET capabilities include the supported positioning methods (e.g. SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g. RRLP, RRC, TIA-801). This message is protected using TLS session(1).

D. Consistent with the SUPL START message including posmethod(s) supported by the SET, the H-SLP SHALL determine the posmethod.  If required for the posmethod, the H-SLP SHALL use the supported positioning protocol (e.g. RRLP, RRC, TIA-801) from the SUPL START message.  The H-SLP verifies that the target terminal is currently SUPL roaming.

Note: The specifics for determining if the SET is roaming or not is considered outside scope of SUPL.

E. The H-SLP decides that the assistance data/position calculation is done by the V-SPC and allocates a sessionid and sends a RLP SSRLIR tunnelling the SUPL START message to the V-SLC.

F. The V-SLC informs the V-SPC of the incoming session.

G. The V-SLC responds with a SUPL RESPONSE tunnelled over RLP back to the H-SLP that it is capable of supporting this request. The SUPL RESPONSE contains at least the sessionid, and the V-SPC address.

H. The H-SLP forwards the SUPL RESPONSE to the SET. If the coarse position received from the V-SLP meets the requested QoS the H-SLP sends a SUPL END to the SET carrying the sessionid and the position result, which also ends the SUPL session. This message is protected using TLS.

I. The SET closes the IP connection with the H-SLP and may close the TLS session (1).  

J. The SET establishes a second TLS session (2)  with the V-SPC.  

K. To initiate the actual positioning session the SET opens a new data connection and sends a SUPL POS INIT message to the address indicated in step G. This message is protected using TLS session (2). The SUPL POS INIT message contains at least session-id, SET SUPL capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g. SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g. RRLP, RRC, IS-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g. for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and V-SPC. The SET MAY include the first SUPL POS element in the SUPL POS INIT message. 

L. Optional Step: The SET and the V-SPC MAY exchange several successive positioning procedure messages. These messages, if sent, are protected using TLS session (2).

The V-SPC calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the V-SPC (SET-Based). If the V-SPC performed the position calculation and depending on the positioning protocol then the position will be returned to the SET in the SUPL END message.
Editor Note: Confirm if in SET Initiated with SET based positioning if SET should return position result to network.  

M. Once the position estimate or calculation is complete, the V-SPC sends a SUPL END to the SET and depending on positioning method and positioning protocol optionally includes the position.  This message is protected using TLS session(2).
N. The  TLS session (2) may end between the V-SPC and SET. 
O. The V-SPC informs the V-SLC of the end of the SUPL positioning session.
P. The V-SLC sends a RLP SSRP to the H-SLP to inform the end of the SUPL session.
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