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1 Reason for Contribution

The current SUPL Specification OMA-TS-SUPL-V1_0-20050112-D does not contain any authentication procedures for SUPL User. Authentication of SUPL User is a requirement defined in SUPL RD, OMA-RD-SUPL-V1_0-20040921-D (Section 6.1.2). This contribution defines an authentication mechanism for the authentication of a SUPL User to a SLP based on an extension of TLS (Pre-Shared key TLS). The authors will also submit a corresponding CR to update the current SUPL specification with the required changes. 
2 Summary of Contribution

SUPL RD states that it shall be possible to authenticate the SUPL User  and the SLP.  Current SUPL AD or the TS does not specify how this authentication is performed. The only reference to authentication in the current SUPL AD (OMA-AD-SUPL-V1_0-20050113-D, Section 7) is regarding the authentication of the SUPL Agent to the SLP. SUPL Agent by definition is service access point that implements the SUPL protocol and does not necessarily represent the SUPL User in terms of security credentials or network charging records. It is possible that the same SUPL Agent in the SET could be used by various SUPL Users especially in the 3GPP implementations where users change terminals by keeping their USIMs[3GPP USIM]. This contribution describes a mechanism to mutually authenticate the SUPL User and a SLP (Visited or Home Network based). The solution is limited to 3GPP implementations of SUPL and requires the presence of smartcards (USIM) in the SET and a network based key management system called Generic Bootstrapping Architecture (GBA) defined in 3GPP[GBA Reference].  The solution proposed to be mandated only when the SLP, SUPL Agent and the SET conform to 3GPP specification for their bearer level access.

3 Detailed Proposal

3.1 Introduction

The current SUPL AD defines the SUPL User as the person who uses the SET (SUPL Enabled Terminal). SUPL User is required to  communicate securely with the SUPL Location Platform (SLP) for the purposes of obtaining the Location Service. The SLP is also responsible for the charging of the SUPL User. Without authentication of the SUPL User, SLP can not correctly charge or identify the subscriber (SUPL User) accessing the service. Similarly, a SET  must not disclose its location information to a SLP without successful authentication of the SLPs identity. Therefore, it is essential that the SUPL User and the SLP (in the Visited network or in the Home Network) are mutually authenticated.  In addition, after a successful authentication and authorization all communication between the SET and the SLP shall be confidentiality protected. The confidentiality protection in SUPL is provided by TLS. This contribution also proposes to use TLS for the authentication of the SLP to the SET. Details of the actual authentication method are described later in this contribution.

3.2 High Level Authentication Procedure

Authentication of the SUPL User takes place between a SET and a SLP either located in the Home Network or in a visited network. The SLP that will perform the authentication is determined by the termination point of the SUPL_POSINIT (Network initiated case) or SUPL_START (SET initiated case) messages.  The SET acting on behalf of the SUPL User and the corresponding SLP SHALL always mutually authenticate each other and start encrypting the SUPL messages before any SUPL_POSINIT or SUPL_START messages are exchanged. The SET SHALL always initiate the authentication procedure and the corresponding SLP shall comply with the authentication and it SHALL require the SET to authenticate itself using the security credentials of the SUPL User (i.e. subscriber). Neither the SET nor the SLP SHALL continue with the SUPL protocol if the mutual authentication fails.  It must be noted that after a successful authentication, confidentiality protection is provided by encrypting the SUPL messages. Confidentiality protection is provided by the TLS protocol. It is the responsibility of the SLP to enforce encryption to provide confidentiality protection. It is possible that due to some regulatory requirements it may not always be possible for SLPs to enforce encryption. 

Figure 1 below describes how the mutual authentication and subsequent confidentiality protection is performed between the SLP and the SET. The same procedure is applicable when SLP is in the Home Network or in the Visited Network. However, the details of the security solution will be different depending on the location of the SLP. The Figure below describes the high level interaction in the authentication protocol. Encryption also starts during the actual authentication procedure but the actual encryption of the SUPL messages should take place after a successful mutual authentication.
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Figure 1. High Level description of Mutual Authentication of  SUPL User (SET) and the SLP.

3.3 Details of the Authentication Procedure

3.3.1 Use of TLS for authentication

As the SUPL protocol is directly transported over TCP/IP, the natural security solution for authentication and confidentiality protection is the use of TLS (Transport Layer Security) [TLS]. However, the current IETF TLS specifications only support the use of Public Key Certificates (and Kerberos [KERB]) for mutual authentication. Therefore, if TLS was used as currently specified in IETF, it would require public key certificates to be issued to all SUPL Users as well as all Visited or Home SLPs in order to authenticate each other.

Although, issuing certificates to network entities such as SLPs may be considered feasible, the feasibility of issuing every SUPL User subscribed to a network operator could be questionable. It must be noted that this would require a significant PKI (Public Key Infrastructure) investment for the network operators as well as support on the SETs (i.e. UEs) to interface with smartcards (for 3GPP operators, USIM, SIM, etc) in the terminals for private key operations. 

Issuing certificates to SETs other that the SUPL users would not be feasible as in 3GPP networks subscribers are expected to change their terminals by keeping their USIM and simply putting in to the next terminal they wish to use. As the subscription credentials are located on the USIM/SIM changing terminals is possible without compromising the security of the subscription. In order to replicate the same user experience the public key certificates and corresponding private keys to help authenticating the subscribers needs to be securely stored on the USIM/SIMs and relevant interfaces should be provided by the SETs to access the USIM to perform private key operations in order to support certificate based TLS authentication of SETs to SLPs. Such UE-USIM interfaces are not readily available in 3GPP systems.

One alternative solution for 3GPP operators has been developed in 3GPP, which requires an extension to the current TLS specification. Currently this solution is an Internet draft (i.e. work in progress) in IETF and it enables to use pre-shared keys between two entities to use TLS to mutually authenticate each other. Pre-Shared Key TLS or PSK_TLS is expected to become a RFC in reasonable time for SUPL deployments. This contribution proposes to this extension of TLS for 3GPP implementations of SUPL. It must still be possible to support the standard TLS functionality in the SETs and SLPs however, the 3GPP operators may chose not to use certificate based TLS authentication.  To ensure compatibility standard TLS must be implemented in both 3GPP and non-3GPP implementations of SUPL. In addition, 3GPP implementations of SUPL shall also support the PSK_TLS. 

3.3.2 Key Management for PSK_TLS (3GPP GBA Based)

Similar to any pre-shared key system a key management architecture is required to deliver the pre-shared keys to SET and the SLP prior to authentication. Two possible solutions exist:

1) Pre-configure subscriber keys in smartcards (USIMs)

2) Dynamically generate them on the SET (based on other pre-configured keys in the smartcards). It must be noted that SLPs also need to have access to this dynamically generated keys.

Although the first option is simpler to deploy, it would cause difficulties in the roaming scenarios where V-SLPs need to authenticate the SETs. As the pre-shared keys will be shared between the home network and the SET, it would be undesirable to share these long-term pre-shared keys with visited networks for SET authentication if non-proxy SUPL roaming use cases are required. Provisioning of these keys and the handling of users changing their terminals by putting their USIMs into other devices would also complicate the matters.

3GPP has already developed a solution for option 2 described above. Generic Bootstrapping Architecture (GBA) [3GPP GBA] in described in Figure 2. HSS (Home Subscriber System) and BSF (Bootstrapping Security Function) reside in the Home Network Domain. NAF (Network Application Function), which corresponds to the SLP for SUPL can either be located in the Home Network or in the Visited Network. UE (User Equipment) is the SET in SUPL terms that uses the GBA Architecture to dynamically generate the security keys to perform mutual authentication with the SLP. GBA architecture can easily be adopted for roaming scenarios for SUPL. One requirement would be for the visited network to provide a Diameter [DIAMETER] proxy functionality to interface with the Home Network’s BSF. 
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Figure 2. GBA Architecture defined in 3GPP.
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Figure 3. GBA Architecture for SUPL when SET authenticates with the Home Network.
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 Figure 4. GBA Architecture for SUPL when SET authenticates with the Visited Network.

For the purposes of SUPL the following reference points are defined as follows:

Ub: Located between the BSF and the SET. It is based on HTTP Digest AKA protocol [DIGEST AKA] defined in IETF and provides mutual authentication between the SET and the BSF. It allows the SET to bootstrap the session keys based on 3GPP AKA (Authentication and Key Agreement) infrastructure.

Ua: Located between the SET and the SLP. It carries the SUPL protocol messages over a TLS connection. This input contribution proposes to use pre-shared key TLS to be implemented for this reference point to perform mutual authentication of the SET and the SLP.

Zn: Located between the SLP and the BSF. It is Diameter based and used to securely fetch dynamically generated keys between the SET and the BSF by the SLP. 

Zn’: Similar to Zn but implements the Diameter proxy functionality. This is required for visited networks.

Zh: This interface is used by the BSF to fetch subscriber (SUPL User) specific information from the HSS. 
3.3.3 Message Flows describing the Pre-Shared Key based Authentication Procedure.

Figure 5. describes the high level message flows between during a mutual authentication between a SET and a SLP. Details of these messages could be found in relevant 3GPP [3GPP GAA] and IETF Specs [TLS]. To simplify the diagram the messages between the HSS and BSF (Zh) are not shown.

Step 1: After receiving a SUPL_INIT (network initiated) or a before sending a SUPL_START (SET initiated) message SET starts a pre-shared key TLS session with the relevant SLP located either in the Home Network or the Visited Network. SET establishes a TCP session (before the actual TLS session) to a server port (The actual TCP port number is TBD) specially allocated to run the SUPL protocol. During the TLS Client Hello Message SET indicates to the relevant SLP that it supports Pre-Shared Key (PSK) TLS Cipher Suites. 

Step 2:  After receiving the TLS Client Hello Message the SLP server indicates that it supports Pre-Shared Key TLS with GBA support by inserting the string  “3gpp- bootstrapping” into the PSK identities field of the Server Hello Message.  

Steps 3,4: After receiving confirmation that from the SLP that 3GPP GBA is supported the SET looks for a previously established pre-shared key based on the B-TID (Bootstrap-Transaction Identifier) and the SLP hostname. If no usable pre-shared key exists, SET starts the 3GPP GBA bootstrapping procedure with the BSF using the HTTP Digest AKA protocol. During this time TLS protocol handshake is stopped. 

SET uses the USIM containing the 3GPP Defined AKA algorithm to generate the pre-shared key Ks_NAF using the information provided by the BSF. The same procedure takes place at the BSF which will generate the same key based on the key material supplied by the subscribers HSS. A globally unique identifier (B-TID) is also assigned by the BSF to identify this key when SLP requests it at a later stage. 

Step 5: Once the SET receives the relevant B-TID and generates the Ks_NAF, it resumes the TLS handshake with a Client Key Exchange Message containing the B-TID as the PSK identity.  Parts of this message is encrypted with the Ks_NAF to provide authentication of the SET to the SLP.

Step 6,7: Upon receiving the B-TID from the SET, SLP checks if an Ks_NAF exists locally. If no matching B-TID is found SLP starts running the Diameter protocol (over Zn) with the BSF to fetch the relevant (matching B-TID) Ks_NAF generated for this session. If a matching B-TID is found in the BSF, it is sent to SLP to be used for PSK TLS. Upon receiving the Ks_NAF, SLP verifies that Client  Key Exchange Message sent in Step 5 is authentic by decrypting the encrypted parts of the message by the received Ks_NAF. If this process succeeds, SLP considers the SET authenticated. 

Step 8: If the authentication of the SET is successful in the previous step, SLP sends a Server Key Exchange Message to the SET encrypted with the Ks_NAF. Upon receiving this message SET decrypts the message and verifies that SLP has the correct Ks_NAF and therefore authentic. It must be noted that this step also provides an implicit authorization of the SLP in question by the Home Network. Especially in the roaming scenarios, ability to fetch Ks_NAF by the visited networks SLP would require a roaming agreement that would implicitly suggest some form of authorization by the Home Network operator. However, this authorization should not be considered sufficient if no other forms of SLP authorization mechanism exist in the SET.  After the successful authentication of the SLP, the SET can start using the established TLS link. 

Step 9,10,11,12:  If a successful TLS session is established SET runs the SUPL protocol over the TLS protected Link until it is terminated. New sessions with the same SLP can re-use the previously established keys (indexed with B-TID), the lifetime of the keys are determined by the BSF (Home Network Defined Policies) and sent to the SLP and SET accordingly during the Bootstrapping process described above. 


Figure 5. High Level Message flows for Pre-Shared Key TLS Authentication using the 3GPP GBA.

4 Conclusions

3GPP GBA provides a feasible and secure mutual authentication mechanism of the SUPL User (using the SET and the USIM) and the SLP for the SUPL protocol when it is implemented using 3GPP compliant SETs. The mechanism requires support of PSK TLS both in the SLP and the SET which is still under development in IETF but expected to be finalized in time for SUPL deployments. In addition, it requires support for HTTP Digest AKA on the SET and Diameter on the SLP. However, support for these protocols in the SET is expected in order to support other 3GPP services such as 3GPP Presence and Broadcast/Multicast. It would be realistic to think that a 3GPP GBA based security architecture would be deployed by many 3GPP based SUPL Providers. GBA based solution with PSK TLS provides a future proof reusable solution for 3GPP based SUPL implementations. 

It must be made clear that this solution does not address how mutual authentication is performed for 3GPP or non-3GPP implementations that do not support the GBA infrastructure or 3GPP SETs that do not support USIM (GSM only) modules. 

5 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

6 Recommendation

Authors kindly ask SEC WG to discuss and approve the GBA based Pre-Shared Key TLS authentication for the authentication of SLP and the SUPL User for 3GPP based implementations of SUPL. It is recommended that the attached CR (OMA-LOC-CR- PSK-TLSv2 Proposal) submitted to LOC WG describing the required changes for this solution is supported by the SEC WG.
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