Doc#OMA- OMA-SEC-2005-0030-Securing-SUPL--Open-Issues-[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc#    OMA-LOC-2005-0144-Securing-SUPL--Open-Issues
Input Contribution



Input Contribution

	Title:
	Securing SUPL: Open Issues 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA LOC

	Submission Date:
	<2 March 2005>

	Source:
	Louis Finkelstein, louis.finkelstein@motorola.com
Ozgur Gurleyen, Ozgur.Gurleyen@vodafone.com
James Semple,  jsemple@qualcomm.com

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	 
	


1 Reason for Contribution

It was agreed during the SEC conference call 25 February 2005 to analyse potential benefits of adding additional messages in lieu of adding security to SUPL_INIT messages. These additions could be in the form of harmonization of Network-initiated and SET-initiated use cases. The proposal of harmonizing SET initiated and Network Initiated SUPL Use cases have been discussed in a drafting session in the SEC WG. It was decided in this teleconference to proceed with an Input Contribution to LOC WG to describe the proposal and seek approval from LOC WG in order to continue with the security architecture for SUPL.

The authors of this Input Contribution propose a harmonization method for the SUPL protocol flows of SET initiated and Network Initiated use cases. If this proposal is accepted by LOC WG, the security work required to complete the SUPL Security Model especially in the area of SUPL_INIT Security Mechanisms would be significantly reduced. 

2 Summary of Contribution

This contribution considers the complexity of the solution being developed to secure SUPL_INIT messages. It is concluded that the alternative proposal to make the SUPL_INIT a trigger, and harmonize on SET-initiated call flows, may decrease complexity significantly and warrants further investigation. The main idea behind this proposal is to use the same SUPL flows between the SET initiated and Network Initiated use cases for SUPL and apply the same security architecture to both use cases. Some simplifications can also be applied to SUPL_INIT message to remove the need to transmit the SLP addresses, QoP, Posting Method, etc as these could be provided by the SUPL_RESPONSE messages sent by the H-SLP.  

3 Discussion

During the SEC conference call 25 February 2005 [2], it was agreed to summarize a number of open points regarding SUPL security and determine if alternative approaches may be preferable. In particular the existing draft specifications are taking on a great deal of complexity primarily to add security to the SUPL_INIT message: 

· In non-proxy roaming cases a digital signature must be incorporated in the SUPL_INIT. 

· In non-proxy roaming cases a sequence number SQN is required in the SUPL_INIT to provide replay protection

· Therefore messages must be developed in order to provide SQN management and re-synchronize in error cases

· It is required that the same SUPL_INIT message be sent to all SET, whether for ‘early’ or ‘full’ SUPL implementations, because a priori it is not known whether a SIM/USIM/RUIM has been placed in an early or ‘full’ SUPL terminal. Therefore interoperability and migration issues must be thought through in detail. 

· It is required that the SET ensure that it was the intended recipient of the SUPL_INIT, so either the IMSI must be included in SUPL_INIT or some protocol must be developed to inform the SET of its MSISDN. In the latter case error cases must be developed to deal with swapping SIM/USIM/RUIM from one terminal to the next, etc. 

In summary a number of steps are required to secure the SUPL_INIT, and the protocols developed to synchronize identity (ie MSISDN) and the SQN must be considered in detail to ensure that no vulnerabilities are introduced. Complexity is added to the terminals and the SUPL_INIT message may be growing quite large. This complexity will inevitably delay the completion of SUPL Specs and likely to add potential delays to SUPL deployments once the specifications are finalized.

It is noted however that this complexity is required simply to address the Network Initiated case, in contrast to the SET initiated case. Therefore, an alternative approach would be to make the SUPL_INIT message simply a ‘trigger’ in response to which the SET contacts its H-SLP as per the typical SET-initiated case. While this would require additional messages between the SET and H-SLP in the Network-Initiated case, it would likely result in a reduction in complexity, easier migration paths, and a complete standard in a shorter time period.

Though this avenue does require some further study, it is proposed to enquire of LOC whether these additional messages are feasible as they may reduce complexity and lead to a secure standard in a shorter timeframe. 

4 Proposal Details

The authors propose to LOC to use the same SUPL protocol flows for Network-Initiates cases as the SET-Initiated cases. In other words, there should be only one type of SUPL session independent of whether the session was initiated by the SET or by the Network via a SUPL_INIT message.

The SUPL INIT message should only contain a simple trigger message WITHOUT providing the SLP address, QoP, Posting Method or Notification. All this information MUST be carried inside the SUPL_START and SUPL RESPONSE messages that would be transmitted between the SET and the H-SLP prior to a position calculation triggered by a SUPLPOS INIT message sent by the SET to the H-SLP.  In other words, it is recommended that the SUPL_INIT message should  be re-defined to include only a SUPL session trigger that does not need to be secured by the SUPL security architecture. The updated Network Initiated SUPL Session will be as follows:

Upon receiving the SUPL INIT message, the SET will contact the H-SLP. Prior to sending SUPL messages the SET needs to authenticate itself to the H-SLP. This is done using the security mechanisms defined in the current SUPL AD CR [1] (Not Agreed in SEC). These authentication mechanisms are close to completion with some issues to be resolved. Details of these issues can be found in the editor’s notes.

Once mutual authentication is successfully performed between the SET and the H-SLP, the SET sends a SUPL START message similar to the SET initiated case. The H-SLP then responds with a SUPL RESPONSE message similar to the SET initiated case. Once these messages are successfully completed the SET continues with the SUPL POS INIT message to start positioning calculation. In roaming scenarios, the SET will contact the V-SLP and perform another mutual authentication before sending the SUPL POS INIT message. These flows are identical to the SET initiated roaming cases. The rest of the messages are same as the network initiated SUPL cases for roaming and non-roaming. 

The main simplification of this proposal is to remove any information from the SUPL INIT message that would require the SET to verify that the information and in order to establish that the message is not coming from an attacker. As the SET will always contact the H-SLP for further instructions, i.e. which SLP to use (H-SLP or V-SLP) the security solution required only considers the mutual authentication between the SLPs (H-SLP and V-SLP) and SETs and not the security of the SUPL_INIT. In addition, this harmonization of SET and Network initiated cases will simplify the SUPL implementations so that SETs only executes one type of SUPL flow regardless of the initiation method.

The clear disadvantage of this proposal is the additional messages to be submitted between the H-SLP and the SET. However, as there is always the possibility of SETs initiating SUPL sessions, the optimizations currently in place for Network initiated cases can not be guaranteed if in a given network there are more SET initiated cases then Network initiated cases. Considering the simplifications achieved in the SUPL INIT messages both from a bandwidth point of view and the SLP, SET complexity reductions for security implementations, we believe this proposal justifies the additional message flows for network initiated SUPL cases.

5 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

6 Recommendation

Adopt as working assumption
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