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1 Reason for Contribution

This input contribution discusses a resolution on the comments ID 45 of SUPL AD in SUPL CONRR. Comments are as follows:
	045
	2005-05-11
	
	SUPL AD

6.8, 6.9
	Regarding ‘Key id’, ‘Key id2’, ‘Key id3’, ‘Key id4’ :

The definition or the usage of each parameter is needed.
Agreed. Input Contribution is needed
	To be discussed.


2 Summary of Contribution

The usage of each key id is discussed in section 3.

3 Detailed Proposal

<Resolution Begin>

7.1.2     Key Management for SUPL Authentication

The SUPL Authentication model requires shared secret keys between the H-SLP and the SET, bound to a removable token such as a R-UIM/SIM/USIM. 

In the case of 3GPP deployments supporting 3GPP GBA [3GPP 33.220], the shared keys are established as follows:

SETs and SLPs MUST derive a shared secret key and operate according to GBA [3GPP 33.220]. The NAF  MUST have well defined domain name SLP_Address_FQDN designating the H-SLP, e.g. slp.operator.com. 

For MAC protection of SUPL INIT keys are derived according to GBA [3GPP 33.220]. The NAF performing this operation MUST have a secondary FQDN with the word “mac” prefixed to the well defined domain name.e.g ”hslp-domain-name” as FQDN, and e.g. mac.slp.operator.com as the secondary SLP address. Implementations MUST ensure that both FQDNs (well defined and prefixed) point to the same SLP. The MAC_KeyID of the MAC_KEY included in the SUPL INIT message MUST be the B-TID of the Ks from which the Ks_NAF is generated.

The SET MUST ensure that it is always provisioned with a valid Ks_NAF. If no valid Ks_NAF is present then the SET MUST initiate the GBA procedure to provision Ks_NAF. A New Ks_NAF MUST be established each time a new UICC (USIM/SIM) is detected by the SET. Additionally, the SET MUST establish new shared keys when the Ks_NAFs lifetime (set by the Home Network operator) expires.

In the case of 3GPP2 deployments SUPL model assumes shared secret keys between the H-SLP and the SET, bound where applicable to an R-UIM. 

PSK_H-SLP_Master_Key, PP2_SPC_Master_Key, MAC_Master_Key and their corresponding identifiers (RAND1, RAND2, MAC_KEYID) MUST be provisioned by the SLP provider in the UIM/R-UIM.
Key-id mapping between the SLP and the R-UIM/SIM/USIM is as follows:

	Key-id in Section 6.8 and 6.9
	Format of Key-id
	Key
	Description

	Key-id
	MAC_KEYID@SLP
	PSK_MAC_Master_Key
	MAC key established between the (H-)SLP and the SET

	Key-id 2
	RAND2@SPC
	PP2_SPC_Master_Key
	Master key of the PSK-TLS session key established between the (V- or H-)SPC and the SET

	Key-id 3
	RAND3@SPC
	PSK_SPC_Key
	PSK-TLS session key established between the (V-)SPC and the SET which is used by the (V-)SPC

	Key-id 4
	RAND3@SPC
	PSK_SPC_Key
	PSK-TLS session key established between the (V-)SPC and the SET which is used by the SET


For Non-Proxy mode SET initiated SUPL call flows PSK_SPC_Key and RAND3 are randomly generated by the H-SLP and delivered to the SET using the SUPL RESPONSE Message.   H-SLP also forwards the PSK_SPC_Key to the serving SPC in an RLP where appropriate. Please note that the key identifier for PSK_SPC_Key MUST be constructed in the SET in the form of RAND3@SPC upon receipt.

For Non-Proxy mode Network Initiated SUPL Call flows the SET generates a nonce (SET_NONCE) and derives the corresponding PSK_SPC_Key as a HMAC-SHA2-256 [HMAC] as follows:  

PSK_SPC_Key= H(PP2_SPC_Master_Key XOR opad, H(PP2_SPC_Master_Key XOR ipad, SPC ||SET_NONCE||VER)) where H is defined as SHA-1. The output of the SHA-1 HASH function MUST be truncated to 128 bits, i.e. the HMAC MUST be implemented as HMAC-SHA-1-128.
RAND3=SET_NONCE

In order to enable the corresponding PSK_SPC_Key derivation in the H-SLP, the SET includes the RAND3 field in the Authentication REQ message. Upon receipt H-SLP derives the PSK_SPC_Key using the same HMAC as described above and forwards the key to the serving SPC in an RLP where appropriate.
<Resolution End>
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The document is presented for LOC WG discussion for SUPL CONRR.
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