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1 Reason for Change

Section 7.1.3.1 of the current SUPL AD, includes the formula for the MAC calculation which is recursive; for the SUPL_INIT is defined to include a MAC field, while the MAC is defined as: 

MAC=H(MAC_KEY XOR opad, H(MAC_KEY XOR ipad, SUPL_INIT))
It is therefore clarified that the MAC is computed on the those fields of SUPL_INIT apart from the MAC field.
Impact on Backward Compatibility

None

2 Impact on Other Specifications

None

3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Accept proposed change and update the SUPL AD accordingly.

5 Detailed Change Proposal

<Changed Clause Starts>
7.1.3.1 Authentication of the SUPL INIT Message
Proxy mode network verification of the integrity of the SUPL INIT message is always performed by the H-SLP. The SUPL POS INIT message MUST contain a verification field (VER), which is an HMAC of the complete SUPL INIT message. When the H-SLP receives the SUPL POS INIT message it MUST check the received VER field against the corresponding value calculated over the transmitted SUPL INIT message. If this verification fails the Home SLP MUST terminate the session with the relevant SUPL protocol error messages. 

HMAC for the verification field MUST be calculated as follows:

VER=H(H-SLP XOR opad, H(H-SLP XOR ipad, SUPL INIT))

where H-SLP is the FQDN of the H-SLP address configured in the SET. Note that the H-SLP address is not considered secret. The HMAC construct used here does not provide any data authentication but is only used as an alternative to a HASH function. SHA-1 MUST be used as the hash (H) function in the HMAC. The output of the SHA-1 HASH function MUST be truncated to 64 bits, i.e., the HMAC MUST be implemented as HMAC-SHA1-64.
For Non-Proxy mode operations network verification of the integrity of the SUPL INIT message is always performed by the H-SLP. When the H-SLP receives the SUPL AUTH REQ, it MUST check the received “SLP Session Id” fields against the expected values. If this verification fails the H-SLP MUST drop the session without charging the user.

For 3GPP SET based integrity verification and message origin authentication of SUPL INIT messages, SLPs MAY include a cryptographic MAC in the SUPL INIT message. 3GPP SUPL 1.0 SETs MUST recognize the presence of the MAC field but SETs MUST not verify the MAC field even if it is included in the SUPL INIT message. The SLPs MUST check if a current MAC_KEY exists between the SET and the SLP before including a MAC and associated KeyID into the SUPL INIT messages. In cases where no KeyID and corresponding MAC_KEY is found the MAC field MUST NOT be populated.

For 3GPP2 SET based integrity verification and message origin authentication of SUPL INIT messages, SLPs MUST include a cryptographic MAC to authenticate the data in the SUPL INIT message. 3GPP2 SUPL 1.0 SETs MUST verify the MAC field if it is present (populated) in the SUPL INIT message sent by an SLP using the MAC_KEY provisioned in the SET. The correct MAC_Master_Key is found using the MAC_KeyID field in the SUPL INIT message. If MAC verification fails, the SET MUST silently discard the SUPL INIT message. If the MAC verification succeeds the SET considers the SUPL INIT authentic and continues with the rest of the SUPL call flows.

The MAC field MUST be calculated as HMAC-SHA1-64 [HMAC] as:

MAC=H(MAC_KEY XOR opad, H(MAC_KEY XOR ipad, SUPL_INIT’)) where SUPL_INIT’ consists of those fields of SUPL_INIT without the MAC appended. 
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