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1 Reason for Contribution

To present a solution for E911/E112 Emergency call support for circuit switched calls for SUPL 2.0.
2 Summary of Contribution

This document describes a mechanism for E911/E112 Emergency call support for circuit switched calls for SUPL 2.0.
3 Detailed Proposal

Abstract

For operators who intend to deploy a user plane solution like SUPL only (and not a control plane solution), there is currently no way to support accurate location for normal circuit mode emergency calls (e.g. E911, E112). By combining a small portion of the existing control plane solution (for 3GPP or 3GPP2) with a user plane solution such as SUPL, it becomes possible to locate emergency circuit mode calls as shown in this contribution. Support of location for calls from unregistered or SIM-less or UIM-less phones is also possible with some extra enhancements. The solution applies to new phones able to operate in dual mode. The impacts to SUPL 2.0 are fairly small and are expected to be a subset of the impacts needed to support VoIP emergency calls.

1. Current Situation

Location support for emergency circuit mode calls (e.g. E911 calls in the US and E112 calls in Europe) is currently provided by Control Plane (CP) solutions for both 3GPP and 3GPP2 based wireless networks (e.g. to support the requirements from the FCC in the US and from ETSI EMTEL in Europe). 3GPP and 3GPP2 CP solutions are both described in the TIA/ATIS J-STD-036 US standard and are separately described in 3GPP TSs 23.271, 43.059 and 25.305 for 3GPP networks and in 3GPP2 X.S0002 and TIA-881 for 3GPP2 networks. Both Control Plane solutions require support for location by entities within the wireless core network and radio access network and make use of dedicated signaling channels and signaling capabilities to enable these entities to interact.

In an alternative User Plane (UP) solution, such as the Secure User Plane Location (SUPL) solution defined by OMA, fewer entities in the wireless network are needed to support location than in a CP solution. In addition, signaling to enable interaction between the involved entities is carried by data channels within the wireless network thereby requiring less dedicated support and less implementation. However, current UP solutions are not able to support location for E911 or E112 or other types of emergency call that need to use circuit mode transmission.

Many 3GPP and 3GPP2 operators have already deployed the 3GPP or 3GPP2 CP LCS solution, in some cases specifically to support E911 or E112. Other 3GPP and 3GPP2 operators have deployed or expect to deploy various UP solutions such as SUPL to support commercial location related applications. These include some operators who have already deployed a CP solution and some operators who have not.

For those operators who have already deployed, or may later deploy, a UP solution such as SUPL, but who have not yet deployed a CP solution, there would be some benefit to supporting E911 and E112 calls using a UP solution since that would avoid the need to deploy an additional CP solution. In addition, for operators who may have deployed both a CP and UP solution, there may be some benefit to supporting location for E911 and E112 calls using the UP solution, since that would enable the operators at some point to migrate to a single UP solution, thus avoiding further maintenance and enhancement costs for the CP solution. For operators who are yet to deploy a location solution, the capability to deploy a simpler UP solution to support E911 or E112 as well as other services could also be useful. 

2. Derivation of a Solution

The proposed solution incorporates some elements of existing CP solutions (for either 3GPP or 3GPP2). This has an advantage in reducing implementation (since the elements are already supported by many 3GPP and 3GPP2 vendors) and provides a migration strategy from a deployed CP solution. However, the proportion of CP solution incorporation is quite small, thus avoiding any significant increase in cost and complexity when upgrading an existing UP solution.

The solution supports normal registered User Equipments (UEs) - also known as a Mobile Station (MS) in the case of 3GPP2 and 3GPP GSM and a SUPL Enabled Terminal (SET) if SUPL is used for location. With the enhancements described in section 4, the solution also supports 3GPP UEs that do not contain a subscriber identity module (SIM) or Universal Integrated Circuit card (UICC) and 3GPP2 UEs that do not contain a User Identity Module (UIM).

The solution is derived by combining a small portion of the existing 3GPP or 3GPP2 CP solution with a UP solution. Figure 1 shows the existing operation of the 3GPP CP solution when used to support location for E911 or E112 calls as documented in 3GPP TS 23.271 and Joint TIA, EIA, ATIS standard J-STD-036. Figure 2 shows the existing operation of the 3GPP2 CP solution when used to support location for E911 calls as documented in Joint TIA, EIA, ATIS standard J-STD-036. Figure 3 shows operation of the SUPL UP solution when used to obtain location for some non-UE resident application inside or outside of the network (but not for E911 or E112) as documented in OMA “Secure User Plane Location Architecture” Candidate Version 1.0.
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 Figure 1 – E911/E112 Location Support for a 3GPP Network using the 3GPP CP Solution

(1) A UE sends a request for an emergency services call (e.g. E911 or E112) to a 3GPP MSC. 

(2) Immediately or some time after receiving the emergency services call request, the MSC sends a location request to the radio access network (RAN) serving the UE (e.g. GERAN  or UTRAN).

(3) The RAN may obtain an interim approximate location estimate for the UE using a network and/or UE assisted or UE based positioning method – e.g. U-TDOA, cell ID-timing advance, A-GPS. Such a location estimate is obtained in a short period of time (e.g. a few seconds) to assist in routing the call to the correct PSDP.

(4) The RAN returns the location estimate to the MSC.

(5) The MSC sends a MAP Subscriber Location Report to a GMLC in the same network. The MAP Subscriber Location Report contains the IMSI and/or MSISDN for the UE and may contain the identity of the serving cell as well as any interim location estimate returned by the RAN in step 4 if this was received within a short amount of time (e.g. a few seconds).

(6) The GMLC creates a record for the call. If the serving cell ID or an interim location estimate was received from the MSC in step 5, the GMLC may select the PSAP that covers emergency calls from the indicated geographic area. If so, the GMLC may assign an ESRD or ESRK to indicate the PSAP.

(7) The GMLC returns a MAP subscriber Location acknowledgement to the MSC containing any ESRD or ESRK assigned in step 6.

(8) The MSC sends the emergency services call to a PSAP. If an ESRK or ESRD was returned in step 7, the PSAP is the one chosen by the GMLC in step 6.  Otherwise, the MSC may determine the PSAP based, for example, on the current or initial serving cell for the UE. The MSC would then assign an ESRD or ESRK itself. The call setup message or indication sent to the PSAP includes the ESRD or ESRK returned in step 7 or assigned by the MSC and a callback number for the UE (e.g. MISDN). The call setup to the PSAP may be sent before the occurrence of step 4 and/or step 7 to avoid delaying the call. 

(9) The call is subsequently established between the UE and PSAP via the MSC.

(10) The PSAP sends an Emergency Services Position Request to the GMLC to request an accurate initial location estimate for the UE. The PSAP may identify the GMLC using the ESRK or ESRD received in step 8. The Emergency Services Position Request includes at least either the ESRK or ESRD and callback number.

(11) The GMLC identifies the call record created in step 6 using the ESRK or callback number. If the GMLC received an accurate location estimate in step 5, the GMLC may return it immediately to the PSAP in step 16 and skip steps 11 to 15. If the GMLC did not yet receive the MAP Subscriber Location Report in step 5, it may wait for this and then, if an accurate location estimate is received, proceed directly to step 16. Otherwise, if the GMLC did not or does not later receive an accurate location estimate in step 5, the GMLC sends a MAP Provide Subscriber Location request to the MSC indicating a request for an accurate location estimate. 

(12) The MSC sends a location request to the RAN indicating a request for an accurate location.

(13) The RAN invokes one or more positioning methods to obtain an accurate location estimate – for example A-GPS, U-TDOA, E-OTD, OTDOA or some combination of these.

(14) An accurate location estimate is returned to the MSC.

(15) The MSC returns the location estimate to the GMLC.

(16) The GMLC returns the location estimate to the PSAP in an Emergency Services Position Request response message. 

(17)  At some later time, the PSAP may send another Emergency Services Position Request to the GMLC to obtain an updated location estimate. In that case, the GMLC may repeat steps 11 to 15 to obtain a new location estimate and return it to the PSAP in an Emergency Services Position Request response message.

(18) At some later time, the call between the UE and PSAP is released.

(19) The MSC sends a MAP Subscriber Location Report message to the GMLC indicating the UE (e.g. may provide the IMSI or MSISDN) and indicating that the call was released.

(20) The GMLC may delete the call record created in step 6 and returns a MAP Subscriber Location Report acknowledgment to the MSC.
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 Figure 2 – E911 Location Support for a 3GPP2 Network using the 3GPP2 CP Solution
(1) A UE (also known as an MS) sends a request for an emergency services call (e.g. E911) to a 3GPP2 (e.g. cdma2000) MSC. 

(2) The MSC sends an ANSI-41 MAP Origination Request message to an MPC containing the UE identification (e.g. IMSI or MIN), the UE location capabilities and the current serving cell ID.

(3) The MPC creates a record for the call and sends an ANSI-41 MAP Geo Position Request message to a PDE associated with the UE’s current serving cell. The message contains information received in step 2 – for example, UE identity, UE location capabilities and serving cell ID.

(4) The PDE may obtain an interim approximate location estimate for the UE using a network and/or UE assisted or UE based positioning method – e.g. U-TDOA, cell ID, A-GPS, A-FLT. Such a location estimate is obtained in a short period of time (e.g. a few seconds) to assist in routing the call to the correct PSDP.

(5) The PDE returns the interim location estimate to the MPC.

(6) The MPC acknowledges the message in step 5.

(7) Using the serving cell ID received in step 2 or the interim location estimate received in step 5, the MPC may select (or request a separate server to select) the PSAP that covers emergency calls from the indicated geographic area. If so, the MPC may assign an ESRD or ESRK to indicate the PSAP.

(8) The MPC returns an ANSI-41 MAP Origination Request acknowledgment to the MSC containing any ESRD or ESRK assigned in step 7.

(9) The MSC sends the emergency services call to a PSAP. If an ESRK or ESRD was returned in step 8, the PSAP is the one chosen by the MPC in step 7.  Otherwise, the MSC may determine the PSAP based, for example, on the current or initial serving cell for the UE. The MSC would then assign an ESRD or ESRK itself. The call setup message or indication sent to the PSAP includes the ESRD or ESRK returned in step 8 or assigned by the MSC and a callback number for the UE (e.g. MIN). The call setup to the PSAP may be sent before the occurrence of step 5 to avoid delaying the call. 

(10) The call is subsequently established between the UE and PSAP via the MSC.

(11) The PSAP sends an Emergency Services Position Request to the MPC to request an accurate initial location estimate for the UE. The PSAP may identify the MPC using the ESRK or ESRD received in step 9. The Emergency Services Position Request includes at least either the ESRK or ESRD and callback number.

(12) The PDE continues positioning after step 6.

(13) Once the PDE has an accurate location estimate, it sends it to the MPC in an ANSI-41 MAP Geo Position Request acknowledgment message. 

(14) The MPC identifies the call record created in step 3 using the ESRK or callback number provided by the PSAP in step 11 and waits for step 13 to occur if step 13 did not occur before step 11. The MPC then returns the location estimate received in step 13 to the PSAP in an Emergency Services Position Request response message. 

(15)  At some later time, the PSAP may send another Emergency Services Position Request to the MPC to obtain an updated location estimate. In that case, the MPC may query the MSC to determine an appropriate PDE and then instigate a repetition of steps 3, 12 and 13 to obtain a new accurate location estimate from the PDE which is then returned to the PSAP in an Emergency Services Position Request response message.

(16) At some later time, the call between the UE and PSAP is released.

(17) The MSC sends an ANSI-41 MAP Call Termination Report message to the MPC indicating the UE (e.g. may provide the IMSI or MIN).

(18) The MPC may delete the call record created in step 3 and returns an ANSI-41 MAP Call Termination Report acknowledgment to the MSC.
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 Figure 3 – Network Initiated Location using SUPL 
(1) A SUPL Agent (also known as an LCS Client) sends a location request message for a particular target SET (also known as a UE or MS) to the Home SUPL Location Platform (H-SLP) for the SET. The location request message may, for example, be an OMA MLP Standard Location Immediate Request. If the SUPL Agent is remote from the H-SLP or has no association with the H-SLP, the location request may be transferred to the H-SLP through a separate requesting SLP (R-SLP) not shown in Figure 3.

(2) The H-SLP decides if positioning needs to be supported by a visited SLP (V-SLP) nearer to and/or better able to position the SET. If so, signaling occurs (not shown in Figure 3) between the H-SLP and V-SLP. The H-SLP then sends a SUPL INIT message to the SET using SMS or WAP Push to start a SUPL location procedure. The SUPL INIT may include the intended positioning method (e.g. SET assisted A-GPS or SET based A-GPS) any desired quality of service (e.g. required location accuracy) and a notification of positioning for privacy support. The H-SLP can also indicate use of proxy versus non-proxy mode. If non-proxy mode will be used, the H-SLP includes the address of a separate SUPL Positioning Center (SPC) associated with either the H-SLP or a separate visited SLP (V-SLP), with which the SET will need to interact to perform positioning.

(3) The SET establishes a secure IP connection to the H-SLP. If non-proxy mode will be used, some further authentication related SUPL messages are exchanged between the SET and H-SLP and between the H-SLP and a V-SLP, if a V-SLP was chosen in step 2, and the SET then establishes a secure IP connection to the SPC indicated in step 2. These non-proxy mode actions are not shown in Figure 3. The SET then returns a SUPL POS INIT message to the H-SLP for proxy mode or to the SPC for non-proxy mode. The SET may include in the SUPL POS INIT, the positioning methods and positioning protocols that it supports, its serving cell identity, network measurements to assist with location computation, a request for assistance data (e.g. for A-GPS) if the SET needs assistance data and possibly a location estimate if the UE already has one.

(4) For proxy mode where a V-SLP is used, the H-SLP forwards the SUPL POS INIT message to the V-SLP (not shown in Figure 3). If the H-SLP, or V-SLP for proxy mode, or SPC for non-proxy mode is able to derive a location estimate with the needed accuracy from the information received in step 3, then it may proceed immediately to step 5. Otherwise, the SET and either the H-SLP (for proxy mode) or SPC (for non-proxy mode) exchange one or more SUPL POS messages each containing a positioning message according to one of the 3GPP RRLP, 3GPP RRC or 3GPP2 C.S0022 or TIA-801 positioning protocols. The H-SLP (proxy mode) or SPC (non-proxy mode) may provide assistance data to the SET in these messages and the SET may return location related measurements or a location estimate. If proxy mode is used with a V-SLP, all of these messages are transferred by the H-SLP to or from the V-SLP (not shown in figure 3). 

(5) Once the H-SLP, V-SLP or SPC obtains a location estimate, either by computing this from measurements received from the SET in step 4 or by verifying a location estimate received from the SET in step 4, the H-SLP (proxy mode) or SPC (non-proxy mode) sends a SUPL END to the UE to terminate the SUPL positioning procedure.

(6) If a V-SLP is used, the location estimate will be forwarded to the H-SLP (not shown in Figure 3). The H-SLP then returns the location estimate to the SUPL Agent – for example in an OMA MLP standard location immediate answer. This would be transferred via the R-SLP if the location request in step 1 was sent via an R-SLP.

3. Details of the UP Solution for E911 and E112

The UP solution for E911 and E112 calls using SUPL is achieved by combining the core SUPL location procedure described for steps 2 to 5 in Figure 3 with portions of the 3GPP and 3GPP2 control plane solutions in Figures 1 and 2. The resulting solution for 3GPP networks is shown in Figure 4 and incorporates steps 1, 5 to 10 and 16 to 20 from Figure 1. The resulting solution for 3GPP2 networks is shown in Figure 5 and incorporates steps 1 to 2, 7 to 11 and 14 to 18 from Figure 2. Both solutions make use of an entity that can function as, or make use of, both a SUPL SLP and either a GMLC, for 3GPP, or MPC, for 3GPP2. All solutions depend upon a UE capability to support both circuit mode (e.g. E911/E112 call) and packet mode communication in parallel. This capability is currently allowed for registered users by 3GPP for UMTS and GSM/GPRS terminals and by 3GPP2 for cdma2000. For unregistered users (e.g. with a SIM-less, UIM-less or UICC-less terminal), the enhancements described in section 4 may be needed. Note that the solution allows use of two SLPs – an SLP associated with a GMLC or MPC that replaces the normal H-SLP and a second “V-SLP” that is more local to and/or better able to locate the UE. However, in most cases, only one SLP (the one associated with the MPC or GMLC) should be enough. 
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Figure 4 – E911/E112 Location Support for a 3GPP Network using SUPL

(1) A UE (also known in SUPL as a SET) sends a request for an emergency services call (e.g. E911 or E112) to a 3GPP MSC. 

(2) The MSC determines (e.g. from UE subscription information or UE capability information received directly from the UE) that the UE can support SUPL positioning. The MSC then sends a MAP Subscriber Location Report message to a GMLC/SLP in the same network that is capable of acting as both a GMLC and SUPL SLP or is associated with (and in communication with) a separate GMLC and/or SUPL SLP. The MAP Subscriber Location Report contains the IMSI and/or MSISDN for the UE and may contain the identity of the serving cell as well as possibly other information – for example, measurements from the UE or network that can be used to help compute a location estimate.

(3) The GMLC/SLP creates a record for the call. Optionally, the GMLC/SLP may compute an interim (approximate) location for the UE based on the received cell ID and any other measurements received in step 2. As a further option, the GMLC/SLP, acting now as a SUPL SLP, may initiate steps 8 to 11 in advance and obtain an approximate interim location estimate. If an interim location estimate is obtained, or using just the serving cell received in step 2, the GMLC/SLP may select the PSAP that covers emergency calls from the indicated geographic area. If so, the GMLC/SLP may assign an ESRD or ESRK to indicate the PSAP.

(4) The GMLC/SLP returns a MAP Subscriber Location Report acknowledgement to the MSC containing any ESRD or ESRK assigned in step 3.

(5) The MSC sends the emergency services call to a PSAP. If an ESRK or ESRD was returned in step 4, the PSAP is the one chosen by the GMLC/SLP in step 3.  Otherwise, the MSC may determine the PSAP based, for example, on the current or initial serving cell for the UE. The MSC would then assign an ESRD or ESRK itself. The call setup message or indication sent to the PSAP includes the ESRD or ESRK returned in step 4 or assigned by the MSC and a callback number for the UE (e.g. MISDN).

(6) The call is subsequently established between the UE and PSAP via the MSC.

(7) The PSAP sends an Emergency Services Position Request to the GMLC/SLP to request an accurate initial location estimate for the UE. The PSAP may identify the GMLC/SLP using the ESRK or ESRD received in step 5. The Emergency Services Position Request includes at least either the ESRK or ESRD and callback number. The PSAP does not need to be aware that SUPL may be used to obtain  the location estimate.

(8) The GMLC/SLP identifies the call record created in step 3 using the ESRK or callback number received in step 7. If the GMLC/SLP obtained an accurate location estimate in step 3, the GMLC/SLP may return it immediately to the PSAP in step 12 and skip steps 8 to 11. Otherwise, the GMLC/SLP acts as an H-SLP and instigates the SUPL location procedure described by Figure 3 in which the procedure occurs almost exactly as in steps 2 to 5 in Figure 3 but with the GMLC/SLP replacing the H-SLP in Figure 3. Thus, the GMLC/SLP first performs the actions described for step 2 in Figure 3 by sending a SUPL INIT to the UE, using SMS or WAP Push, to start a SUPL location procedure. However, different to the normal SUPL procedure described in Figure 3, if the UE is not in its home network or if the GMLC/SLP is not the Home SLP (H-SLP) for the UE, the GMLC/SLP includes its own IP address in the SUPL INIT. Also different to the normal SUPL procedure described in Figure 3, the SUPL INIT may include an emergency call indication, for example in the SUPL INIT notification parameter. The SUPL INIT may be sent by the GMLC/SLP immediately after step 4 without waiting for the Emergency Services Position Request from the PSAP in step 7. In that case, one or more of the subsequent steps 9, 10 and 11 may also be completed before the GMLC/SLP has received the Emergency Services Position Request from the PSAP in step 7, in which case the GMLC/SLP can proceed directly from step 7 to step 12. If non-proxy mode is used, the SUPL INIT will also contain the IP address of an SPC – either associated with the GMLC/SLP or associated with a separate V-SLP.

(9) The UE repeats the actions described for step 3 in Figure 3 for SUPL positioning. Thus, the UE establishes a secure IP connection to its H-SLP if the GMLC/SLP is the H-SLP for the UE. However, if the GMLC/SLP is not the H-SLP for the UE (i.e. the GMLC/SLP included its own IP address in the SUPL INIT in step 8) then, different to a normal SUPL location procedure, the UE establishes a secure IP connection to the GMLC/SLP and not to the H-SLP. For non-proxy mode, some further authentication related SUPL messages are then exchanged between the UE and GMLC/SLP and between the GMLC/SLP and any V-SLP chosen in step 8 (not shown in Figure 3) and the UE then establishes a secure IP connection to the SPC indicated by the SUPL INIT in step 8.  For proxy mode, the UE returns a SUPL POS INIT to the GMLC/SLP. For non-proxy mode, the UE sends the SUPL POS INIT to the SPC (not shown in Figure 4) just as for the normal SUPL procedure described in Figure 3. 

(10) The UE and GMLC/SLP for proxy mode, or UE and SPC for non-proxy mode, now continue the SUPL positioning procedure by repeating the actions described for step 4 in Figure 3. Thus, if the GMLC/SLP (proxy mode) or SPC (non-proxy mode) is able to obtain a location estimate with the needed accuracy from the information received in the SUPL POS INIT in step 9, then it may proceed immediately to step 11. Otherwise, the UE and GMLC/SLP (proxy mode) or UE and SPC (non-proxy mode) exchange one or more SUPL POS messages each containing a positioning message according to either the 3GPP RRLP or 3GPP RRC positioning protocols. The GMLC/SLP (proxy mode) or SPC (non-proxy mode) may provide assistance data to the UE in these messages and the UE may later return location related measurements or a location estimate.

(11) Once the GMLC/SLP (proxy mode) or SPC (non-proxy mode) obtains a location estimate, either by computing this from measurements received from the UE in step 10 or by verifying a location estimate received from the UE in step 10, it sends a SUPL END to the UE to terminate the SUPL positioning procedure.

(12) .The GMLC/SLP returns the location estimate (possibly forwarded from a V-SLP, not shown in Figure 4) to the PSAP in an Emergency Services Position Request response message. 

(13)  At some later time, the PSAP may send another Emergency Services Position Request to the GMLC/SLP to obtain an updated location estimate. In that case, the GMLC/SLP may repeat steps 8 to 11 to obtain a new location estimate using SUPL and return it to the PSAP in an Emergency Services Position Request response message.

(14) At some later time, the call between the UE and PSAP is released.

(15) The MSC sends a MAP Subscriber Location Report message to the GMLC/SLP indicating the UE (e.g. may provide the IMSI or MSISDN) and indicating that the call was released.

(16) The GMLC/SLP may delete the call record created in step 3 and returns a MAP Subscriber Location Report acknowledgment to the MSC.
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Figure 5 – E911 Location Support for a 3GPP2 Network using SUPL
(1) A UE (also known in SUPL as a SET and in 3GPP2 as an MS) sends a request for an emergency services call (e.g. E911) to a 3GPP2 MSC. 

(2) The MSC determines (e.g. from UE subscription information or UE capability information received directly from the UE) that the UE can support SUPL positioning. The MSC then sends an ANSI-41 MAP Origination Request message to a MPC/SLP in the same network that is capable of acting as both an MPC and SUPL SLP or is associated with (and in communication with) a separate MPC and/or SUPL SLP. The ANSI-41 MAP Origination Request contains the UE identification (e.g. IMSI and/or MIN) and may contain the identity of the serving cell as well as possibly other information – for example, measurements from the UE or network that can be used to help compute a location estimate.

(3) The MPC/SLP creates a record for the call. Optionally, the MPC/SLP may compute an interim (approximate) location for the UE based on the received cell ID and any other measurements received in step 2. As a further option, the MPC/SLP, acting now as a SUPL SLP, may initiate steps 8 to 11 in advance and obtain an approximate interim location estimate. If an interim location estimate is obtained, or using just the serving cell received in step 2, the MPC/SLP may select the PSAP that covers emergency calls from the indicated geographic area. If so, the MPC/SLP may assign an ESRD or ESRK to indicate the PSAP.

(4) The MPC/SLP returns an ANSI-41 MAP Origination Request acknowledgement to the MSC containing any ESRD or ESRK assigned in step 3.

(5) The MSC sends the emergency services call to a PSAP. If an ESRK or ESRD was returned in step 4, the PSAP is the one chosen by the MPC/SLP in step 3.  Otherwise, the MSC may determine the PSAP based, for example, on the current or initial serving cell for the UE. The MSC would then assign an ESRD or ESRK itself. The call setup message or indication sent to the PSAP includes the ESRD or ESRK returned in step 4 or assigned by the MSC and a callback number for the UE (e.g. MISDN).

(6) The call is subsequently established between the UE and PSAP via the MSC.

(7) The PSAP sends an Emergency Services Position Request to the MPC/SLP to request an accurate initial location estimate for the UE. The PSAP may identify the MPC/SLP using the ESRK or ESRD received in step 5. The Emergency Services Position Request includes at least either the ESRK or ESRD and callback number.

(8) The MPC/SLP identifies the call record created in step 3 using the ESRK or callback number received in step 7. If the MPC/SLP obtained an accurate location estimate in step 3, the MPC/SLP may return it immediately to the PSAP in step 12 and skip steps 8 to 11. Otherwise, the MPC/SLP acts as an H-SLP and instigates the SUPL location procedure described by Figure 3 in which the procedure occurs almost exactly as in steps 2 to 5 in Figure 3 but with the MPC/SLP replacing the H-SLP in Figure 3. Thus, the MPC/SLP first performs the actions described for step 2 in Figure 3 by sending a SUPL INIT to the UE, using SMS or WAP Push, to start a SUPL location procedure. However, different to the normal SUPL procedure described in Figure 3, if the UE is not in its home network or if the MPC/SLP is not the Home SLP (H-SLP) for the UE, the MPC/SLP includes its own IP address in the SUPL INIT. Also different to the normal SUPL procedure described in Figure 3, the SUPL INIT may include an emergency call indication, for example in the SUPL INIT notification parameter. The SUPL INIT may be sent by the MPC/SLP immediately after step 4 without waiting for the Emergency Services Position Request from the PSAP in step 7. In that case, one or more of the subsequent steps 9, 10 and 11 may also be completed before the MPC/SLP has received the Emergency Services Position Request from the PSAP in step 7, in which case the MPC/SLP can proceed directly from step 7 to step 12. If non-proxy mode is used, the SUPL INIT will also contain the IP address of an SPC – either associated with the MPC/SLP or associated with a separate V-SLP.

(9) The UE repeats the actions described for step 3 in Figure 3 for SUPL positioning. Thus, if the MPC/SLP is the H-SLP for the UE, the UE establishes a secure IP connection to the H-SLP. However, if the MPC/SLP is not the H-SLP (i.e. the MPC/SLP has included its own IP address in the SUPL INIT in step 8), then, different to a normal SUPL location procedure, the UE establishes a secure IP connection to the MPC/SLP and not to the H-SLP. For non-proxy mode, some further authentication related SUPL messages are then exchanged between the UE and MPC/SLP and between the MPC/SLP and any V-SLP chosen in step 8 (not shown in Figure 3) and the UE then establishes a secure IP connection to the SPC indicated in the SUPL INIT in step 8.  For proxy mode, the UE returns a SUPL POS INIT to the MPC/SLP. For non-proxy mode, the UE sends the SUPL POS INIT to the SPC (not shown in Figure 5) just as for the normal SUPL procedure described in Figure 3. 

(10) The UE and MPC/SLP for proxy mode, or UE and SPC for non-proxy mode, now continue the SUPL positioning procedure by repeating the actions described for step 4 in Figure 3. Thus, if the MPC/SLP (proxy mode) or SPC (non-proxy mode) is able to obtain a location estimate with the needed accuracy from the information received in the SUPL POS INIT in step 9, then it may proceed immediately to step 11. Otherwise, the UE and MPC/SLP (proxy mode) or UE and SPC (non-proxy mode) exchange one or more SUPL POS messages each containing a positioning message according to the 3GPP2 C.S0022 or TIA-801 positioning protocol (or possibly the 3GPP RRLP or RRC protocol). The MPC/SLP (proxy mode) or SPC (non-proxy mode) may provide assistance data to the UE in these messages and the UE may later return location related measurements or a location estimate.

(11) Once the MPC/SLP (proxy mode) or SPC (non-proxy mode) obtains a location estimate, either by computing this from measurements received from the UE in step 10 or by verifying a location estimate received from the UE in step 10, it sends a SUPL END to the UE to terminate the SUPL positioning procedure.

(12) .The MPC/SLP returns the location estimate (possibly forwarded from a V-SLP) to the PSAP in an Emergency Services Position Request response message. 

(13)  At some later time, the PSAP may send another Emergency Services Position Request to the MPC/SLP to obtain an updated location estimate. In that case, the MPC/SLP may repeat steps 8 to 11 to obtain a new location estimate using SUPL and return it to the PSAP in an Emergency Services Position Request response message.

(14) At some later time, the call between the UE and PSAP is released.

(15) The MSC sends an ANS-41 MAP Call Termination Report message to the MPC/SLP indicating the UE (e.g. may provide the IMSI or MIN) and indicating that the call was released.

(16) The MPC/SLP may delete the call record created in step 3 and returns an ANS-41 MAP Call Termination Report acknowledgment to the MSC.

4. Optimization and Support of Unregistered, UICC-less, SIM-less or UIM-less UEs

Initiation of SUPL positioning, for example in step 8 of Figures 4 and 5, requires that the GMLC/SLP or MPC/SLR send a SUPL INIT to the UE using WAP Push or SMS. If the UE is roaming from a different H-PLMN, then this may be awkward and time consuming as well as unreliable due to interworking with the H-PLMN. An alternative would be for the GMLC/SLP or MPC/SLP to send an SMS message directly to the serving MSC (emulating an SMS gateway MSC for 3GPP or an SMS Message Center for 3GPP2). This alternative can also be used for an unregistered UE, a UICC-less 3GPP UE, a SIM-less 3GPP GSM UE and a UIM-less 3GPP2 UE if the MSC provides the GMLC/SLP or MPC/SLP with a temporary UE identifier to replace the normal IMSI, MSISDN or MIN. This temporary identifier could be included in the MAP Subscriber Location Report sent in step 2 of Figure 4, in the case of a 3GPP network, and in the ANSI-41 Origination Request sent in step 2 of Figure 5 for a 3GPP2 network. Once the UE has received the SUPL INIT, it can establish a secure IP connection to the GMLC/SLP or MPC/SLP. In the case of an unregistered, UICC-less, SIM-less or UIM-less UE, procedures described for “VoIP Emergency Call Support” (3GPP SA2 contribution S2-051950) show how such a UE can establish IP connectivity with restricted access for an emergency call, which would enable an IP connection to a GMLC/SLP or MPC/SLP in the same network. In this case, a separate V-SLP might not be used.

If a UE or network is not able to support a simultaneous emergency call and IP transfer, signaling between the UE and GMLC/SLP or MPC/SLP could be supported in another way, although there would then be additional impacts to the UE, MSC, GMLC/SLP and MPC/SLP. The method would be to use SMS for all communication with all SMS signaling sent directly between the MSC and either the GMLC/SLP or MPC/SLP. This would require special SMS handling in the MSC for SMS messages sent from the UE – e.g. the MSC might assume that any SMS message sent by the UE during an emergency call in which SUPL is used was intended for SUPL.

5. Support of Security for SUPL

Note that the security procedures described in this section apply also to SUPL support for emergency calls using VoIP (as well as circuit mode). In fact, it would be worthwhile to ensure that the same security mechanism is used for both types of emergency call.
5.1 Alternative Mechanisms

Since a GMLC/SLP or MPC/SLP in the visited network may replace the H-SLP for SUPL positioning, the existing SUPL security procedures need to be modified. For convenience, the GMLC/SLP and MPC/SLP entities referred to previously are denoted by the term SLP* in this section, which can be considered as analogous to (though not exactly the same as) the S-SLP entity proposed to support VoIP emergency calls. 

The existing SUPL 1.0 security procedures are generally based on shared keys in both the UE (SET) and H-SLP and/or on other information provisioned in the UE concerning the H-SLP (e.g. H-SLP fully qualified domain name, H-SLP root X.509 public key certificate). Such provisioned information would not be applicable to an SLP* (unless the UE happens to be in the home network). For an SLP*, authentication for proxy and non-proxy modes can be supported in other ways discussed below.

Authentication of the SLP* by the UE may be important to avoid unauthorized access to the UE location even during an emergency call. The following alternative methods are identified.

(a) No authentication: the UE allows network initiated SUPL location from a non-authenticated SLP* if the SUPL INIT message indicates location for an emergency session and the UE is currently engaged in an emergency session. These checks provide some minimal protection. In addition, transfer of the SUPL INIT via SMS or WAP Push provides some additional confidence in its authenticity, since SMS or WAP transfer requires V-PLMN and/or H-PLMN support and verification.

(b) TLS public key authentication: the UE and SLP* support the alternative client authentication mechanism described in section 7.1.4 of the OMA SUPL 1.0 “Secure User Plane Location Architecture” document. This mechanism currently supports authentication of the H-SLP by a UE (i.e. SET) using TLS, as defined in IETF RFC 2246 and with ITU X.509 public key certificates sent by the H-SLP to the UE during the TLS handshake phase. The public key certificates provide a chain of digital signatures, each signature authenticating the next, such that the UE can authenticate the public key of the SLP* provided it is provisioned with the public key of at least one root certification authority. This may require a new global root certification authority (e.g. defined by OMA), strictly to support location of emergency calls using SUPL, that would be provisioned in all SUPL capable UEs supporting SUPL location of emergency calls. The public key authentication TLS procedure (e.g. making use of RSA, DSS or Diffie-Hellman methods) further allows transfer of symmetric keys for use in subsequent ciphering and authentication of signaling – in this case of subsequent SUPL messages. Using these keys or by deriving further keys from them, authentication and ciphering between the UE and an SPC for non-proxy mode can also be supported.
(c) PSK-TLS authentication: the UE and SLP* support PSK-TLS (e.g. as defined in SUPL 1.0 for 3GPP2 SETs) according to IETF draft “Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)” (latest version in draft-ietf-tls-psk-09). The pre-shared key (PSK) may be generated from information (e.g. random information) contributed by the UE, network (e.g. MSC or HLR) and/or SLP* and may be made available to the UE and SLP* during emergency call establishment. In essence, the trust relationship established during call setup between these entities is used to provide a secure PSK. Mutual authentication of the UE and SLP* can then be supported using PSK-TLS when the UE establishes an IP (PSK-TLS) connection to the SLP* following transfer of the SUPL INIT from the SLP* to the UE.
(d) Authentication with GBA: the UE and SLP* support the Generic Bootstrap Architecture (GBA) defined in 3GPP TS 33.220 in the case of a 3GPP capable UE and in 3GPP2 TSG-S draft S.P0109 in the case of a 3GPP2 capable UE. This enables the UE and SLP* to obtain a secure shared key from the H-PLMN of the UE. This key can be used to support PSK-TLS mutual authentication between the UE and SLP*, as defined in 3GPP TS 33.222 for a 3GPP capable UE and in 3GPP2 TSG-S draft S.P0114 for a 3GPP2 capable UE. This is also the method currently used in SUPL 1.0 to support 3GPP proxy mode. The key can also be used to support TLS with HTTP Digest authentication as defined in 3GPP TS 33.222 for a 3GPP capable UE and in 3GPP2 TSG-S draft S.P0114 for a 3GPP2 capable SET. The key could also be used with other forms of authentication - e.g. HTTP Digest authentication as defined in 3GPP2 TSG-S draft S.P0114 for a 3GPP2 capable SET.

(e) SUPL 1.0 authentication: if the UE is in the H-PLMN, the SLP* could be the H-SLP allowing use of the existing authentication mechanisms already defined for SUPL 1.0.

5.2 Evaluation of Alternatives

Method (a), though simple, is probably too insecure for unrestricted usage. Method (b) relies on global agreement on (and provisioning in the UE of) one or more root certification authorities to certify the SLP* public key(s). It ensures authentication of the SLP* by the UE and limited authentication of the UE by the SLP* via the 64 bit SUPL INIT hash carried in the SUPL POS INIT and sent to the SLP* by the UE. It does not necessarily place any requirement on the H-SLP – e.g. which need not support this feature in SUPL 2.0 solely on behalf of H-SLP subscribers who are roaming outside the H-PLMN. Method (c) likewise places no requirement on the H-PLMN (to support H-PLMN subscribers roaming outside the H-PLMN), does not rely on pre-agreement on certification authorities, but is heavily reliant on a secure connection between the UE and V-PLMN during emergency call setup – which implies registration of the UE in the V-PLMN and mutual authentication of the UE and the V-PLMN. In the UICC-less case or where there is no roaming agreement between the  V-PLMN and H-PLMN, mutual authentication of and secure transmission between  the V-PLMN and  UE will not be possible during emergency call setup implying that any PSK generation will provide very limited protection.  Method (d) will require support of GBA in the H-PLMN (as well as V-PLMN) and a roaming agreement between the V-PLMN and H-PLMN to enable transfer of key information from the H-PLMN Bootstrapping Serving Function (BSF) to the V-PLMN SLP* Network Application Function (NAF). Method (e) is restricted to emergency calls within the H-PLMN. Only methods (b) and (c) provide any security for a UICC-less (or SIM-less or UIM-less)  UE. These characteristics are summarized in the following table in approximate order of their priority (e.g. support of security in the UICC-less case probably has lowest priority).

	Characteristic
	Method (a)
	Method (b)
	Method (c)
	Method (d)
	Method (e)

	Authenticate SLP*
	No
	Yes
	Yes
	Yes
	Yes

	Authenticate UE
	No
	Limited
	Yes
	Yes
	Yes

	Support roaming
	Yes
	Yes
	Yes
	Yes
	No

	H-PLMN impact
	No
	No
	No
	Yes
	Yes

	Secure UE connection to V-PLMN needed
	No
	No
	Yes
	No
	No

	UICC-less support
	Yes
	Yes (note 1)
	Very limited
	No
	No


note 1: assumes that public key root certificates are provisioned in the Mobile Equipment (ME) 

Table 1 – Comparison of Authentication Alternatives

It is suggested to allow (a) and (e) due to limited impacts to SUPL 1.0 and to add support for at least one of (b) or (c), for which more details are provided below. Note that (d) is less preferred (though still possible) owing to dependence on the H-PLMN which may make roaming support difficult. Support of (a) would be determined by the UE not invoking security procedures with the SLP*. In this case, the SLP* can still verify the UE identity, to a limited extent, through the SUPL INIT hash code contained in the SUPL POS INIT.

5.3 Method (b) - TLS Public Key Authentication with SUPL

The UE and SLP* need to support TLS as defined in IETF RFC 2246 for server (SLP*) public key authentication. The UE (ME and/or UICC) need to be provisioned with one or more root public key certificates enabling it to verify the SLP* public key(s). There may need to be agreement (e.g. in OMA) on suitable global root certification authorities for emergency services. The UE and SLP* need to establish a shared ciphering key and a message authentication code (MAC) key using the normal TLS procedures defined in RFC 2246 and one of the allowed secure public key transfer procedures – e.g. RSA, DSS or Diffie-Hellman. Ciphering and authentication of SUPL messages need to be used following establishment of a secure TLS connection. For non-proxy mode, the currently defined method for 3GPP2 non-proxy mode in SUPL 1.0 can be used to generate a shared key for authentication and ciphering, according to IETF PSK-TLS, between the UE and H-SPC.

5.4 Method (c) - PSK-TLS Authentication with SUPL

The UE and SLP* need to support PSK-TLS as defined in IETF draft “Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)”. Certain information (e.g. parameters) sent by or to the UE during establishment of the emergency call may be used to generate a common shared key (PSK) in both the SLP* and UE. In the case of the SLP*, this information would be obtained and transferred by the MSC. Alternatively, or in addition, security information already present in both the MSC and UE to support secure circuit mode access from the UE (e.g. the ciphering key) may be used to generate one or more PSKs. This second alternative is applicable when the UE is able to register with the V-PLMN. The UE and SLP* shall then employ PSK-TLS for SUPL location using the derived PSK(s). These PSK(s) may be used to obtain further PSKs for authentication for non-proxy mode.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt this proposal as a mechanism for E911/E112 Emergency call support for circuit switched calls for SUPL 2.0.
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