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1 Reason for Change

This issue has been discussed in both OMA LOC and OMA SEC, this change request is based on discussions of OMA SEC 158, 161, 162 and OMA LOC 526, 532, 538; this proposal is a combined approach to solve the problem where the H-SLP address is not available on a UICC. 

Modified section 2.1, 3.3, 7.2   

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve and update SUPL 1.0 AD.

6 Detailed Change Proposal

2.1 Normative References

	[3GPP 31.101]
	3GPP TS 31.101, “UICC-terminal interface; Physical and logical characteristics.” 

URL: http://www.3gpp.org/

	[3GPP 31.102]
	3GPP TS 31.102, “Universal Subscriber Identity Module (USIM) application” 

URL: http://www.3gpp.org/

	[3GPP 11.11]
	3GPP TS 11.11 “Specification of the Subscriber Identity Module -Mobile Equipment (SIM - ME) interface”

	[OMA-DM]
	“OMA Device Management Enabler Release V.1.2”, Open Mobile Alliance(, URL: http://www.openmobilealliance.org/ 


3.3 Abbreviations

	IMSI
	International Mobile Subscriber Identity


7.2 Authorization in SUPL

Authorization in Non-Proxy mode is provided implicitly by using a derived authentication key (PSK_SPC_Key) with the serving SPC. Details of the key derivation can be found in Section 7.1.2
Authorization in Proxy mode is provided by the provisioning of the H-SLP address in the SET. This address MUST be in the form of a FQDN and SHOULD be securely provisioned by the Home Network of the SET. For 3GPP compliant implementations the SET MUST read the H-SLP address (in FQDN form) as a parameter “ADDR” under the “APPADDR/ADDR”  characteristic as specified in WAP PROVCONT [PROVCONT]. In addition, the H-SLP address MUST be securely stored in an area on a 3GPP compliant UICC [3GPP 31.101] (USIM[3GPP 31.102]/SIM [3GPP 11.11]) or in an equivalently secure area of the SET. The secure area in the UICC (USIM/SIM) or SET selected to store the H-SLP address MUST not be user changeable. If the H-SLP address is configured in the UICC (USIM/SIM), a SET MUST always read the H-SLP address from the UICC, otherwise the SET MAY read the H-SLP address from the secure area on the SET.   
If the H-SLP address is to be stored in a secure location on the SET, it MUST be provisioned using OMA Device Management V1.2 [OMA-DM], and MUST rely upon the PSK-TLS mutual authentication method as described in section 7.1.1.. If the SET supports storage of the H-SLP address it MUST NOT rely on the authentication scheme set forth in section 7.1.4, i.e. the Alternative Client authentication based on MSISDN/IP-Address mapping authentication. 
If  the H-SLP address can not be found in the secure storage area of the UICC (USIM/SIM), or in a secure area on the SET, the SET MAY configure the default H-SLP address in the SET based on the IMSI stored in the USIM/SIM. The mechanism to configure a default H-SLP address is defined below. 

Please note that the following example has been taken from 3GPP GBA specifications [TS 33.220] and adopted for the SUPL use case where a H-SLP address (based on a FQDN) is configured.  Implementation of this default configuration mechanism does not require the implementation of the 3GPP GBA specification. The example below is given to illustrate the methodology and can be implemented independent of the 3GPP TS 33.220.

Configuration of H-SLP based on IMSI:

Step 1) Take the first 5 or 6 digits of the IMSI, depending on whether a 2 or 3 digit MNC is used [3GPP TS 31.102]  and separate them into MCC and MNC; if the MNC is 2 digits then a zero shall be added at the beginning;

Step 2) Use the MCC and MNC derived in step 1 to create the "mnc<MNC>.mcc<MCC>.3gppnetwork.org" domain name;
Add the label "h-slp." to the beginning of the domain name.

Example 1:
If IMSI in use is "234150999999999", where MCC=234, MNC=15, and MSIN=0999999999, the H-slp address would be "h-slp.mnc015.mcc234.3gppnetwork.org".


If a new IMSI is detected by the SET during, or after power on, all previous H-SLP settings MUST be removed from the SET and MUST be replaced by the new H-SLP addresses associated with the new IMSI. 
In cases where the IMSI is changed the SET MUST first read the H-SLP address from the UICC (USIM/SIM), if no H-SLP address is stored on the UICC(USIM/SIM) the SET MAY check if the H-SLP address is stored in the SET. If no H-SLP address is found in the UICC or SET, then a default H-SLP address MAY be configured by the SET based on the new IMSI as described above.


For 3GPP2 implementations the H-SLP address MUST be securely provisioned in the UIM or R-UIM.

Implementations MUST ensure that the address of the Home SLP cannot be changed via applications that are downloaded to the SET after the manufacturer software installation of the SET. 

For SET initiated SUPL operations, the SET MUST always contact the H-SLP using the H-SLP address configured in the SET. The SET MUST NOT directly initiate a SUPL session with a SLP that is not configured as the H-SLP.
Figure 1 illustrates the flow diagram for the H-SLP address storage. 
[image: image1.emf]Start

UICC

Changed

UICC Contains

SUPL Settings

Are SUPL

settings

provisioned in

SET?

Is user defined AP

correct?

FAILED:

AP not defined

Is AP reference

defined?

RUN SUPL

session

YES

NO

ON ON

YES

YES

NO

YES

NO YES

Create H-SLP

Address from IMSI

Clear SUPL

settings from SET

Read settings from

UICC

Read Settings

from SET Memory

Only H-SLP address

available

PROMPT USER:

please select or

define new AP for

SUPL

H-SLP address and

AP available

Create tunnel to

GGSN using AP

Create TLS

connection to H-SLP

using H-SLP address


Figure 1: H-SLP address storage flow diagram
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