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1 Reason for Contribution

This document combines the SUPL v2.0 security changes that have been “agreed-in-principle” by OMA-SEC.
2 Summary of Contribution

The “agreed in principle” changes are first shown with change bars, and then without change bars.
3 Detailed Proposal

6.
Security Considerations

This section describes the SUPL Security function that enables the SUPL network to authenticate and authorize the SET and enables the SET to authenticate and authorize the SUPL network.
Note: Unless otherwise specified, the use of the acronym TLS refers to any session that can be negotiated using a TLS handshake: this includes both TLS 1.0 ciphersuites and TLS-PSK ciphersuites. 

On powering up and shutting down, the SET handset MUST delete any keys associated with SUPL 2.0, including
· GBA Keys: such as Ks, Ks_NAF, Ks_ext_NAF,.
· TLS Keys: such as pre_master_secret, master_secret, and PSK values such as PSK_H-SLC_SET_Key, PSK_SPC_SET_Key.

· SUPL Specific Keys: such as keys associated with protection of SUPL INIT messages.
6.1
SUPL Authentication Model

Mutual authentication SHALL be supported between a SET and an SLP.  When mutual authentication is performed, the SET SHALL act on behalf of the SET User via a SUPL Agent contained in the SET using the security credentials associated with the SET User, which in turn are provisioned by the SUPL Service Provider. 





· 
· 
· 
· 
Note that an SLP MUST perform an IMSI to MSISDN binding before the MSISDN of the authenticated SET User is securely identified.

Note that a successful authentication of the SET User MUST result in a successful identification of the SET User’s ID (e.g., MSISDN). 
6.1.1
SET-SLC Mutual-Authentication Methods
Section 6.1.1.1 lists the SET-SLC mutual-authentication methods supported in this specification. An informative overview of these methods is provided in Section 6.1.1.2. Section 6.1.1.3 describes which methods are mandatory, optional or preferred in the various SUPL v2.0 entities, and lists the protocols required in each entity if it is to support a given SET-SLC mutual-authentication method. 
6.1.1.1

List of Supported SET-SLC Mutual-Authentication Methods (Normative)
The SUPL Authentication model requires shared secret keys between the SLC and the SET, bound to a removable token such as a R-UIM/UICC(SIM/USIM).

There are three methods specified in this document for establishing mutual-authentication between a SET and SLC
· Generic Bootstrapping Architecture (GBA)-Based.

· Alternative Client authentication (ACA)-based
6.1.1.2

Overview of Supported SET-SLC Mutual-Authentication Methods (Informative)
Generic Bootstrapping Architecture (GBA)-Based. TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220, 3GPP 33.222, 3GPP2 S.S0109, 3GPP2 S.S0114].

· SET and SLC are mutually authenticated using TLS with GBA. TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220, 3GPP 33.222, 3GPP2 S.S0109, 3GPP2 S.S0114].

Alternative Client authentication (ACA)-based. This uses TLS with

· RSA certificate to authenticate the SLC to the SET,
· Alternative Client authentication of the SET to the SLC (see Section 6.1.4). In this case, the SLC authenticates the SET by getting the bearer network to confirm the IP address associated with the SET Identifier (MSISDN etc.).

6.1.1.3

Supported SET-SLC Mutual-Authentication Methods by Entity (Normative)
Table XXX indicates which methods are mandatory, optional or preferred to implement in the Carrier, Home-SLC, Emergency-SLC, SET handset and SET UICC for SUPL 2.0. Table YYY lists the required protocols for the H-SLC, SET Handset and SET UICC for supporting each the various mutual authentication methods.
	Entity
	Mutual Authentication between SET and SLC

	
	GBA-based
	ACA-based
	SSK-based (not yet agree)

	Carrier
	Preferred to support
	Preferred to support
	tbd

	Home-SLC
	Mandatory to support one of these. GBA is preferred

	Emergency-SLC
	Optional to support
	Optional to support
	tbd

	SET Handset
	Preferred to support
	Mandatory to support
	tbd

	SET UICC
	Supported by default
	Supported by default
	tbd


Table XXX: Requirement status (mandatory, preferable or optional) of the various authentication methods for the H-SLC, Emergency- SLC, SET handset and SET UICC.
	Entity
	Algorithms required to support the Mutual Authentication between SET and SLC

	
	GBA-based
	ACA-based
	SSK-Based (not yet agreed)

	Carrier
	GBA
	IP Address/SET ID binding
	tbd

	SLC
	GBA + TLS-PSK
	TLS 1.0 using RSA certificates +         IP Address/SET ID binding
	tbd

	SET Handset
	GBA + TLS-PSK
	TLS 1.0 using RSA certificates
	tbd

	SET UICC
	na
	na
	tbd


TableYYY. Required protocols for the H-SLC, SET Handset and SET UICC for supporting the various mutual authentication methods.
6.1.1.4

Guidelines for minimizing TLS Handshake Workload (Normative)
The guidelines in this section are proposed for minimizing the workload associated with establishing TLS sessions between the H-SLC and SET
If a SET and H-SLC are communicating SUPL messages associated with more than one SUPL sessions simultaneously, then the SET and H-SLC SHOULD use a single TLS sessions to secure these messages; that is, the SET and H-SLC SHOULD NOT establish distinct TLS sessions if SUPL sessions are simultaneous.
If the SET and H-SLC establish a TLS session, then the H-SLC MAY allow the session to be resumed. Note: the H-SLC allows the session to be resumed by allocating a TLS SessionID as describe in [RFC 2246]. 
Note:  A SET indicates the choice to resume a TLS session by including the TLS SessionID (of the TLS session to be resumed) in the TLS SessionID parameter in the ClientHello message of the TLS Handshake.

· Note: If the H-SLC is also willing to resume the TLS session, then it continues as specified in [RFC 2246].

· Note: If the H-SLC is not willing to resume the TLS session, then it continues as specified in [RFC 2246].

· 
Note: If the SET does not wish to resume a TLS session, then the SET simply starts a fresh TLS handshake without including the TLS SessionID.
The SET CAN choose whether or not to resume a TLS session, using the following guidelines.
· The SET MUST NOT resume a TLS session if the underlying credentials (Ks(_est)_NAF, PSK_H-SLC_SET_Key or H-SLC certificate) are expired. 
· The SET CAN choose to not resume a TLS session earlier than this if desired. 
· The SET MUST NOT resume a TLS session that was established prior to power-up. 
The H-SLC CAN choose whether or not to resume a TLS session, using the following guidelines.

· The H-SLC MUST NOT resume a TLS session if the underlying credentials (Ks(_est)_NAF, PSK_H-SLC_SET_Key or H-SLC certificate) are expired. 

· The H-SLC CAN choose to not resume a TLS session earlier than this if desired. 

· The H-SLC MUST NOT resume a TLS session if the SET’s IP address has changed.
6.1.3
TLS Handshake and Negotiation of SET-SLC Mutual-Authentication Method

The SET and SLC need to agree on a mutual authentication method to be applied. The negotiation uses the TLS handshake ciphersuites as “indicators” of the mutual authentication mechanisms supported by the SET and SLC.
Note: The SET handset always supports all three method. GBA is the preferred method for mutual authentication between the SET and H-SLC, but GBA is not widely deployed at this time, so alternative methods (the ACA-based and SSK-based methods) have been specified for pre-GBA systems.
The SLC server certificates SHALL include indication of support for GBA-based method and/or SSK-based method.
6.1.3.1
Principles for negotiating a SET-SLC Mutual-Authentication Method (Informative)
The order of preference for selection of a SET-SLC mutual-authentication method is:

· GBA-based method first preference,

· SSK-method second preference,

· ACA-based method: third preference.

All SUPL 2.0 SETs support all methods, although at any given point in time:

· The SET may be unable to use the GBA-based method due to a BSF experiencing problems.

It is important that the negotiation allows the SLC to indicate support for the more preferred methods. If the negotiation cannot guarantee this, then attacker might be able to exploit bidding-down attacks to arrange use of less preferred methods.

The negotiation begins with a primaryTLS handshake in which the SET includes both server-certificate and PSK ciphersuites in the Client capabilities. In response, the SLC to choose either 
· a server-certificate ciphersuite.(indicating ACA-method to be used). 
· a PSK ciphersuite with the psk_identity_hint indicating whether GBA-method may be used. 
· If the SET can use one of the indicated methods, then it does. 
· However, the SET may not be able to use GBA (e.g. not yet supported for that particular carrier) In this case, the SET ends this primary TLS handshake and starts a secondary TLS handshake. 
In the secondary TLS handshake (if the primary TLS handshake was unsuccessful), then the SET indicates only server-certificate ciphersuites in the Client capabilities. 
· If the SLC supports the ACA-method, then the SLC continues with this secondary TLS handshake. The SET should verify that the mutual-authentication methods listed in the SLC certificate agrees with the mutual-authentication methods suggested in the psk_identity_hints of the primary TLS handshake. 
· If there is agreement, then the SET continues with the secondary TLS handshake,

· If there is disagreement, then the SET ends this secondary TLS handshake, and starts with another primary TLS handshake again since an attacker must have altered the psk_identity_hint in the preceding primary TLS handshake (or there is something wrong with the SLC!!!).
· If the SLC does not support the ACA method, then the secondary handshake will fail and it is obvious that someone altered the preceding primary TLS handshake. So in this case the SET starts with a primary TLS handshake again.
If the Client capabilities in a primary TLS handshake are altered to look like a secondary TLS handshake, then this will be detected by the TLS handshake, and the primary TLS handshake will fail.
If only GBA and/or SSK-based methods are indicated by the H-SLC, and the bootstrapping /SSK-Handshake fails, then the SET may want to wait a little while before re-attempting the TLS handshake, in order to give the appropriate entities a chance to get back on-line.
If the E/H-SLC supports only GBA, then SUPL 2.0 can only be used by subscribers of carriers that have deployed GBA.
If the E/H-SLC supports only ACA, then SUPL 2.0 can only be used in circumstances discussed in detail in Sections 6.1.4
6.1.3.2
TLS Handshake with an SLC

[Editor’s note: I will add the appropriate figure for the call flow at this point in the document]
The SET and SLC negotiate the supported mechanisms as follows:

1. Regarding  the TLS ClientHello message sent from the SET to the SLC:

· In a primary  TLS handshake, the SET includes the supported PSK ciphersuites and supported RSA server-certificate ciphersuites in the list of Client capabilities.
· In the secondary TLS handshake,  includes only the supported RSA server-certificate ciphersuites.
2. The SLC refines the set of possible mutual-authentication methods as follows.

· If the SET indicated support of PSK ciphersuites, and the SLC allows use of the GBA-based method then the SLC SHALL choose an appropriate PSK ciphersuite.
· Otherwise, only the ACA-method may be selected for this TLS handshake. 

· If the SLC support the ACA-based method, then  the SLC SHALL select to use the ACA-based Method.  The SLC chooses an appropriate server-authenticated RSA certificate to use. The SLC SHOULD perform the Alternative Client authentication mechanism described in Section 6.1.4 at this point to obtain the SET identifier corresponding to the SET IP address.
· For the secondary TLS handshake, (noting only server-certificate ciphersuites are indicated as supported by the SET) if the SLC does not support the ACA-based method, then the SLC ends the secondary TLS session. The SET MAY then attempt a primary TLS handshake again.
3. Regarding TLS ServerHello message sent from the SLC to the SET, 
· The TLS ServerHello SHALL indicate the TLS ciphersuite chosen by the SLC in the previous step
4. Regarding TLS (Server)Certificate message

· If the ACA-method is used then the associated a certificate MAY be sent by the SLC to the SET. The SLC MIGHT choose to not send the certificate if the SLC knows that the SET already has the certificate.
5. Regarding TLS ServerKeyExchange message

· Note: If a server-certificate ciphersuite is indicated in the TLS ServerHello message, then there is no ServerKeyExchange message.

· If a PSK ciphersuite is indicate in the TLS ServerHello Message, then the SLC shall sent a TLS ServerKeyExchange message containing psk_identity_hint defined as follows:

· If the SLC allows use of the GBA-based method then the SLC includes “3GPP-bootstrapping” in the psk_identity_hint, (as specified for TLS-PSK with GBA)..
6. Regarding TLS CertificateRequest message 
· There is no TLS CertificateRequest message sent in these TLS handshakes.
7. The TLS ServerHelloDone message is sent from the SLC to the SET. This message is empty.

8. The SET must now choose a mutual-authentication mode 
· If the ServerHello message indicates a server-certificate ciphersuite, then the SET SHALL use the ACA-based method.
· If the ServerHello message indicated a PSK ciphersuite, and the psk_identity_hint includes “3GPP-bootstrapping”, then 
· If a valid Ks and B-TID is present on the SET then the SET SHALL continue with the TLS handshake as specified for TLS-PSK with GBA.

· If a valid Ks and B-TID  is not present on the SET, then the SET SHALL initiate the GBA bootstrapping procedure.
· If the procedure is successful then the SET SHALL use the GBA-based method.
· If the procedure is not successful, then the SET SHALL end this primary TLS handshake and start a secondary TLS Handshake.
9. Remainder of Handshake: 
· If the SET is using the ACA-based method, then The SET MUST check that the TLS server certificate presented by the SLP is bound to the FQDN (Fully Qualified Domain Name) of the SLP configured in the SET.
· If this is the secondary TLS handshake, then SET SHALL confirm that the supported PSK mutual-authentication methods indicated in the certificate agree with the PSK mutual-authentication methods indicated in the psk_identity_hint of the primary TLS handshake.
· If there is agreement, then the SET continues with the secondary TLS handshake,

· If there is disagreement, then an attacker must have altered the psk_identity_hint of the primary TLS handshake. The SET ends this secondary TLS handshake. The SET MAY start a primary TLS handshake again.

From hereon, the SET and SLC follow the TLS handshake as specified for the specified TLS ciphersuite using the certificate provided by the SLC. The pre_master_secret MAY be stored on the SET for use in further resumed TLS sessions, however, this value MUST be deleted on power down.
· If the SET is using the GBA-based method then, from hereon, the SET and SLC follow the TLS handshake as specified for TLS-PSK with GBA [??? 3GPP2 S.S0114]. The SET derives the TLS pre_master_secret as specified in for TLS-PSK with GBA [TLS-PSK].
Note: the remaining steps are shown here for informative purposes only.
· TLS NOTE:  There is no TLS (Client) Certificate message sent in these TLS handshakes.
10. The TLS master_secret is determined in the SET as specified in [TLS 1.0].
11. Regarding TLS ClientKeyExchange message 
· If the SET is using the ACA-method, then this message contains the parameters appropriate to the indicated TLS ciphersuite.
· If the SET is using the a PSK ciphersuite, then this message contains the psk_identity determined step 9. 
· TLS NOTE: There is no TLS CertificateVerify message sent in these TLS handshakes.

12. The SET sends ChangeCipherSpec and Finished messages to the SLC.
· The Finished message contains verify_data. which is determined in the SET as specified in Section 7.4.9 of [TLS 1.0].
13. TLS master_secret Generation at the SLC: 
· If the ACA-based method is used, then the TLS pre_master_secret is computed as for the specified TLS ciphersuite from the ClientKeyExchange message. The pre_master_secret MAY be stored by the SLC for use in further resumed TLS sessions. The pre_master_secret SHALL be deleted when it is no longer required.
· If psk_identity begins with “3GPP-bootstrapping;”, then the SLC knows that the GBA-based method is in use. The SLC extracts the B-TID from the ClientKeyExchange message and if it does not already have the relavant Ks_(ext_)NAF, it fetches the key from the BSK by sending B-TID and the (NAF-ID) sent in the ClientHello message to the BSF. The Ks_(ext_)NAF is the PSK. The SLC derives the TLS pre_master_secret as specified in [TLS-PSK].
14. The TLS master_secret is determined in the SET as specified in [TLS 1.0]

15. The SLC validates the Finished message sent by the SET as specified in [TLS 1.0].

16. The SLC sends ChangeCipherSpec and Finished messages to the SET.

· The Finished message contains verify_data which is determined in the SLC as specified in Section 7.4.9 of [TLS 1.0].

17. The SET validates the Finished message sent by the SLC as specified in [TLS 1.0].

18. The SET and SLC use the TLS Application protocol to securely transmit data to each other.

6.1.4
Alternative Client Authentication (ACA) Mechanisms

Definition: Throughout this section, SET_ID refers to either the MSISDN (if the SET is on a 3GPP bearer network) or one of the MDN, MIN or IMSI (if the SET is on a 3GPP2 bearer networks).

Section 6.1.3.1 outlines the circumstances under which the ACA-based method may be selected by the SLC. If the SLP selects the ACA-method during the TLS handshake, then an SET_ID/IP Address Mapping based client authentication SHALL be used by the SLP to authenticate the SET.  The rest of this section describes the details of the Alternative Client Authentication mechanism.  

Section 6.1.1.3 describes which entities must support the ACA-based method, and the algorithms that must be supported by an entity that supports ACA-based method. For informative purposes, this information is repeated here:

· A bearer network MAY support the ACA-based method. A bearer network MUST support the ACA-based method if a H-SLC wishes to supports the ACA-based method for the bearer network’s subscribers. 
· An SLC MAY support the ACA-based method. 

· A SET handset MUST support the ACA-based method. 

· The ACA-based method does not involve the SET UICC/UIM/SIM/USIM.

· The ACA-based method does not involve SPC entities.

SETs that support Alternative Client Authentication MUST also support TLS 1.0 for certificate based server (SLP) authentication.  In addition, the SET MUST be provisioned with a root certificate
 enabling it to verify SLP server certificates.  As various different methods exist for provisioning of root certificates to SETs no particular mechanism is defined by this specification.  SUPL operators need to ensure that when TLS 1.0 is used for Alternative Client Authentication the relevant root certificates exist in the SET.

SLPs that support Alternative Client Authentication MUST support TLS 1.0 and MUST have a valid TLS Server Certificate, which can be verified by the SETs that implement Alternative Client Authentication.
To support ACA, the bearer network must support serving requests for SET_ID to IP Address Mapping from SLP entites.




The Alternative Client Authentication (ACA) mechanism is a mechanism where the SLP can check the binding of the SET’s IP address to the SET_ID assigned to the SET. An example implementation of a similar scheme is described in the relevant 3GPP specifications [3GPP 33.978].

If the ACA-method is implemented the SLP MUST be able to map the source IP address of a SUPL message received from the SET to the SET_ID used by the SLP to address the SET. In order for a H-SLP to use the ACA method, the bearer network MUST prevent IP Address Spoofing at the bearer level. A successful mapping between the source IP address and the SET’s SET_ID would imply that the SET is securely identified (i.e., authenticated) on the bearer network.  This solution does not require any specific client (SET) authentication implementation on the SET but requires the SLP to support acquiring the correct source IP address for a particular SET_ID from the bearer. 
3GPP Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for GPRS roaming access using an GGSN in the visited rather than home network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for GPRS access when the SET is required to use a GGSN in the home network.. 
3GPP2 Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for roaming HRPD access using simple IP or MIP access within the visited network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for HRPD access when the SET is required to use MIP to an HA in the home network.

Sections 6.1.4.1 and 6.1.4.2 describe how this mechanism is used for client authentication in SUPL v2.0.

In the case that UDP/IP is used to transfer a SUPL INIT, the H-SLP SHALL first verify the IP address by querying the bearer network for the SET IP address using the SET MISDN or IMSI or by querying the bearer network for the SET SET_ID or IMSI using the IP address.
6.1.4.1
Network-Initiated Scenario

Comment on storing the SET_ID, IP Address pair: Following a query to the underlying bearer network to find out the current assigned IP address of the SET_ID belonging to the SET, the H-SLP MAY choose to store the SET_ID, IP Address pair. This pair should only remain valid for a short while: it is up to the H-SLP to determine the lifetime of such entries. The H-SLP might have already required have the IP address belonging to the SET (e.g. for UDP/IP transfer of the SUPL INIT).
H-SLP sends a SUPL INIT message to the SET storing the SET_ID of the SET internally.  SUPL INIT message contains a parameter called SLP Mode, which specifies the mode of SUPL operation to the SET.  SLP Mode can be set to indicate Proxy or Non-Proxy mode SUPL operation. The H-SLP applies the negotiated encryption and/or integrity protection to the SUPL INIT message (as discussed in Section 6.1.7) before sending the SUPL INIT message towards the SET.
Upon receipt of a SUPL INIT message, the SET first applies the negotiated integrity protection verification and decryption  (as discussed in Section 6.1.7). Following this, SETs MUST always read the SLP Mode parameter first when they are processing the SUPL INIT messages. If the indicated SLP mode is not supported, then the SET responds as discussed in Section 6.1.7.
In both SET-initiated and Network-Initiated Scenario, an existing, open mutually-authenticated TLS session SHOULD be used, or a previous resumable TLS session MAY be resumed as discussed in Section 6.1.1.4. If there is no open TLS session, or the SET or H-SLP choose not to resume a session, then the SET and H-SLP require a fresh TLS session, and the SET and H-SLP perform the primary TLS Handshake (and secondary TLS handshake if required) as described in Section 6.1.3.2.

When ACA-mode has been selected in a TLS Handshake, the actions for the SET are as specified in Section 6.1.3.2.  The actions of the H-SLP are as follows.
The H-SLP MUST authenticate the SET prior to responding to the first SUPL message received from the SET. Note the first SUPL message received from the SET will either be SUPL END or will agree with the SLP Mode (Proxy or Non-Proxy) and reporting mode (Immediate or Triggered) as specified in the network initiated call flows of Section 5.1.
If the H-SLP selects ACA-mode for the TLS handshake, then the H-SLP authenticates the SET as follows:
· If the H-SLP has stored of the SET_ID, IP Address binding, then the H-SLP MAY look up the stored IP Addresses to determine the SET_ID of the SET. Note that the H-SLP knows the IP Address after receiving the first TLS Handshake message from the SET. The H-SLP can perform this look-up at any time after the first TLS Handshake message.  
· If a valid IP Address is stored, then SET_ID is determined, then the SET authentication is complete. If a match cannot be found then H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.

· If a valid IP Address is not stored, then the H-SLP SHOULD end the session at this point. If the TLS handshake is not yet complete, then the H-SLP SHOULD end the session using the relevant TLS error messages. If the TLS handshake is complete, then the H-SLP MUST end the session using the relevant SUPL error messages.
· If the H-SLP does not have a stored SET_ID, IP Address binding stored for this IP address, then the H-SLP may choose one of two actions:
· The H-SLP MAY use a query to the bearer network requesting the current assigned IP address based on the SET_ID.
· In this case, the H-SLP must wait until the first SUPL message is received from the SET. The first SUPL message will contain the SLPSessionID, which the H-SLP can determine the SET_ID currently associated with that SLPSessionID. The H-SLP SHALL then enquire the underlying bearer network to find out the current assigned IP address of the SET_ID belonging to the SET. 

· If the source IP address of the first SUPL matches the one acquired from the bearer network then the SET is considered authentic and H-SLP continues with the SUPL session. 

·  If a match cannot be found then H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.

· 
The H-SLP MAY use a query to the bearer network requesting the SET_ID based on the IP address.
· After the H-SLP receives the first TLS Handshake message from the SET, the H-SLP has received the IP Address of the SET. The H-SLP SHALL enquire the underlying bearer network to find out the SET_ID assigned to the IP address.
· If the bearer cannot return an SET_ID, then the H-SLP terminates the session. If the TLS handshake is not yet complete, then the H-SLP SHOULD end the session using the relevant TLS error messages. If the TLS handshake is complete, then the H-SLP MUST end the session using the relevant SUPL error messages.
· If the bearer returns an SET_ID served by the H-SLC, then SET authentication is complete. If a match cannot be found then H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.

Note that the H-SLP MUST verify that the SessionID in the SUPL messages sent over this connection are associated only with the SET_ID associated with the IP address. 
The H-SLP MUST ensure that within a given SUPL Session source IP address of the SET MUST NOT change.  If a change is detected the H-SLP MUST terminate the SUPL Session with the relevant SUPL error messages.
6.1.4.2
SET-Initiated Scenario

In the SET initiated SUPL scenarios the SET MUST establish a TLS 1.0 session with the H-SLP.  When the H-SLP receives the first SUPL Message (SUPL START), it MUST enquire the underlying bearer network to find out the current SET_ID using the source IP address used by the SET.  The H-SLP then MUST record this SET_ID to identify the SET for authentication purposes.  If a valid SET_ID is returned from the bearer for the source IP address of the SUPL START message then the SET is considered authentic and the H-SLP continues with the SUPL session.  If a valid SET_ID cannot be found the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.  The H-SLP MUST ensure that within a given SUPL Session the source IP address of the SET MUST NOT change.  If a change is detected the H-SLP MUST terminate the SUPL Session with the relevant SUPL error message. 
6.1.5 Authentication Mechanisms applicable to an E-SLP

Note: when a E-SLP sends an emergency SUPL INIT message, it SHALL NOT contain a SLPSessionID, SLP Mode or notification parameter. In emergency sessions, these values are sent in the SUPL EMERGENCY RESPONSE message.

6.1.5.1 E-SLP FQDN

The FQDN of the E-SLP shall either be provided to the SET in the SUPL INIT or defaulted to

· (if connected to a 3GPP bearer network) “e-slp.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org” if no FQDN is explicitly provided. In this case, the MCC and MNC correspond to the serving 3GPP network as defined in [3GPP 23.167]. 
· (if connected to a 3GPP2 bearer network) “e-slp.mnc<MNC>.mcc<MCC>.pub.3gpp2network.org” if no FQDN is explicitly provided. In this case, the MCC and MNC correspond to the serving 3GPP2 network as defined in [3GPP2 X.S0049-0].
6.1.5.2 Processing Emergency SUPL INIT messages
SET based integrity verification and message origin authentication of SUPL INIT messages is not used by an E-SLP. Thus, the MAC field in an emergency SUPL INIT MUST NOT be populated.

Some protection is offered by the use of E-SLP whitelists. The E-SLP whitelist is based on the current position estimate of the SET (such as CellID and/or NetworkID). An E-SLP whitelist is used by a SET to assign priority to the emergency SUPL INIT messages that appear to come from the E-SLPs in the current locality of the SET.

1. Section 6.1.XXXX discusses the maintenance of E-SLP whitelists, and the mechanism by which a SET can receive an E-SLP whitelist that is applicable to the SETs locality. Theremainder of this section describes how an E-SLP whitelist is to be used. 
6.1.5.2.1 Obtaining an E-SLP whitelist.
The SET provides the position estimate to the H-SLP, the H-SLP obtains
 an E-SLP whitelist appropriate for that position estimate, and the H-SLP provides the E-SLP whitelist back to the SET. This procedure occurs during a SUPL Security Synchronization Sessions (see Section 6.1.8), which can be repeated whenever the SET deems it necessary, for example, when Network ID changes. 
An E-SLP should ensure that the whitelists are accurate, as this will help SETs filter fraudulent SUPL INIT messages claiming to be that E-SLP when the SET is not currently in an area served by that E-SLP. This will reduce the number of SETs connecting un-necessarily to the E-SLP
6.1.5.2.2 Procedures regarding SUPL INIT messages
2. When a SET receives an emergency SUPL INIT message, it MUST first verify that the SET is engaged in an emergency call (or has very recently been engaged in an emergency call). If the SET is not engaged in an emergency call, then the SET SHALL ignore the SUPL INIT message. The description from hereon assumes that the SET is engaged in an emergency call.
3. If the SET has a current E-SLP whitelist for the SET’s current locality, then the SET must assign priority to SUPL INIT messages for which the associated E-SLP (see Section 6.1.5.1) is on the E-SLP whitelist. That is, the SET MUST process the SUPL INIT associated with E-SLPs on the E-SLP whitelist first, before processing other emergency SUPL INIT messages.

4. For each SUPL INIT message, and in order of priority, the SET shall establish a secure TLS session (See Section 6.1.5.3) with the associated E-SLP (see Section 6.1.5.1). 
· If, after authenticating the SET (See Section 6.1.5.3), the E-SLP cannot associate the SET with any outstanding SUPL sessions, then the E-SLP SHALL end the session. If the TLS Handshake is not yet complete, then the E-SLP SHOULD end the session using a TLS error message, in order to save un-necessary computation. If the TLS handshake is complete, then the E-SLP SHALL end the session using a SUPL error message indicating that the SET is not authorized. The SET SHALL interpret either form of error message as indication that the SUPL INIT message was fraudulent. The SET then processed to the next SUPL INIT message in order of priority.
· If, after authenticating the SET (See Section 6.1.5.3), the E-SLP can associate the SET with an outstanding SUPL sessions, then the SET and E-SLP continue as normal.
.

6.1.5.3 Mutual-Authentication and 

6.1.5.4 Registered SETs
Note: the mutual-authentication methods that may be supported by an E-SLP are the GBA-based method and the ACA-based. method, as specified in Section 6.1.1.2. The SET and E-SLP negotiate the mutual-authentiation method during the TLS handshake, as specified in Section 6.1.3.3.
GBA-Based Method. SETs and E-SLPs MAY perform proxy mode authentication using PSK-TLS with the GBA as described in sections 6.1.3.3 with the E-SLP acting as the NAF in place of the H-SLP. The FQDN of the E-SLP is discussed in Section 6.1.5.1.
The Ks_NAF obtained by the SET for an E-SLP SHALL be associated in the SET with the E-SLP FQDN. When establishing a secure IP connection to any E-SLP in which PSK-TLS with GBA is agreed, the SET MAY use any Ks_NAF already associated with the E-SLP FQDN if the Ks_NAF lifetime set by the home network operator has not yet expired. If there is no associated Ks_NAF or if the maximum lifetime has expired, the SET SHALL initiate the GBA procedure to obtain a new Ks_NAF. The Ks_NAF obtained by an E-SLP for a particular SET may be retained in association with the SET identity (e.g. IMSI, MSISDN) for the lifetime set by the home network operator.  
ACA-Based Method. For SUPL implementations where GBA with PSK-TLS IS NOT supported in both the SET and in the E-SLP, the alternative client authentication mechanism defined in section 6.1.4 SHALL be supported with the following differences. The E-SLP SHALL authenticate the SET by binding the IP address used by the SET with the IP address for the SET provided to the E-SLP by the serving network – e.g. by the LRF or E-CSCF in a 3GPP network [3GPP 23.167], or using [3GPP2 X.S0049-0] in a 3GPP2 network. Since the SET IP address is used to initiate any emergency VoIP call and can be verified by the serving network before SUPL is invoked, it may be considered to be reliable by the E-SLP. In the case of an emergency call initiated in circuit mode, the SET IP address may not be known to the serving network (e.g. may be assigned by the home network) in which case the E-SLP cannot be provided with the IP address by the serving network and cannot verify the IP address when received later from the SET. In this case, the E-SLP can only authenticate the SET weakly using (e.g.) the session ID and the received hash of the SUPL INIT.
The SET SHALL authenticate the E-SLP using a root certificate of the E-SLP contained in the SET and the FQDN of the E-SLP as defined in Section 6.1.5.1. The SET SHOULD verify that the default FQDN corresponds to the E-SLP IP address provided in the SUPL INIT – e.g. using DNS. If that is not done, root certificate authentication of the E-SLP will not be reliable. In order to use the alternative client authentication mechanism, the serving bearer network MUST prevent IP Address Spoofing at the bearer level.
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6.1.5.20 Unregistered SETs
If a SET makes an emergency services call but is not registered in and authenticated by the serving 3GPP or 3GPP2 network (e.g. it contains no UICC or UIM), then the SET MAY establish a secure IP connection to an E-SLP using the alternative client authentication mechanism. Alternatively, the SET MAY establish an IP connection to the E-SLP but not a secure IP connection. In the latter case, the E-SLP MAY release the connection by returning a SUPL END to the SET after it receives the SUPL POS INIT. If the E-SLP chooses to allow the connection, the E-SLP MAY still authenticate the IP address of the SET by association with the IP address provided by the 3GPP or 3GPP2 serving network.





6.1.5.21 Integrity Protection of SUPL INIT
The following applies if the E-SLP is able to authenticate the SET as discussed in Section 6.1.5.3),
If, after authenticating the SET, the E-SLP cannot associate the SET with any outstanding SUPL sessions, then the E-SLP SHALL end the session. If the TLS Handshake is not yet complete, then the E-SLP SHOULD end the session using a TLS error message, in order to save un-necessary computation. If the TLS handshake is complete, then the E-SLP SHALL end the session using a SUPL error message indicating that the SET is not authorized. The SET SHALL interpret either form of error message as indication that the SUPL INIT message was fraudulent. The SET then processed to the next SUPL INIT message in order of priority.

If, the E-SLP can associate the SET with an outstanding SUPL sessions, then the SET and E-SLP continue as normal. If the E-SLP detects that the SUPL INIT message was altered (for example, if a SUPL AUTH REQ message was received when Proxy mode was indicated, or if SLP Session ID is wrong or if VER fails verification) then the E-SLP MUST send SUPL INIT to the SET over the TLS session to ensure that the SET is provided with the correct parameters. In response, the SET will discard the SUPL session initiated using the SUPL INIT it originally received, and the SET shall begin a new SUPL session using the SUPL INIT received over the TLS session. The SET shall then process that SUPL INIT message immediately (that is, the SET does not evaluate the priority using an E-SLP whitelist), performing the appropriate actions for notification and verification, and provided the User does not reject the session, the SET then sends the appropriate message (SUPL POS INIT or SUPL AUTH REQ) to the E-SLC to continue the session.
The ability to resend SUPL INIT is only intended for emergency sessions. In non-emergency sessions, the H-SLP shall send end the SUPL session using SUPL END, as specified in the non-emergency call flows.
6.
Security Considerations (Clean Version)
This section describes the SUPL Security function that enables the SUPL network to authenticate and authorize the SET and enables the SET to authenticate and authorize the SUPL network.

Note: Unless otherwise specified, the use of the acronym TLS refers to any session that can be negotiated using a TLS handshake: this includes both TLS 1.0 ciphersuites and TLS-PSK ciphersuites. 

On powering up and shutting down, the SET handset MUST delete any keys associated with SUPL 2.0, including
· GBA Keys: such as Ks, Ks_NAF, Ks_ext_NAF,.
· TLS Keys: such as pre_master_secret, master_secret, and PSK values such as PSK_H-SLC_SET_Key, PSK_SPC_SET_Key.

· SUPL Specific Keys: such as keys associated with protection of SUPL INIT messages.

6.1
SUPL Authentication Model

Mutual authentication SHALL be supported between a SET and an SLP.  When mutual authentication is performed, the SET SHALL act on behalf of the SET User via a SUPL Agent contained in the SET using the security credentials associated with the SET User, which in turn are provisioned by the SUPL Service Provider. 

Note that an SLP MUST perform an IMSI to MSISDN binding before the MSISDN of the authenticated SET User is securely identified.

Note that a successful authentication of the SET User MUST result in a successful identification of the SET User’s ID (e.g., MSISDN). 

6.1.1
SET-SLC Mutual-Authentication Methods
Section 6.1.1.1 lists the SET-SLC mutual-authentication methods supported in this specification. An informative overview of these methods is provided in Section 6.1.1.2. Section 6.1.1.3 describes which methods are mandatory, optional or preferred in the various SUPL v2.0 entities, and lists the protocols required in each entity if it is to support a given SET-SLC mutual-authentication method. 

6.1.1.1

List of Supported SET-SLC Mutual-Authentication Methods (Normative)

The SUPL Authentication model requires shared secret keys between the SLC and the SET, bound to a removable token such as a R-UIM/UICC(SIM/USIM).

There are three methods specified in this document for establishing mutual-authentication between a SET and SLC
· Generic Bootstrapping Architecture (GBA)-Based.

· Alternative Client authentication (ACA)-based

6.1.1.2

Overview of Supported SET-SLC Mutual-Authentication Methods (Informative)
Generic Bootstrapping Architecture (GBA)-Based. TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220, 3GPP 33.222, 3GPP2 S.S0109, 3GPP2 S.S0114].

· SET and SLC are mutually authenticated using TLS with GBA. TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220, 3GPP 33.222, 3GPP2 S.S0109, 3GPP2 S.S0114].

Alternative Client authentication (ACA)-based. This uses TLS with

· RSA certificate to authenticate the SLC to the SET,

· Alternative Client authentication of the SET to the SLC (see Section 6.1.4). In this case, the SLC authenticates the SET by getting the bearer network to confirm the IP address associated with the SET Identifier (MSISDN etc.).

6.1.1.3

Supported SET-SLC Mutual-Authentication Methods by Entity (Normative)
Table XXX indicates which methods are mandatory, optional or preferred to implement in the Carrier, Home-SLC, Emergency-SLC, SET handset and SET UICC for SUPL 2.0. Table YYY lists the required protocols for the H-SLC, SET Handset and SET UICC for supporting each the various mutual authentication methods.

	Entity
	Mutual Authentication between SET and SLC

	
	GBA-based
	ACA-based
	SSK-based (not yet agree)

	Carrier
	Preferred to support
	Preferred to support
	tbd

	Home-SLC
	Mandatory to support one of these. GBA is preferred

	Emergency-SLC
	Optional to support
	Optional to support
	tbd

	SET Handset
	Preferred to support
	Mandatory to support
	tbd

	SET UICC
	Supported by default
	Supported by default
	tbd


Table XXX: Requirement status (mandatory, preferable or optional) of the various authentication methods for the H-SLC, Emergency- SLC, SET handset and SET UICC.

	Entity
	Algorithms required to support the Mutual Authentication between SET and SLC

	
	GBA-based
	ACA-based
	SSK-Based (not yet agreed)

	Carrier
	GBA
	IP Address/SET ID binding
	tbd

	SLC
	GBA + TLS-PSK
	TLS 1.0 using RSA certificates +         IP Address/SET ID binding
	tbd

	SET Handset
	GBA + TLS-PSK
	TLS 1.0 using RSA certificates
	tbd

	SET UICC
	na
	na
	tbd


TableYYY. Required protocols for the H-SLC, SET Handset and SET UICC for supporting the various mutual authentication methods.

6.1.1.4

Guidelines for minimizing TLS Handshake Workload (Normative)
The guidelines in this section are proposed for minimizing the workload associated with establishing TLS sessions between the H-SLC and SET

If a SET and H-SLC are communicating SUPL messages associated with more than one SUPL sessions simultaneously, then the SET and H-SLC SHOULD use a single TLS sessions to secure these messages; that is, the SET and H-SLC SHOULD NOT establish distinct TLS sessions if SUPL sessions are simultaneous.

If the SET and H-SLC establish a TLS session, then the H-SLC MAY allow the session to be resumed. Note: the H-SLC allows the session to be resumed by allocating a TLS SessionID as describe in [RFC 2246]. 

Note:  A SET indicates the choice to resume a TLS session by including the TLS SessionID (of the TLS session to be resumed) in the TLS SessionID parameter in the ClientHello message of the TLS Handshake.

· Note: If the H-SLC is also willing to resume the TLS session, then it continues as specified in [RFC 2246].

· Note: If the H-SLC is not willing to resume the TLS session, then it continues as specified in [RFC 2246].

Note: If the SET does not wish to resume a TLS session, then the SET simply starts a fresh TLS handshake without including the TLS SessionID.

The SET CAN choose whether or not to resume a TLS session, using the following guidelines.

· The SET MUST NOT resume a TLS session if the underlying credentials (Ks(_est)_NAF, PSK_H-SLC_SET_Key or H-SLC certificate) are expired. 

· The SET CAN choose to not resume a TLS session earlier than this if desired. 

· The SET MUST NOT resume a TLS session that was established prior to power-up. 

The H-SLC CAN choose whether or not to resume a TLS session, using the following guidelines.

· The H-SLC MUST NOT resume a TLS session if the underlying credentials (Ks(_est)_NAF, PSK_H-SLC_SET_Key or H-SLC certificate) are expired. 

· The H-SLC CAN choose to not resume a TLS session earlier than this if desired. 

· The H-SLC MUST NOT resume a TLS session if the SET’s IP address has changed.
6.1.3
TLS Handshake and Negotiation of SET-SLC Mutual-Authentication Method

The SET and SLC need to agree on a mutual authentication method to be applied. The negotiation uses the TLS handshake ciphersuites as “indicators” of the mutual authentication mechanisms supported by the SET and SLC.

Note: The SET handset always supports all three method. GBA is the preferred method for mutual authentication between the SET and H-SLC, but GBA is not widely deployed at this time, so alternative methods (the ACA-based and SSK-based methods) have been specified for pre-GBA systems.
The SLC server certificates SHALL include indication of support for GBA-based method and/or SSK-based method.

6.1.3.1
Principles for negotiating a SET-SLC Mutual-Authentication Method (Informative)
The order of preference for selection of a SET-SLC mutual-authentication method is:

· GBA-based method first preference,

· SSK-method second preference,

· ACA-based method: third preference.

All SUPL 2.0 SETs support all methods, although at any given point in time:

· The SET may be unable to use the GBA-based method due to a BSF experiencing problems.

It is important that the negotiation allows the SLC to indicate support for the more preferred methods. If the negotiation cannot guarantee this, then attacker might be able to exploit bidding-down attacks to arrange use of less preferred methods.

The negotiation begins with a primaryTLS handshake in which the SET includes both server-certificate and PSK ciphersuites in the Client capabilities. In response, the SLC to choose either 

· a server-certificate ciphersuite.(indicating ACA-method to be used). 

· a PSK ciphersuite with the psk_identity_hint indicating whether GBA and/or SSK-methods may be used. 

· If the SET can use one of the indicated methods, then it does. 

· However, the SET may not be able to use GBA (e.g. not yet supported for that particular carrier) or the SSK-based method (e.g. if the UIM/UICC/SIM/USIM does not support SSK-based method). In this case, the SET ends this primary TLS handshake and starts a secondary TLS handshake. 

In the secondary TLS handshake (if the primary TLS handshake was unsuccessful), then the SET indicates only server-certificate ciphersuites in the Client capabilities. 

· If the SLC supports the ACA-method, then the SLC continues with this secondary TLS handshake. The SET should verify that the mutual-authentication methods listed in the SLC certificate agrees with the mutual-authentication methods suggested in the psk_identity_hints of the primary TLS handshake. 

· If there is agreement, then the SET continues with the secondary TLS handshake,

· If there is disagreement, then the SET ends this secondary TLS handshake, and starts with another primary TLS handshake again since an attacker must have altered the psk_identity_hint in the preceding primary TLS handshake (or there is something wrong with the SLC!!!).

· If the SLC does not support the ACA method, then the secondary handshake will fail and it is obvious that someone altered the preceding primary TLS handshake. So in this case the SET starts with a primary TLS handshake again.

If the Client capabilities in a primary TLS handshake are altered to look like a secondary TLS handshake, then this will be detected by the TLS handshake, and the primary TLS handshake will fail.

If only GBA and/or SSK-based methods are indicated by the H-SLC, and the bootstrapping /SSK-Handshake fails, then the SET may want to wait a little while before re-attempting the TLS handshake, in order to give the appropriate entities a chance to get back on-line.

If the E/H-SLC supports only GBA, then SUPL 2.0 can only be used by subscribers of carriers that have deployed GBA.

If the E/H-SLC supports only ACA, then SUPL 2.0 can only be used in circumstances discussed in detail in Sections 6.1.4

6.1.3.2
TLS Handshake with an SLC

[Editor’s note: I will add the appropriate figure for the call flow at this point in the document]
The SET and SLC negotiate the supported mechanisms as follows:

1. Regarding  the TLS ClientHello message sent from the SET to the SLC:

· In a primary  TLS handshake, the SET includes the supported PSK ciphersuites and supported RSA server-certificate ciphersuites in the list of Client capabilities.
· In the secondary TLS handshake,  includes only the supported RSA server-certificate ciphersuites.
2. The SLC refines the set of possible mutual-authentication methods as follows.

· If the SET indicated support of PSK ciphersuites, and the SLC allows use of the GBA-based method then the SLC SHALL choose an appropriate PSK ciphersuite.

· Otherwise, only the ACA-method may be selected for this TLS handshake. 

· If the SLC support the ACA-based method, then  the SLC SHALL select to use the ACA-based Method.  The SLC chooses an appropriate server-authenticated RSA certificate to use. The SLC SHOULD perform the Alternative Client authentication mechanism described in Section 6.1.4 at this point to obtain the SET identifier corresponding to the SET IP address.

· For the secondary TLS handshake, (noting only server-certificate ciphersuites are indicated as supported by the SET) if the SLC does not support the ACA-based method, then the SLC ends the secondary TLS session. The SET MAY then attempt a primary TLS handshake again.

3. Regarding TLS ServerHello message sent from the SLC to the SET, 

· The TLS ServerHello SHALL indicate the TLS ciphersuite chosen by the SLC in the previous step

4. Regarding TLS (Server)Certificate message

· If the ACA-method is used then the associated a certificate MAY be sent by the SLC to the SET. The SLC MIGHT choose to not send the certificate if the SLC knows that the SET already has the certificate.

5. Regarding TLS ServerKeyExchange message

· Note: If a server-certificate ciphersuite is indicated in the TLS ServerHello message, then there is no ServerKeyExchange message.

· If a PSK ciphersuite is indicate in the TLS ServerHello Message, then the SLC shall sent a TLS ServerKeyExchange message containing psk_identity_hint defined as follows:

· If the SLC allows use of the GBA-based method then the SLC includes “3GPP-bootstrapping” in the psk_identity_hint, (as specified for TLS-PSK with GBA)..

6. Regarding TLS CertificateRequest message 
· There is no TLS CertificateRequest message sent in these TLS handshakes.

7. The TLS ServerHelloDone message is sent from the SLC to the SET. This message is empty.

8. The SET must now choose a mutual-authentication mode 
· If the ServerHello message indicates a server-certificate ciphersuite, then the SET SHALL use the ACA-based method.

· If the ServerHello message indicated a PSK ciphersuite, and the psk_identity_hint includes “3GPP-bootstrapping”, then 

· If a valid Ks and B-TID is present on the SET then the SET SHALL continue with the TLS handshake as specified for TLS-PSK with GBA.

· If a valid Ks and B-TID  is not present on the SET, then the SET SHALL initiate the GBA bootstrapping procedure.

· If the procedure is successful then the SET SHALL use the GBA-based method.

· If the procedure is not successful, then the SET SHALL end this primary TLS handshake and start a secondary TLS Handshake.

9. Remainder of Handshake: 

· If the SET is using the ACA-based method, then The SET MUST check that the TLS server certificate presented by the SLP is bound to the FQDN (Fully Qualified Domain Name) of the SLP configured in the SET.
· If this is the secondary TLS handshake, then SET SHALL confirm that the supported PSK mutual-authentication methods indicated in the certificate agree with the PSK mutual-authentication methods indicated in the psk_identity_hint of the primary TLS handshake.

· If there is agreement, then the SET continues with the secondary TLS handshake,

· If there is disagreement, then an attacker must have altered the psk_identity_hint of the primary TLS handshake. The SET ends this secondary TLS handshake. The SET MAY start a primary TLS handshake again.

From hereon, the SET and SLC follow the TLS handshake as specified for the specified TLS ciphersuite using the certificate provided by the SLC. The pre_master_secret MAY be stored on the SET for use in further resumed TLS sessions, however, this value MUST be deleted on power down.

· If the SET is using the GBA-based method then, from hereon, the SET and SLC follow the TLS handshake as specified for TLS-PSK with GBA [??? 3GPP2 S.S0114]. The SET derives the TLS pre_master_secret as specified in for TLS-PSK with GBA [TLS-PSK].

Note: the remaining steps are shown here for informative purposes only.

· TLS NOTE:  There is no TLS (Client) Certificate message sent in these TLS handshakes.

10. The TLS master_secret is determined in the SET as specified in [TLS 1.0].

11. Regarding TLS ClientKeyExchange message 
· If the SET is using the ACA-method, then this message contains the parameters appropriate to the indicated TLS ciphersuite.

· If the SET is using the a PSK ciphersuite, then this message contains the psk_identity determined step 9. 

· TLS NOTE: There is no TLS CertificateVerify message sent in these TLS handshakes.

12. The SET sends ChangeCipherSpec and Finished messages to the SLC.

· The Finished message contains verify_data. which is determined in the SET as specified in Section 7.4.9 of [TLS 1.0].

13. TLS master_secret Generation at the SLC: 

· If the ACA-based method is used, then the TLS pre_master_secret is computed as for the specified TLS ciphersuite from the ClientKeyExchange message. The pre_master_secret MAY be stored by the SLC for use in further resumed TLS sessions. The pre_master_secret SHALL be deleted when it is no longer required.

· If psk_identity begins with “3GPP-bootstrapping;”, then the SLC knows that the GBA-based method is in use. The SLC extracts the B-TID from the ClientKeyExchange message and if it does not already have the relavant Ks_(ext_)NAF, it fetches the key from the BSK by sending B-TID and the (NAF-ID) sent in the ClientHello message to the BSF. The Ks_(ext_)NAF is the PSK. The SLC derives the TLS pre_master_secret as specified in [TLS-PSK].

14. The TLS master_secret is determined in the SET as specified in [TLS 1.0]

15. The SLC validates the Finished message sent by the SET as specified in [TLS 1.0].

16. The SLC sends ChangeCipherSpec and Finished messages to the SET.

· The Finished message contains verify_data which is determined in the SLC as specified in Section 7.4.9 of [TLS 1.0].

17. The SET validates the Finished message sent by the SLC as specified in [TLS 1.0].

18. The SET and SLC use the TLS Application protocol to securely transmit data to each other.

6.1.4
Alternative Client Authentication (ACA) Mechanisms

Definition: Throughout this section, SET_ID refers to either the MSISDN (if the SET is on a 3GPP bearer network) or one of the MDN, MIN or IMSI (if the SET is on a 3GPP2 bearer networks).

Section 6.1.3.1 outlines the circumstances under which the ACA-based method may be selected by the SLC. If the SLP selects the ACA-method during the TLS handshake, then an SET_ID/IP Address Mapping based client authentication SHALL be used by the SLP to authenticate the SET.  The rest of this section describes the details of the Alternative Client Authentication mechanism.  

Section 6.1.1.3 describes which entities must support the ACA-based method, and the algorithms that must be supported by an entity that supports ACA-based method. For informative purposes, this information is repeated here:

· A bearer network MAY support the ACA-based method. A bearer network MUST support the ACA-based method if a H-SLC wishes to supports the ACA-based method for the bearer network’s subscribers. 
· An SLC MAY support the ACA-based method. 

· A SET handset MUST support the ACA-based method. 

· The ACA-based method does not involve the SET UICC/UIM/SIM/USIM.

· The ACA-based method does not involve SPC entities.

SETs that support Alternative Client Authentication MUST also support TLS 1.0 for certificate based server (SLP) authentication.  In addition, the SET MUST be provisioned with a root certificate enabling it to verify SLP server certificates.  As various different methods exist for provisioning of root certificates to SETs no particular mechanism is defined by this specification.  SUPL operators need to ensure that when TLS 1.0 is used for Alternative Client Authentication the relevant root certificates exist in the SET.

SLPs that support Alternative Client Authentication MUST support TLS 1.0 and MUST have a valid TLS Server Certificate, which can be verified by the SETs that implement Alternative Client Authentication.

To support ACA, the bearer network must support serving requests for SET_ID to IP Address Mapping from SLP entites.

The Alternative Client Authentication (ACA) mechanism is a mechanism where the SLP can check the binding of the SET’s IP address to the SET_ID assigned to the SET. An example implementation of a similar scheme is described in the relevant 3GPP specifications [3GPP 33.978].

If the ACA-method is implemented the SLP MUST be able to map the source IP address of a SUPL message received from the SET to the SET_ID used by the SLP to address the SET. In order for a H-SLP to use the ACA method, the bearer network MUST prevent IP Address Spoofing at the bearer level. A successful mapping between the source IP address and the SET’s SET_ID would imply that the SET is securely identified (i.e., authenticated) on the bearer network.  This solution does not require any specific client (SET) authentication implementation on the SET but requires the SLP to support acquiring the correct source IP address for a particular SET_ID from the bearer. 

3GPP Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for GPRS roaming access using an GGSN in the visited rather than home network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for GPRS access when the SET is required to use a GGSN in the home network.. 

3GPP2 Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for roaming HRPD access using simple IP or MIP access within the visited network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for HRPD access when the SET is required to use MIP to an HA in the home network.
Sections 6.1.4.1 and 6.1.4.2 describe how this mechanism is used for client authentication in SUPL v2.0.

In the case that UDP/IP is used to transfer a SUPL INIT, the H-SLP SHALL first verify the IP address by querying the bearer network for the SET IP address using the SET MISDN or IMSI or by querying the bearer network for the SET SET_ID or IMSI using the IP address.
6.1.4.1
Network-Initiated Scenario

Comment on storing the SET_ID, IP Address pair: Following a query to the underlying bearer network to find out the current assigned IP address of the SET_ID belonging to the SET, the H-SLP MAY choose to store the SET_ID, IP Address pair. This pair should only remain valid for a short while: it is up to the H-SLP to determine the lifetime of such entries. The H-SLP might have already required have the IP address belonging to the SET (e.g. for UDP/IP transfer of the SUPL INIT).
H-SLP sends a SUPL INIT message to the SET storing the SET_ID of the SET internally.  SUPL INIT message contains a parameter called SLP Mode, which specifies the mode of SUPL operation to the SET.  SLP Mode can be set to indicate Proxy or Non-Proxy mode SUPL operation. The H-SLP applies the negotiated encryption and/or integrity protection to the SUPL INIT message (as discussed in Section 6.1.7) before sending the SUPL INIT message towards the SET.
Upon receipt of a SUPL INIT message, the SET first applies the negotiated integrity protection verification and decryption  (as discussed in Section 6.1.7). Following this, SETs MUST always read the SLP Mode parameter first when they are processing the SUPL INIT messages. If the indicated SLP mode is not supported, then the SET responds as discussed in Section 6.1.7.

In both SET-initiated and Network-Initiated Scenario, an existing, open mutually-authenticated TLS session SHOULD be used, or a previous resumable TLS session MAY be resumed as discussed in Section 6.1.1.4. If there is no open TLS session, or the SET or H-SLP choose not to resume a session, then the SET and H-SLP require a fresh TLS session, and the SET and H-SLP perform the primary TLS Handshake (and secondary TLS handshake if required) as described in Section 6.1.3.2.

When ACA-mode has been selected in a TLS Handshake, the actions for the SET are as specified in Section 6.1.3.2.  The actions of the H-SLP are as follows.

The H-SLP MUST authenticate the SET prior to responding to the first SUPL message received from the SET. Note the first SUPL message received from the SET will either be SUPL END or will agree with the SLP Mode (Proxy or Non-Proxy) and reporting mode (Immediate or Triggered) as specified in the network initiated call flows of Section 5.1.
If the H-SLP selects ACA-mode for the TLS handshake, then the H-SLP authenticates the SET as follows:

· If the H-SLP has stored of the SET_ID, IP Address binding, then the H-SLP MAY look up the stored IP Addresses to determine the SET_ID of the SET. Note that the H-SLP knows the IP Address after receiving the first TLS Handshake message from the SET. The H-SLP can perform this look-up at any time after the first TLS Handshake message.  

· If a valid IP Address is stored, then SET_ID is determined, then the SET authentication is complete. If a match cannot be found then H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.

· If a valid IP Address is not stored, then the H-SLP SHOULD end the session at this point. If the TLS handshake is not yet complete, then the H-SLP SHOULD end the session using the relevant TLS error messages. If the TLS handshake is complete, then the H-SLP MUST end the session using the relevant SUPL error messages.
· If the H-SLP does not have a stored SET_ID, IP Address binding stored for this IP address, then the H-SLP may choose one of two actions:
· The H-SLP MAY use a query to the bearer network requesting the current assigned IP address based on the SET_ID.
· In this case, the H-SLP must wait until the first SUPL message is received from the SET. The first SUPL message will contain the SLPSessionID, which the H-SLP can determine the SET_ID currently associated with that SLPSessionID. The H-SLP SHALL then enquire the underlying bearer network to find out the current assigned IP address of the SET_ID belonging to the SET. 

· If the source IP address of the first SUPL matches the one acquired from the bearer network then the SET is considered authentic and H-SLP continues with the SUPL session. 

·  If a match cannot be found then H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.

· The H-SLP MAY use a query to the bearer network requesting the SET_ID based on the IP address.

· After the H-SLP receives the first TLS Handshake message from the SET, the H-SLP has received the IP Address of the SET. The H-SLP SHALL enquire the underlying bearer network to find out the SET_ID assigned to the IP address.

· If the bearer cannot return an SET_ID, then the H-SLP terminates the session. If the TLS handshake is not yet complete, then the H-SLP SHOULD end the session using the relevant TLS error messages. If the TLS handshake is complete, then the H-SLP MUST end the session using the relevant SUPL error messages.

· If the bearer returns an SET_ID served by the H-SLC, then SET authentication is complete. If a match cannot be found then H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.
Note that the H-SLP MUST verify that the SessionID in the SUPL messages sent over this connection are associated only with the SET_ID associated with the IP address. 

The H-SLP MUST ensure that within a given SUPL Session source IP address of the SET MUST NOT change.  If a change is detected the H-SLP MUST terminate the SUPL Session with the relevant SUPL error messages.
6.1.4.2
SET-Initiated Scenario

In the SET initiated SUPL scenarios the SET MUST establish a TLS 1.0 session with the H-SLP.  When the H-SLP receives the first SUPL Message (SUPL START), it MUST enquire the underlying bearer network to find out the current SET_ID using the source IP address used by the SET.  The H-SLP then MUST record this SET_ID to identify the SET for authentication purposes.  If a valid SET_ID is returned from the bearer for the source IP address of the SUPL START message then the SET is considered authentic and the H-SLP continues with the SUPL session.  If a valid SET_ID cannot be found the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.  The H-SLP MUST ensure that within a given SUPL Session the source IP address of the SET MUST NOT change.  If a change is detected the H-SLP MUST terminate the SUPL Session with the relevant SUPL error message. 
6.1.5 Authentication Mechanisms applicable to an E-SLP

Note: when a E-SLP sends an emergency SUPL INIT message, it SHALL NOT contain a SLPSessionID, SLP Mode or notification parameter. In emergency sessions, these values are sent in the SUPL EMERGENCY RESPONSE message.

6.1.5.1 E-SLP FQDN

The FQDN of the E-SLP shall either be provided to the SET in the SUPL INIT or defaulted to

· (if connected to a 3GPP bearer network) “e-slp.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org” if no FQDN is explicitly provided. In this case, the MCC and MNC correspond to the serving 3GPP network as defined in [3GPP 23.167]. 
· (if connected to a 3GPP2 bearer network) “e-slp.mnc<MNC>.mcc<MCC>.pub.3gpp2network.org” if no FQDN is explicitly provided. In this case, the MCC and MNC correspond to the serving 3GPP2 network as defined in [3GPP2 X.S0049-0].
6.1.5.2 Processing Emergency SUPL INIT messages

SET based integrity verification and message origin authentication of SUPL INIT messages is not used by an E-SLP. Thus, the MAC field in an emergency SUPL INIT MUST NOT be populated.

Some protection is offered by the use of E-SLP whitelists. The E-SLP whitelist is based on the current position estimate of the SET (such as CellID and/or NetworkID). An E-SLP whitelist is used by a SET to assign priority to the emergency SUPL INIT messages that appear to come from the E-SLPs in the current locality of the SET.

Section 6.1.XXXX discusses the maintenance of E-SLP whitelists, and the mechanism by which a SET can receive an E-SLP whitelist that is applicable to the SETs locality. Theremainder of this section describes how an E-SLP whitelist is to be used. 

6.1.5.2.1 Obtaining an E-SLP whitelist.
The SET provides the position estimate to the H-SLP, the H-SLP obtains
 an E-SLP whitelist appropriate for that position estimate, and the H-SLP provides the E-SLP whitelist back to the SET. This procedure occurs during a SUPL Security Synchronization Sessions (see Section 6.1.8), which can be repeated whenever the SET deems it necessary, for example, when Network ID changes. 
An E-SLP should ensure that the whitelists are accurate, as this will help SETs filter fraudulent SUPL INIT messages claiming to be that E-SLP when the SET is not currently in an area served by that E-SLP. This will reduce the number of SETs connecting un-necessarily to the E-SLP

6.1.5.2.2 Procedures regarding SUPL INIT messages

When a SET receives an emergency SUPL INIT message, it MUST first verify that the SET is engaged in an emergency call (or has very recently been engaged in an emergency call). If the SET is not engaged in an emergency call, then the SET SHALL ignore the SUPL INIT message. The description from hereon assumes that the SET is engaged in an emergency call.

If the SET has a current E-SLP whitelist for the SET’s current locality, then the SET must assign priority to SUPL INIT messages for which the associated E-SLP (see Section 6.1.5.1) is on the E-SLP whitelist. That is, the SET MUST process the SUPL INIT associated with E-SLPs on the E-SLP whitelist first, before processing other emergency SUPL INIT messages.

For each SUPL INIT message, and in order of priority, the SET shall establish a secure TLS session (See Section 6.1.5.3) with the associated E-SLP (see Section 6.1.5.1). 

· If, after authenticating the SET (See Section 6.1.5.3), the E-SLP cannot associate the SET with any outstanding SUPL sessions, then the E-SLP SHALL end the session. If the TLS Handshake is not yet complete, then the E-SLP SHOULD end the session using a TLS error message, in order to save un-necessary computation. If the TLS handshake is complete, then the E-SLP SHALL end the session using a SUPL error message indicating that the SET is not authorized. The SET SHALL interpret either form of error message as indication that the SUPL INIT message was fraudulent. The SET then processed to the next SUPL INIT message in order of priority.

· If, after authenticating the SET (See Section 6.1.5.3), the E-SLP can associate the SET with an outstanding SUPL sessions, then the SET and E-SLP continue as normal.
.

6.1.5.3 
Mutual-Authentication and Registered SETs

Note: the mutual-authentication methods that may be supported by an E-SLP are the GBA-based method and the ACA-based. method, as specified in Section 6.1.1.2. The SET and E-SLP negotiate the mutual-authentiation method during the TLS handshake, as specified in Section 6.1.3.3.

GBA-Based Method. SETs and E-SLPs MAY perform proxy mode authentication using PSK-TLS with the GBA as described in sections 6.1.3.3 with the E-SLP acting as the NAF in place of the H-SLP. The FQDN of the E-SLP is discussed in Section 6.1.5.1.The Ks_NAF obtained by the SET for an E-SLP SHALL be associated in the SET with the E-SLP FQDN. When establishing a secure IP connection to any E-SLP in which PSK-TLS with GBA is agreed, the SET MAY use any Ks_NAF already associated with the E-SLP FQDN if the Ks_NAF lifetime set by the home network operator has not yet expired. If there is no associated Ks_NAF or if the maximum lifetime has expired, the SET SHALL initiate the GBA procedure to obtain a new Ks_NAF. The Ks_NAF obtained by an E-SLP for a particular SET may be retained in association with the SET identity (e.g. IMSI, MSISDN) for the lifetime set by the home network operator.  
ACA-Based Method. For SUPL implementations where GBA with PSK-TLS IS NOT supported in both the SET and in the E-SLP, the alternative client authentication mechanism defined in section 6.1.4 SHALL be supported with the following differences. The E-SLP SHALL authenticate the SET by binding the IP address used by the SET with the IP address for the SET provided to the E-SLP by the serving network – e.g. by the LRF or E-CSCF in a 3GPP network [3GPP 23.167], or using [3GPP2 X.S0049-0] in a 3GPP2 network. Since the SET IP address is used to initiate any emergency VoIP call and can be verified by the serving network before SUPL is invoked, it may be considered to be reliable by the E-SLP. In the case of an emergency call initiated in circuit mode, the SET IP address may not be known to the serving network (e.g. may be assigned by the home network) in which case the E-SLP cannot be provided with the IP address by the serving network and cannot verify the IP address when received later from the SET. In this case, the E-SLP can only authenticate the SET weakly using (e.g.) the session ID and the received hash of the SUPL INIT.
The SET SHALL authenticate the E-SLP using a root certificate of the E-SLP contained in the SET and the FQDN of the E-SLP as defined in Section 6.1.5.1. The SET SHOULD verify that the default FQDN corresponds to the E-SLP IP address provided in the SUPL INIT – e.g. using DNS. If that is not done, root certificate authentication of the E-SLP will not be reliable. In order to use the alternative client authentication mechanism, the serving bearer network MUST prevent IP Address Spoofing at the bearer level.

6.1.5.4 Authentication and Unregistered SETs
If a SET makes an emergency services call but is not registered in and authenticated by the serving 3GPP or 3GPP2 network (e.g. it contains no UICC or UIM), then the SET MAY establish a secure IP connection to an E-SLP using the alternative client authentication mechanism. Alternatively, the SET MAY establish an IP connection to the E-SLP but not a secure IP connection. In the latter case, the E-SLP MAY release the connection by returning a SUPL END to the SET after it receives the SUPL POS INIT. If the E-SLP chooses to allow the connection, the E-SLP MAY still authenticate the IP address of the SET by association with the IP address provided by the 3GPP or 3GPP2 serving network.

6.1.5.5 Integrity Protection of SUPL INIT
The following applies if the E-SLP is able to authenticate the SET as discussed in Section 6.1.5.3),

If, after authenticating the SET, the E-SLP cannot associate the SET with any outstanding SUPL sessions, then the E-SLP SHALL end the session. If the TLS Handshake is not yet complete, then the E-SLP SHOULD end the session using a TLS error message, in order to save un-necessary computation. If the TLS handshake is complete, then the E-SLP SHALL end the session using a SUPL error message indicating that the SET is not authorized. The SET SHALL interpret either form of error message as indication that the SUPL INIT message was fraudulent. The SET then processed to the next SUPL INIT message in order of priority.

If, the E-SLP can associate the SET with an outstanding SUPL sessions, then the SET and E-SLP continue as normal. If the E-SLP detects that the SUPL INIT message was altered (for example, if a SUPL AUTH REQ message was received when Proxy mode was indicated, or if SLP Session ID is wrong or if VER fails verification) then the E-SLP MUST send SUPL INIT to the SET over the TLS session to ensure that the SET is provided with the correct parameters. In response, the SET will discard the SUPL session initiated using the SUPL INIT it originally received, and the SET shall begin a new SUPL session using the SUPL INIT received over the TLS session. The SET shall then process that SUPL INIT message immediately (that is, the SET does not evaluate the priority using an E-SLP whitelist), performing the appropriate actions for notification and verification, and provided the User does not reject the session, the SET then sends the appropriate message (SUPL POS INIT or SUPL AUTH REQ) to the E-SLC to continue the session.

The ability to resend SUPL INIT is only intended for emergency sessions. In non-emergency sessions, the H-SLP shall send end the SUPL session using SUPL END, as specified in the non-emergency call flows.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree to these principles.









�[Editor’s note: The previous Section 6.1.3 Processing the SUPL INIT Messages shall be moved to Section 6.1.7.] 


�This call flow no applies for both H-SLC and E-SLC since an E-SLC may be a H-SLC.


�This is deleted since it is redundant (mentioned in Section 6.1.1.3)


�This deleted text was confusing: the root certificate simply needs to verify SLP server certificates.


�This is a  little ambiguous: should it be clarified? Who is responsible?


�These deleted paragraphs are covered by discussing in Section 6.1.3.1


�Text copied from COMA-LOC-2007-0039-CR


�Text moved to the section on processing SUPL INIT messages.


�This sentence needed updating due to new handshake.


�text moved to Sections 6.1.3.2 and 6.1.3.3.


�Text copied from existing text


�Text copied from existing text


�Text copied from existing text


�text moved to Sections 6.1.3.2


�Moved here from elsewhere


�Note: it is up to OMA-LOC to work out the details of how the H-SLP obtains the E-SLP whitelist.


�Authentication mechanisms apply to both non-proxy and proxy


�Copied from existing text in OMA-LOC-2007-0039-CR


�


�This text is now incorporated into Section 6.1.3.3


�Moved to Section 6.1.5.5.


�Moved to Section 6.1.5.2.


�Removed since this is the same as the 3GPP text.


�Moved to Section 6.1.5.5.


�Note: it is up to OMA-LOC to work out the details of how the H-SLP obtains the E-SLP whitelist.


�[Editor’s note: The previous Section 6.1.3 Processing the SUPL INIT Messages shall be moved to Section 6.1.7.] 


�This call flow no applies for both H-SLC and E-SLC since an E-SLC may be a H-SLC.


�This is a  little ambiguous: should it be clarified? Who is responsible?


�This needs to be deleted in future versions


�Note: it is up to OMA-LOC to work out the details of how the H-SLP obtains the E-SLP whitelist.


�This needs to be deleted in future versions.
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