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1 Reason for Change

Section 6.1.1.3 Supported SET-SLC Mutual-Authentication Methods by Entity defines Server-Certificate Based Methods for the E-SLC as optional for emergency calls. However, since the SET has to mandatorily support Server-Certificate Based Methods for emergency calls, it is inconsistent to demand only optional support by the SLC. Furthermore, without a mandated Server-Certificate Based Method, there may not be any authentication of the E-SLC at all (i.e. if the E-SLC does not support Server-Based Methods). It is therefore proposed to mandate Server-Certificate Based Authentication by the E-SLC.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change TS ULP document accordingly.
6 Detailed Change Proposal
6.1.1.3
Supported SET-SLC Mutual-Authentication Methods by Entity (Normative)

Table 1 and Table 2 indicate those methods that are mandatory and those methods that are optional to implement in the Bearer Network, Home-SLC, Emergency-SLC, SET handset and SET (R-)UIM/ SIM/USIM for SUPL 2.0; Table 1 applies for GSM/UMTS systems and Table 2 applies for CDMA systems. Table 3 lists the required protocols for the H-SLC, SET Handset and SET (R-)UIM/ SIM/USIM for supporting each the various mutual authentication methods.

	Entity
	Requirement Status for SUPL Authentication Method in GSM and UMTS systems

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based
	ACA-based
	SLC-only

(E-SLC only)

	Home-SLC
	Mandatory to support one of these two methods.
	Not supported

	Emergency-SLC
	Optional
	Optional
	Mandatory

	SET Handset
	Optional
	Mandatory
	Mandatory

	SET (R-)UIM/ SIM/USIM
	Supported by default
	Supported by default
	Supported by default


Table 1: Requirement status (mandatory or optional) of the various authentication methods for the H-SLC, Emergency- SLC, SET handset and SET (R-)UIM/ SIM/USIM for GSM and UMTS systems.
	Entity
	Requirement Status for SUPL  Authentication Method in CDMA systems

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based
	SSK-based
	ACA-based
	SLC-only

(E-SLC only)

	Home-SLC
	Mandatory to support one of these three methods
	Not supported

	Emergency-SLC
	Optional
	Optional if E-SLC is also H-SLC, otherwise not applicable
	Optional
	Mandatory

	SET Handset
	Optional
	Optional
	Mandatory
	Mandatory

	SET (R-)UIM/ SIM/USIM
	UICC is involved in this method, but it already supports the necessary algorithms
	Optional
	This entity is not involved in this method
	This entity is not involved in this method


Table 2: Requirement status (mandatory or optional) of the various authentication methods for the H-SLC, Emergency- SLC, SET handset and SET (R-)UIM/ SIM/USIM for CDMA systems.
Note: SET Handset support for ACA-based method and SLC-only method are required for emergency cases.

	Entity
	Algorithms required to support the Authentication Method between SET and SLC

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based
	SSK-Based (3GPP2 only)
	ACA-based
	SLC-only (E-SLC only)

	SLC
	GBA &
 TLS-PSK
	SSK Key Establishment [To be determined] &

 TLS-PSK
	TLS  using server certificates  &  IP Address/SET ID binding
	TLS using server  certificates

	SET Handset
	GBA &
TLS-PSK
	SSK Key Establishment [To be determined], &
 TLS-PSK
	TLS using server certificates

	SET UICC
	No additional algorithms required
	SSK Key Establishment [To be determined]
	No additional algorithms required


Table 3. Required protocols for the SLC, SET Handset and SET UICC for supporting the various mutual authentication methods.
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