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1 Reason for Change

Resolution of comment D16 in CONRR. 
	D16
	2007.10.10
	T
	5.1.7.6
	Source: Ericsson
Form: Doc#0039
Comment: The SET shall not send SUPL END if it receives a SUPL INIT that have basic protection and is found to be  non-authentic.

Proposed Change: Add sentence excluding non-authentic SUPL INIT


2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR.
6 Detailed Change Proposal
Change 1:  Add statement on non-authentic SUPL INIT.  Delete bullet on SUPL START as this message not is used in NW initiated flows.  
5.1.7.6 SUPL Protocol Error

When during a SUPL session either the SLP or the SET receives a message, which cannot be processed by the receiving entity due to SUPL protocol error, the receiving entity shall send a SUPL END message to the sending entity including a status code indicating protocol error.

Possible protocol error cases can be

· mandatory and/or conditional parameter is missing

· wrong parameter value

· unexpected message

· invalid session-id

· positioning protocol mismatch

A SUPL INIT message that is found to be non-authentic (see 6.1.6) do not constitute a protocol error and no SUPL END shall be sent.
The SUPL END message includes the valid session-id actually being used in the session. When an invalid session-id has been received the invalid session-id shall be returned to the sending entity along with the status code. 

A received session-id is invalid if:

· It does not correspond to an open session 

· In case of the SUPL INIT message, the session-id is missing SLP Session ID or contains SET Session ID.

· 
Afterwards, the SLP and the SET release the resources related to this session at the Lup interface.

The SLP sends a positioning error back to the SUPL Agent by means of the MLP SLIA message if no position estimate can be evaluated out of the available data. Otherwise, if privacy checks passed, the SLP sends the evaluated position estimate back to the SUPL Agent.

The described processing for protocol error does only apply to messages on the SUPL level. Exceptions, which occur during application of the specific positioning protocols (e.g., RRLP, RRC, TIA-801) shall be handled by means of the exception procedure specific for this positioning protocol along with the related messages.

The following SUPL protocol error types, attributable to either the SLP or the SET, are addressed by the general exception procedure shown below:

· Missing mandatory parameter(s)

· Wrong parameter value

· Unexpected message

· Positioning protocol mismatch
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Figure 1: NW Initiated SUPL Protocol Error

A. A network-initiated location request has occurred in which the call flow has progressed to the SUPL messaging exchange between the SLP and the SET. 

B. A SUPL message sent from either the SLP or the SET contains a protocol error (i.e., missing mandatory parameters, wrong parameter value, or unexpected message). Such message, if sent by the SLP, may be SUPL INIT; such message, if sent by the SET, may be SUPL POS INIT.

C. The recipient (either the SLP or SET) of the SUPL message containing the protocol error responds with a SUPL END message containing the status code for the specific protocol error. Afterwards, both sides release all resources related to this session at the Lup interface. 

D. The SLP sends the position response, containing the ms-id, client-id, and the appropriate error-code back to the SUPL Agent by means of the MLP SLIA message
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