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1 Reason for Change

This CR proposes a resolution for comment D56 of OMA-CONRR-SUPL-V2_0-20080124-D:
	D56
	2007.10.10
	T
	6.1.5.3
	Source: Ericsson
Form: Doc#0039
Comment: 

Sentence including “ .. default FQDN corresponds to the E-SLP IP address provided in the SUPL INIT – e.g. using DNS” is incorrect. SUPL INIT contains FQDN of E-SLP

Proposed Change: 
	OPEN Remanded to editor.

[AW] waiting for response from Phil


The issue pointed out by the comment is that the SUPL INIT does not carry the IP address of the E-SLP. It only carries the FQDN of the E-SLP. The resolution of the problem is to delete the section in question.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change ULP TS document accordingly.
6 Detailed Change Proposal

6.1.5.3
Mutual Authentication and Registered SETs

Note: the mutual-authentication methods that may be supported by an E-SLP are specified in Section 6.1.1.3. The SET and E-SLP negotiate the mutual-authentication method during the TLS handshake, as specified in Section 6.1.3.

GBA-Based or OMA-CIBA-Based Method. SETs and E-SLPs MAY perform proxy mode authentication using PSK-TLS with GBA or OMA-CIBA as described in sections 6.1.3 with the E-SLP acting as the NAF. The FQDN of the E-SLP is discussed in Section 6.1.5.1. The Ks_NAF obtained by an E-SLP for a particular SET may be retained in association with the SET identity (e.g. IMSI, MSISDN) for the lifetime set by the home network operator.  
ACA-Based Method. For SUPL 2.0 implementations where GBA with PSK-TLS or OMA-CIBA with PSK-TLS IS NOT supported in both the SET and in the E-SLP, the alternative client authentication mechanism defined in section 6.1.4 SHALL be supported with the following differences. The E-SLP SHALL authenticate the SET by binding the IP address used by the SET with the IP address for the SET provided to the E-SLP by the serving network – e.g. by the LRF or E-CSCF in a GSM/UMTS network [3GPP 23.167], or using [3GPP2 X.S0049-0] in a CDMA network. Since the SET IP address is used to initiate any emergency VoIP call and can be verified by the serving network before SUPL is invoked, it may be considered to be reliable by the E-SLP. In the case of an emergency call initiated in circuit mode, the SET IP address may not be known to the serving network (e.g. may be assigned by the home network) in which case the E-SLP cannot be provided with the IP address by the serving network and cannot verify the IP address when received later from the SET. In this case, the E-SLP can only authenticate the SET weakly using (e.g.) the session ID and the received hash of the SUPL INIT (this SET-SLC authentication is the SLC-only method, since only the SLC is properly authenticated).

The SET SHALL authenticate the E-SLP using a root certificate of the E-SLP contained in the SET and the FQDN of the E-SLP as defined in Section 6.1.5.1. In order to use the alternative client authentication mechanism, the serving bearer network MUST prevent IP Address Spoofing at the bearer level.
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