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1 Reason for Change

Resolution of comments C052, C053.
	C052
	2009.09.09
	T
	6.2.6.4
	Source: Ericsson

Form: OMA-CONR-2009-0014

Comment: It is FFS how the LS informs the LC that the key lifetime is expired and how a key refreshment is performed. 

Proposed Change: Further investigate key expiry and refreshment

	C053
	2009.09.09
	T
	6.2
	Source: Ericsson

Form: OMA-CONR-2009-0014

Comment: It is not defined how key identities are transported in SUBSCRIBE 

Proposed Change: 


2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR.

6 Detailed Change Proposal
Change 1:  Add reference to XSD SUP file for GBA Key id 

2. References

2.2 Normative References

	[XSD-locGBAKeyid]
	“LOCSIP – GBA key identifier”, Version 1.0, Open Mobile Alliance(, OMA-SUP-XSD_ locsip_gbakeyid-V1_0, URL: http://www.openmobilealliance.org/tech/profiles/


Change 2:  Add reference to 3GPP TS 33.220 

2.3 Informative References

	[3GPP TS 33.220]
	3GPP TS 33.220 “Generic Authentication Architecture (GAA); Generic bootstrapping architecture” 
URL: http://www.3gpp.org/ftp/Specs/archive/23_series/33.220/


Change 3:  Clarify key identifier transportation

6.2.6    Key Management Considerations
6.2.6.1 LOCSIP GBA Protocol Identifier
The Ua security protocol identifier that shall be used for LOCSIP is declared in OMNA GBA Protocol Identifier Registry [OMNA].
6.2.6.2 LEK Key Derivation and Refreshment
The LEK shall be derived from the key Ks_NAF using the GBA key derivation function (see Annex B of [3GPP TS 33.220]) as follows (see notation style is explained in Annex B of TS 33.220 [6]):

· FC = 0x01

· P0 = "locsip-lek" (i.e. 0x6C 0x6F 0x63 0x73 0x69 0x70 0x2D 0x6C 0x65 0x6B), and

· L0 = length of P0 is 10 octets (i.e. 0x00 0xA).

The Key to be used in key derivation shall be:

· Ks_NAF (i.e. NAF specific key) as specified in [3GPP TS 33.220].

In summary, the LEK shall be derived from the Ks_NAF and static string "locsip-lek" as follows:

· LEK = KDF (Ks_NAF, "locsip-lek")
6.2.6.3 
The handling of LEK lifetime and refreshment shall follow the GBA procedures specified in [3GPP TS 33.220]
6.2.6.4 Using XML Encryption

If User Plane security is required, the LS shall encrypt the Location Information using the keys corresponding to the specific LC. When a LC resides on a terminal, the LC shall include B-TID in the SUBSCRIBE requests. The format of key document is defined in [XSD-locGBAKeyid]. The MIME type for this format is “application/location-gbakey-id+xml”.
When an AS acting as a LC, the LS MUST know LC’s public key or its digital certificate before the subscription. It is assumed that the necessary infrastructure for certificate management (e.g. certificate discovery, validation, revocation) is in place and thus it is out of the scope of this specification
The encryption of Location Information shall conform to XML encryption [XMLENC] with the following clarifications:
· Only the LEK and Location Information elements contents MUST be encrypted.

· The LEK MUST be protected using the XML EncryptedKey element together with an identifier Id and KeyName in order for the LC to be able to later locate the key corresponding to a received encrypted Location Information.

· Location Information MUST be protected using the XML EncryptedData element.

· For confidentiality the algorithms RSA and AES128 MUST be supported.

· When the LEK is encrypted, it MUST be done by asymmetric key RSA-1_5.

The encrypted data is included in the “location-info” element within a PIDF-LO document defined in [RFC4119]. The format of encrypted data is defined in [XMLENC].
An example of location encryption for a terminal acting as a Location Client:
<presence xmlns="urn:ietf:params:xml:ns:pidf" 

  xmlns:gp="urn:ietf:params:xml:ns:pidf:geopriv10"

  entity="sip:geotarget@example.com”>

  <tuple id="sg89ae">

    <status>

      <gp:geopriv>

         <gp:location-info>

            <enc:EncryptedData xmlns:enc="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#Element">

               <enc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#tripledes-cbc"/>

               <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

                  <ds:KeyName>Location Encryption Key</ds:KeyName>

               </ds:KeyInfo>

               <enc:CipherData>

                  <enc:CipherValue>abcdefg</enc:CipherValue>

               </enc:CipherData>

            </enc:EncryptedData>

         </gp:location-info>

         <gp:usage-rules>

            <gb:retransmission-allowed>no</gp:retransmission-allowed>

            <gb:retention-expiry>2003-06-23T04:57:29Z</gp:retention-expiry>

         </gp:usage-rules>

      </gp:geopriv>

    </status>

    <timestamp>2009-01-22T20:58:31Z</timestamp>

  </tuple>

</presence>

An example of location encryption for an AS acting as Location Client:
<presence xmlns="urn:ietf:params:xml:ns:pidf"

  xmlns:gp="urn:ietf:params:xml:ns:pidf:geopriv10"

  entity="sip:geotarget@example.com”>

   <tuple id="sg89ae">

      <status>

         <gp:geopriv>

            <gp:location-info>

               <xenc:EncryptedData xmlns:enc="http://www.w3.org/2001/04/xmlenc# Type="http://www.w3.org/2001/04/xmlenc#Element" >

                  <enc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/>

                  <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

                     <enc:EncryptedKey>

                        <enc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/>

                           <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

                              <ds:KeyName>LEK Transport</ds:KeyName>

                           </ds:KeyInfo>

                           <enc:CipherData>

                <enc:CipherValue>qZk+NkcGgWq6PiVxeFDCbJzQ2J0=</enc:CipherValue>

                           </enc:CipherData>

                     </enc:EncryptedKey>

                 </ds:KeyInfo>

                 <enc:CipherData>

                   <enc:CipherValue>abcdefg</enc:CipherValue>

                 </enc:CipherData>

               </xenc:EncryptedData>

            </gp:location-info>

            <gp:usage-rules>

              <gp:retransmission-allowed>no</gp:retransmission-allowed>

              <gp:retention-expiry>2003-06-23T04:57:29Z</gp:retention-expiry>

            </gp:usage-rules>

         </gp:geopriv>

      </status>

      <timestamp>2009-01-22T20:58:31Z</timestamp>

   </tuple>

</presence>












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2009 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20090101-I]

© 2009 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20090101-I]

