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1 Reason for Change

Text for the “Architectural Model” section (4.2, 4.3, 4.4) of the Network Identity Phase 2 Architecture Document is proposed.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the contents of section 6 in the next revision of the AD in section 4.2, 4.3, 4.4. [NOTE: Changes to the reference sections forthcoming.]

6 Detailed Change Proposal

FIRST CHANGE

4.2 Architecture Diagram

The Liberty Alliance Project has defined a framework that supports the development of identity-based, identity-consuming, and standard web services, in addition to clients of such services.


Global WebService Architecture

The general architecture and flow for a simple sample of a user request to an application implementing Liberty web service framework could be: 
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A Principal  “User/Equipment” initiates a request.

B Application check principal authentication/authorization through an authentication request to the Identity Server.

C Identity server, respond to authentication request with an authentication respond  containing Sign Sign On federation key, as well as discovery service bootstrap endpoint and resource offering information necessary to access Web Services Framework.

D Application request thought web service consumer interface, the discovery service endpoint with the attached resource offering identifier. 

E Discovery Service returns depending on authorization attached to principal discovery resource offering, web service producer end point and resource offering identifier.

F Application request on behalf of the principal web service endpoint with corresponding resource offering identifier.

G Web service return requested information, error status, request for consent, ...

H Application build the final answer to user request.


WebService Architecture

Each web service is build on top of a SOAP based layered architecture.
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4.3 Functional Components and Interfaces


ID-WSF Global Components

Principal, an entity that can acquire a federated identity, for instance an individual, a legal entity, or a device and more generally any component of the Liberty Alliance architecture.

IDP, Identity Provider a service that authenticates and asserts a Principal's identity. While any entity can become an IdP, it is most likely that organizations that already manage user identity information are most likely to encompass this function, such as mobile operators, banks,... It is important to note that a principal can have several Identity Providers.

DS,  Discovery Service a service that provides identity-based discovery of Web Service Providers. A service requester can use a standardized protocol to access the DS. The DS plays a different role than a generic search directory, or UDDI (specified by OASIS); DS is used to discover the services available to a certain user. DS uses privacy-protected name and resource offering identifiers to provide that functionality.

WSC, Web Services Consumer (SOAP Client) can also be described as the requester of a web service.

WSP, Web Services Provider a SOAP service designed to answer to WSC requests, that fulfils Liberty ID-WSF requirements on schema, protocols and profiles for providing a data service which leverage's identity. Typically a WSP is registered into a discovery service. A WSP may in some cases be hosted by a mobile device, for example to provide a user profile or location service. In Liberty, such a device-hosted service can be accessed by the Reverse SOAP (PAOS) protocol.


ID-WSF Services components

· SOAP Binding, provides a SOAP-based invocation framework for identity services. Binding does not specify any contents for the SOAP body itself, but offers an extensibility model by defining headers address message exchange specifics (i.e. consent claims, affiliation declaration, ...)

· DST, Data Services Template Specification, defines common data access protocols to allow the querying and modification of arbitrary data items according to the application. So, an application may simply use or extend the DST protocol to provide a basic query/modify interface to application clients without having to design or code such functionality itself.

· Security Mechanisms, describes profiles and requirements for securing the discovery and use of web services. It includes security requirements to both protect privacy, and to ensure integrity and confidentiality of messages between service providers.

· IS, Interaction Service, allows an identity service to interact with the owner of a requested resource that it is exposing. This in order to collect attribute values, or to obtain permission to share the data with a Web Services Consumer. 

· DS, Discovery Service, enables various entities like service providers to dynamically discover a principal's registered services. Given the type of service desired, the Discovery Service responds with a service description containing WSDL for the desired identity service, provided that permissions set by the Principal allow the disclosure of these resources to the relevant entity. The Discovery Service can also function as a security token service, issuing security tokens to the requester that the requester will use in the request to the discovered identity service.

· Authentication, perform general identity authentication over SOAP, in order to implement a WSC/WSP peer to peer authentication. 

4.4 Flows

Flow obviously depend heavily on use cases, and significantly defers from the one to the other depending on the scenario. In order to highlight the web service architecture and show where and how the major components of the architecture are activated, we will use a simple buying scenario where the user buy a ring tone from his GSM phone. This use case is very typical and has enough complexity to show how are activate the major element of the web service framework.


User scenario

· browses from his phone operator portal and click on Ringtone services

· selects the ring tone he is willing to buy and click on “Buy Now”.

· receives request for consent from his operator and consent for payment.

· receives ringtone through an SMS/MMS


Technical flow


Prerequisite to web service exchanges

· user start browsing ringtone service anonymously

· when he click on “Buy Now”. Ringtone application authenticates user by the IdP and get in return user Federation key and Discovery bootstrap information.

Web Service Exchanges

· Ringtone application request discovery service to find payment service, and get in return Payment SOAP endpoint and resource offering ID.
· Ringtone application request payment service to charge for ringtone.

· Payment service return “request for consent”to payment application.

· Ringtone application redirect user onto payment service application for consent.

· Payment application negotiate consent with user (exchange out of framework specification)

· Payment redirect back user onto ringtone applications.

· Ringtone application present back its request for charging to payment application.

· Payment application accept charging request from ringtone application on behalf of principal and charge user account.

· Ringtone application, discover principal SMS/MMS service through discovery service, and get in return SMS/MMS service endpoint and resource offering ID for one message.

· Ringtone connect onto principal SMS/MMS webservice application and send ringtone on behalf of the user.

Note: Obviously exchanges could be vary significantly depending on the context. In example Ringtone application could discover in one request both payment and messaging services, or ringtone application could be run by a trusted entity in which case it could handle directly consent on behalf on the payment, etc ...
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