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1. Introduction
(Informative)

This document describes the logical entities and interfaces needed to support the discovery and use of Web Services for accessing end-user related attributes in a privacy-protected manner. Attributes are data about or related to an end user such as personal information, preferences, capabilities etc. It is expected that such information about an individual will be distributed amongst different parties (called attribute providers), such as an individual’s bank, employer, personal devices, mobile operator etc. Many services are enhanced if such information can be used (with the user’s permission) by a service provider to personalize or make more efficient the end-user experience. Some widely used examples of such attributes in an OMA context are the location or the presence status of a mobile subscriber.

The OMA Web Services Enabler Release (OWSER) has chosen to address this area in phases, providing, in [OWSER1.0], the basic infrastructure for Web Services as well as fulfilling some requirements (see [NI-RD]) for Network Identity (NI) on identity federation based on the Liberty Alliance Identity Federation Framework [ID-FF1.1]. Identity federation serves as the foundation for fulfilling the remaining requirements in [NI-RD] not covered by the previous release. These remaining NI requirements broadly relate to accessing user-related attributes (e.g., user location, presence status etc.) in a privacy-protected manner.

In an OMA environment, a relevant example to illustrate the typical scenarios addressed by this architecture is the need to access a subscriber’s location information to provide a Find Nearest____ service. Such information may be offered by a (location) attribute provider through a Web service interface. In such a case, the service provider offering the overall service may need to access the attribute data (in this case, location) at the attribute provider, a mobile operator. These two providers do not have a shared identity for the end user (more formally, a Principal) through which the former may request some attribute data from the latter. In fact, it is very likely that the Principal may not even have an identity associated with the overall service provider, as this may be a one-time access or an anonymous access. However, if the Principal has federated his identity at the service provider and attribute provider with that at an Identity Provider, which provides authentication services for both of them, it is possible for the overall service provider to be given access to the pseudonym by which the identity provider and the attribute provider refer to the same Principal. This handle would of course be encrypted to prevent disclosure to the service provider, and suitably protected against replay attacks, but would be a sufficient handle by which the service provider could refer to the Principal, when requesting attribute information.

The identity federation techniques specified in [OWSER1.0] therefore provide one of the tools to enable services such as attribute sharing. In the simplified discussion above, not all the other features for such attribute sharing have been discussed. For instance, service providers need to discover what attributes related to a Principal are available and where the corresponding data may be accessed. Also, in the course of accessing such attribute data, a Principal may need to be contacted to obtain permission to share such data, or directives may need to be passed that describe how such data may be used. The specification of such capabilities is addressed in this release of the OWSER.


This document presents an overview of the architecture and interfaces required to support the requirements related to privacy-protected attribute sharing., which is based on the Liberty Alliance Identity Web Services Framework [ID-WSF], as well as additional identity-federation features (e.g., affiliations, chain of authentications) of Liberty Alliance [ID-FF1.2] .

1.1 Use Cases

<< Identify the Use Cases that are covered by the architecture.  Add all references to Use Case documents to section 2 (References).  This section should also identify the major Actors in the architecture.  DELETE THIS COMMENT >>

1.2 Requirements

<< This section MUST include:

1. An enumeration of the Requirements Document(s) on which this architecture is based. The referenced RDs MUST be included in section 2.

2. A clear statement about the requirements that are met or satisified and those that are NOT met or satisified. There are many ways to provide this information including (but not limited to): stating “All requirements in RD XXX are met”, stating “All requirements in RD XXX are met except Y.Y and Z.Z”, stating “only requirements Y.Y and Z.Z in RD XXX are met”, etc.

The editor may use a table to specify the above information.

DELETE THIS COMMENT >>

1.3 Planned Phases

<< Specify where this architecture is within the projected phases (e.g. phase 1.0, phase 2.0, etc.).  If the current phase is greater than phase 1.0, briefly describe how this version of the architecture differs from the previous version.  It may be appropriate to include a separate sub-section for the various phases.  

If no additional phases are planned beyond this architecture then state so.

DELETE THIS COMMENT >>
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Principal
	An entity that has an identity, that is capable of providing consent and other data, and to which authenticated actions are done on its behalf. Examples of principals include an individual end user, a group of end users, a corporation, service enablers / applications, system entities and other legal entities. [OMADict]


3.3 Abbreviations

	ID-WSF
	Identity Web Services Framework

	NI
	Network Identity

	OMA
	Open Mobile Alliance

	OWSER
	OMA Web Services Enabler Release


4. Architectural Model
(Normative/Informative)

4.1 Dependencies

.

4.2 Architectural Diagram
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Figure 2: Example Diagram of an Architectural Model

4.3 Functional Components and Interfaces
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If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material SHOULD be contained in the primary body of the document.
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