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1 Reason for Change

As it has been highlighted in comments 3-79 there is no a clear mechanism defined for the authorisation of Presence publication.

	3-79
	2004.12.07
	5.3.3
	This section does not describe how Authorization rules are applied for publishing presence information. For instance, any party can submit (use SIP publish method) presence information on behalf of another party. The Presence server does not check whether the identity (Public SIP ID) is authorized to update (i.e. publish) another presentities presence data. This section should clearly state the mechanisms to define some authorization rules (via an administrative interface) and checked by the presence server before a SIP Publish request is accepted to update the presence data of another presentity (other than the one requesting it). If this issue is not handled, the presence server will be vulnerable to masquerading attacks by malicious parties who can update any presentities presence stored in the server. Please note that the authentication and authorization provided by the SIP/IP core will not be sufficient to check for authorization of updating presence data stored in the Presence server. This authorization needs to be performed by the Presence server itself. 

(Source: Vodafone)
	


2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add the proposed text under the proposed sections in the Presence Spec (OMA-PAG-SIMPLE-Spec-V1_0_0-20041118-D).

6 Detailed Change Proposal

>>>>>>>>>>>Make the proposed changes in section 5.3.1>>>>>>>>>>>>>>>>

5.3.1 Presence information publication acceptance from Presence Sources

A PS SHALL implement the Event State Compositor (ESC) function and support the PUBLISH method according to the procedures described in [RFC3903]. 

A PS SHALL support the ‘application/pidf+xml’ content type, according to [RFC3863].


5.3.1.1 Presence publication authorisation
Before accepting a PUBLISH request, the PS SHALL perform authorization of the publication attempt of the Presence Source, per local policy. The PS publication authorisation policy SHALL authorize the publication for the presentity, and SHOULD reject the publication for all other users. 

When the SIP/IP Core corresponds to 3GPP IMS or 3GPP2 MMD then the PS SHALL 
· verify the identity of the source of the PUBLISH request as described in [3GPP TS 24.229]/ [3GPP2 X.S0013-004-A] sub-clause 5.7.1.4 
· perform authorisation of the publication by verifying that the identity of the source of the PUBLISH request matches against the value of the “entity” element in the Presence information document described in [RFC3863]  
In case of successful authentication and authorization, then  the PS accepts the PUBLISH request the PS SHALL process the PUBLISH request in accordance with [RFC3903].

>>>>>>>>>>>>>>>>>>>>>>>>>End of changes>>>>>>>>>>>>>>>>>>>>>>>>
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