User Profile for XDM Search

1. Architecture
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Figure 1.Logical XDM architecture model with new Profile XDM Server.

One new logical element (Profile XDMS) is added to the current XDM architecture. “Profile XDMS” can be included also inside Shared XDMS as it mainly has generic user data which can be used by several applications to search other users i.e IM Chat, Gaming...

2. Content of User Profile

User Profile (UP) information is divided into private data and public data. The public data is normally provided by the user and utilized e.g. when the user is searching for other user's data. An element of the public profile data can be a subject to search, and the public profile data of the user initiating the search can be used as basis for the authorization. Also, when a user is searching information based on private or group data the public data of the "searcher" may be used for authorization.

The Private and Public Profile data parts can be separated i.e. there are no requirements that the private data should be included into search results if the public data is searched. This also means that they might be located in different logical entities (or network elements), and thus might have separate authorization rules.

Private data part of the User Profile:

Private part of the UP contains real information of the user. It cannot be modified directly by users themselves. Modification to this part can be done only with authorized methods of the operator i.e. via WSI. Private part consists of the following data: user communication address (TEL/SIP URI), display name, first name, last name, email-address and postal address. User can define visibility of his/her private part to the other user.

Public part of the User Profile: 

Public part of the UP that can be modified by users themselves. There is no method to check whether this data is real or not. It is more or less meta-data of the users. Public part can have but is not restricted to following data: Friendly name, display name, age, gender, intention, city, country and free text.

User Profile description

Table below presents an example on User Profile with private and public data. 

	Profile
	Profile element
	Type
	Req.
	Search
	Generic
	Description

	Private 
	User_address
	SIP URI or TEL URI
	M
	Y
	Y
	Unique real identifier for the user.

E.g., “sip:joe@example.com”

	
	User_Alias
	Text string
	O
	Y
	Y
	User alias. Can be part of SIP URI user info part.

E.g, ”Joe”

	
	User_First_Name
	Text string
	O
	Y
	Y
	

	
	User_Last_Name
	Text string
	O
	Y
	Y
	

	
	User_Email_address
	Text string
	O
	Y
	Y
	

	
	User_Postal_address
	Text string
	O
	Y
	Y
	

	Public
	Friendly_name
	Text string
	M
	Y
	N
	Friendly name (nick_name) is the visible user identifier. Nickname can be used to start communication e.g., Chat.

Unique in operator’s domain.

E.g.” The Great”

	
	Display_name
	Text string
	O
	N
	N
	

	
	Age
	Number
	M
	Y
	Y
	User’s age as given by the user. Service provider might have some non-standardized means for ensuring user’s age.

	
	Gender
	Male/ Female
	O
	Y
	Y
	

	
	Intention
	Restricted text string
	O
	Y
	Y
	

	
	City
	Restricted text string
	O
	Y
	Y
	

	
	Country
	Restricted text string
	M
	Y
	Y
	

	
	Free Text
	Text string
	O
	N
	Y
	

	
	Profile_Visiblility
	Yes/No
	M
	N
	Y
	This allows user to hide his/her public profile for some time.

	
	Communication ability
	IM/PoC
	O
	Y
	Y
	Defines the communication means that client is capable of


Table: Example of User Profile

Above information is taken from current IMPS solution and SIMPLE IM requirements. Also other useful fields can be added to generic user profile i.e. web-address (http://www.users.com/~joe/), hobby etc… 

In principle all above information is generic and can be used between different enablers to search communication partners. Further discussion is needed whether Friendly_name and Display_name are enabler specific names or generic (can user have different names in different services?).

Recommendation is to make user profile quite static and generic for all services as much as it possibly. 

3. Manipulating User Profile with XCAP
User can create/modify/delete own user profile using XCAP operations as specified in OMA XDM specifications. Basic XCAP operations include creating/deleting profile, adding/ modifying/deleting profile elements. User should also be able to fetch other user’s public profile, if he/she is authorized to read the document. This functionality (delegation) is not supported in OMA XDM 1.0, but will be supported in OMA XDM 2.0.

This alternative requires that a new XCAP application usage will be defined for manipulating user profile data. This means mainly that an XML schema must defined for the user profile data. 

An example of a user profile XML document (containing private profile data):

   <?xml version="1.0" encoding="UTF-8"?>

   <uprofile 
xmlns="urn:oma:params:xml:ns:user-profile"

   
xmlns:up="urn:oma:params:xml:ns:user-profile">

       <user-id>sip:joe@example.com</user-id>

       <first-name>Joe</first-name>

       <last-name>Jackson</last-name>

       <tel type="e.164">+4343483984</tel>

       <e-mail>mailto:joe.jackson@company.com</e-mail>

  </uprofile>

The XML schema should be designed as follows:

· Future standard and proprietary extensions must be possible (schema should still be always backward compatible)

· XCAP manipulation should be considered, e.g. it is only possible to select some element based on XML element's unique attribute value

· One user might have one private profile but several public profiles (= nicknames).

· Authorization should be possible.

It should possible to separate public data from private data.

4. Authorization rules of user profile information

User profile contains public and private information. The public profile data is given by the user himself knowing that information will be publicly available. Information of public profile is and feature to search other users public profiles are available only when all mandatory fields of public profile have been filled. 

Access to the private profile data needs authorization. Authorization can be based on the intended operation (e.g. search) and the requestor (who are able to get information). 

Example of authorization rules based on common policies defined by IETF and OMA.

<?xml version="1.0" encoding="UTF-8"?>

<cr:ruleset

 
xmlns:cr="urn:ietf:params:xml:ns:common-policy"

 xmlns:op="urn:oma:params:xml:ns:pag:common-policy“

 xmlns:xx=“urn:oma:params:xml:ns:xxx:uprof-rules”>

    <cr:rule id="1">   !! public profile publicly available

        <cr:actions>

                <xx:xdm-operation>search</xdm-operation>

        </cr:actions>

        <cr:transformations>

             <xx:provide-public-profile/>

        </cr:transformations>

    </cr:rule>

    <cr:rule id=“2">  
!! private profile available for resources of PoC-group

        <cr:conditions>

             <op:external-list>http://xcap.example.com/services/resource-lists/users/sip:poc-user1@example.com/~~/resource-lists/list%5b@name=%22Poc-group%22%5d  {* XCAP URI of a “resource-lists” document *} 

             </op:external-list>

        </cr:conditions>

        <cr:actions>

                <xx:xdm-operation>search</xdm-operation>

        </cr:actions>

        <cr:transformations>

             <xx:provide-private-profile/>

         </cr:transformations>

    </cr:rule>

</cr:ruleset>
Management and storage of authorization data

XCAP can be used to manage authorization data. In case of the user profile data it is required that a new XCAP usage will be defined. For allowing search user profile data either OMA or IETF defined common extension (e.g. "xdm-operation") to the actions (?) element of the common policy is needed. Also a new condition "age" must be defined as an extension.

If the default authorization policy defined for XCAP usages is enough, this might be the case if data is stored in the global tree instead of the user tree, there is no need to define separate authorization using XCAP. Also, the definition of the authorization policy might be left to the implementation.

Execution of authorization rules

Depending on the search architecture the authorization can be performed by the search server or a XDMS (or both together). The entity performing authorization must have access to the authorization rules and get the needed information related to the request and authorization process.

Information what is needed by the authorizing entity (depending on the authorization rules): 

- real, authenticated identity of the requestor (when private data requested)

- age of the requestor

- some other mandatory information about the requestor.




















































































































































































































































































































































































































































