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5.2 User Access Policy

5.2.1 Structure

The User’s access policy document SHALL conform to the structure of the <ruleset> element described in [COMMONPOL] and extended in section 5.2.3, with the extensions and constraints given in this sub‑clause, and in section Common Extensions of [OMA-XDM_CORE-TS].

The access policy document makes use of the following two elements defined for the <rule> element in [COMMONPOL]: 

· <conditions>

· <actions>.
NOTE 1: This specification does not define any value for the <transformations> element defined as a child of the <rules> element in [COMMONPOL]. This means that, if present, the IM Server ignores this element.
Editor’s Note: it is FFS if the access/filtering policy should contain transformations elements, e.g., content restriction/ adaptation, storing request...
The <conditions> element supports the following elements:
a) the <identity> element, as defined in [COMMONPOL], except the sub-elements that are prohibited in [OMA-XDM_CORE-TS];

b) the <external-list> element, as defined in [OMA-XDM_CORE-TS];
c) the <other-identity> element, as defined in [OMA-XDM_CORE-TS].

NOTE 2: This specification does not define any value for those elements defined as a part of the <conditions> element in [COMMONPOL] (e.g., <sphere> and <validity>) which are not explicitly identified in the list above. This means that, if present, the IM Server ignores such elements.
Editor’s Note: in addition to the conditions listed above it should be considered if the conditions should contain also e.g. “size limit” or “content type limit”.
The <actions> element supports the following elements:

· <allow-session>;
· <allow-pager-mode-message>;
· other elements from other namespaces for the purposes of extensibility.
5.2.2 Application Unique ID

5.2.3 The AUID SHALL be “org.openmobilealliance.im-rules”.
5.2.4 XML Schema

The access policy document SHALL conform to the XML Schema detailed in [COMMONPOL] and extended in [OMA-XDM_CORE-TS] “Common Extensions” and the extensions given in this subclause.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:oma:params:xml:ns:im-rules"

  xmlns="urn:oma:params:xml:ns:im-rules"  

  xmlns:xs="http://www.w3.org/2001/XMLSchema"

  elementFormDefault="qualified" attributeFormDefault="unqualified">

<!-- OMA specific "conditions" child elements -->
<!-- OMA specific "actions" child elements --> 
  <xs:element name=”allow-session” type=”acceptType”>
  <xs:element name=”allow-pager-mode-message” type=”acceptType”>

  <xs:simpleType name=”acceptType”>

    <xs:restriction base="xs:string">

      <xs:enumeration value="reject"/>

      <xs:enumeration value="accept"/>

    </xs:restriction>

  </xs:simpleType>
<!-- OMA specific "tranformations" child elements --> 
</xs:schema>
Editor note: OMA specific namespace must be registered.
5.2.5 Default Namespace

The default namespace used in expanding URIs SHALL be “urn:ietf:params:xml:ns:common-policy” defined in [COMMONPOL].
5.2.6 MIME Type

5.2.7 The MIME type for access policy documents SHALL be “application/auth-policy+xml” defined in [COMMONPOL].
5.2.8 Validation constraints

The access policy document SHALL conform to the XML Schema described in [COMMONPOL] and extended in subclause 5.2.3 “XML Schema” and in subclause “Common Extensions” of  [OMA-XDM_CORE-TS], with the additional validation constraints described in this sub-clause.

The “id” attribute of the <one> or <many> child element of <identity>, if present, SHALL contain a SIP URI or a TEL URI. 

Any AUID value other than “resource-lists” in the Document URL contained in an <external-list> element SHALL be a validation error. If so, the <external-list> insertion SHALL fail with an HTTP “409 Conflict” response which includes the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Wrong type of shared list”.

If the XUI value of the Document URL proposed in an <external-list> element does not match the XUI of the access policy Document URI, this SHALL be a validation error. If so, the <external-list> element insertion SHALL fail with an HTTP “409 Conflict” response, which includes the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Access denied to shared list”.

5.2.9 Data Semantics

The access policy document SHALL conform to the semantics for the “conditions” and “actions” described in [COMMONPOL] and extended in subclause “Common Extensions”of [OMA-XDM_CORE-TS], together with the clarifications required for the service as given in this subclause.

When evaluating a “rule” against an identity, the value of the “id” attribute of the <one> or <many> element, if present, is compared against that identity to see if the “rule” is applicable.

The access policy document can contain references to URI Lists stored in Shared List XDMS (as defined in [OMA-LIST_XDM-TS]).

The <allow-session> and <allow-pager-mode-message> elements define the action the IM Server is to take when processing a message session invitation or pager mode message, respectively, for a particular User. The elements can get one of the following values, whose use is described in [OMA-IM-TS]. 
Editor’s Note: the use to be defined in OMA-IM-TS as well as relation to the corresponding service settings (e.g. incoming message barring).
The value is of an enumerated integer type:
 “reject”
instructing the IM Server to reject the message or session. This value is assigned the numeric value of 0.
“accept”
instructing the IM Server to accept the message or session. This value is assigned the numeric value of 4.
Editor’s Note: to be further clarified whether there is a need to have more action values, e.g., a polite blocking type of functionality. 

Editor’s Note: to be further clarified whether there is an operator specified, allowing type of policy defined for all the users as a default one or alternatively there is a need for a user to specify an access policy before getting any messages through.

5.2.10 Naming conventions

The name of the access policy document SHALL be “im-rules”.

5.2.11 Global Documents

This Application Usage defines no Global Documents.

5.2.12 Resource interdependencies

This Application Usage defines no additional resource interdependencies.

5.2.13 Authorization policies

The authorization policies SHALL be defined according to [OMA-XDM_CORE-TS] and extensions defined in this subclause. 

By default, in addition to the creator of the access policy document the User SHALL have access and manipulation rights regarding the access policy document created at the same User’s directory.
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