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1 Reason for Change

To provide a solution to XDM1 Problem Report 0011 included in OMA-PAG-2005-0622-XDM1-Problem-Report-011. 
	Problem Report Number
	0011

	Submitter's Classification
	Specification Problem (INT)

	State
	SA Review

	Resolution
	No Resolution Given

	Raised
	2005-11-15 16:12

	XDM Version
	XDM 1.0

	Specification
	XDM Core Specification - OMA-TS-XDM_Core-V1_0-20050415-C

	Location in Spec
	6.4.1 Authentication

	Problem Summary
	Digest authentication username with or without "sip:", should it be 
the same as the XUI?

	Problem Text
	A problem was found during the testfest with the digest authentication 
username. Servers required the digest authentication username to be 
the same the one used as XCAP userid (XUI) for the request. However 
some of the servers required the digest authentication username to be 
the XUI without the leading "sip:". There need to be stated in the 
specification if the XUI should be the digest authentication username 
and if is should include the "sip:" or not.

	
	


Solution:

A NOTE is added in the existing TS XDM Core Specification - OMA-TS-XDM_Core-V1_0-200501122-C to clarify that the digest authentication user name is a part of the part of the Device Provisioning XDMC Parameters and therefore the XDMS shall use the information without knowledge about the detailed format. The normative text does not need to be changed. The example in appendix B is also updated to contain a SIP URI to be consisted with bullet 3 in chapter 6.4.1
Motivation:
The Digest authentication username is a part of the configuration parameters for an XDM client specified in appendix C of the specification (see parameter “XCAP Authentication user name”). The format of this parameter is a string and can take any value. The XDM client shall use the value as it is received when interfacing the AP. This means that the exact content of this string is outside the scope by this specification. This value can contain a XUI or something else that the AP implementation found suitable as an Authentication user name as long as the AP is able to authenticate the user and provide the correct input to the X-XCAPAsserted-Identity extension header sent to XDMS. An XDM client that does not support Device Provisioning will need another mean to learn about the Authentication user name to be used for example by asking the user of the client to do manual provisioning of a Authentication user name received using procedures defined outside of this specification.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-PAG is recommended to agree to the CR and accept the CR as a solution to XDM1 Problem report 011
6 Detailed Change Proposal

Change 1:  Add a NOTE in chapter 6.4.1
6.4.1 Authentication

The XDM-3 reference point (see [XDMAD]) SHALL provide mutual authentication.

For a 3GPP/3GPP2 realisation, the XDM-3 corresponds to the Ut interface. In this case the authentication between theXDM Client and the Aggregation Proxy  SHALL be performed according to [3GPP TS 33.141] / [3GPP2 X.S0027-002-0].
If the Generic Authentication Architecture (GAA) as defined in [3GPP TS 33.222] is not used, the XDM Client and the Aggregation Proxy (see [XDMAD]) SHALL support the HTTP Digest mechanism for client authentication.

The HTTP Digest authentication SHALL conform to [RFC2617] with the following clarifications:
· The HTTP server (“401 Unauthorized”) SHALL be used;

· the “rspauth” parameter MAY be used to provide mutual authentication;

· the “username” parameter SHALL contain the SIP URI identifying the user (the public user identity);

NOTE: The “username” is a part of the Device Provisioning parameters (see Appendix C).The XDM client shall use the “username” received without any modification.
The XDM Client and the Aggregation Proxy SHALL support HTTP over Transport Layer Security (TLS) as specified in [RFC2818] for server authentication over the XDM-3 interface.

For a 3GPP/3GPP2 realization, the reference points between the Aggregation Proxy and any XDMS or an Application Server and any XDMS uses the security mechanisms defined  in 3GPP/3GPP2 that are out of scope of this specification.
Change 2:  Change the example in B.1 in Appendix B.
B.1 Sample XCAP Operation

Figure B.1 describes how an XCAP operation is performed in 3GPP/3GPP2 IMS. The “resource-list” application usage (see [Shared_XDMS]) i.e. the manipulation of a URI List is used in this specific example, but the same types of messages apply for other application usages (although the HTTP body content would, of course, be different).  It is also assumed that the address of Aggregation Proxy is “xcap.example.com” and the XCAP Root URL is xcap.example.com/services”.
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Figure B.1- Sample XCAP operation

The details of the flows are as follows:

1) The user “sip:joebloggs@example.com” wants to obtain an XML document. For this purpose the XDMC sends a HTTP GET request to the Aggregation Proxy.

GET http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/index HTTP/1.1

Host: xcap.example.com

User-Agent: XDM-client/OMA1.0

Date: Thu, 08 Jan 2004 10:50:33 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.com"

Accept-Encoding: gzip

Content-Length: 0

2) Upon receiving an unauthorized HTTP GET the Aggregation Proxy chooses to authenticate the XDMC.

HTTP/1.1 401 Unauthorized

Server: XDM-proxy/OMA1.0

Date: Thu, 08 Jan 2004 10:50:35 GMT

WWW-Authenticate: Digest realm="xcap.example.com", nonce="47364c23432d2e131a5fb210812c", qop=auth-int

Content-Length: 0

3) The XDMC sends a HTTP GET request including the Authorization header.

GET http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/index HTTP/1.1

Host: xcap.example.com

User-Agent: XDM-client/OMA1.0

Date: Thu, 08 Jan 2004 10:50:37 GMT

Authorization: Digest realm="xcap.example.com", nonce="47364c23432d2e131a5fb210812c", username="sip:joebloggs@example.com", qop=auth-int,
uri="http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/index", response="2c8ee200cec7f6e966c932a9242554e4", cnonce="dcd99agsfgfsa8b7102dd2f0e8b1", nc=00000001

X-3GPP-Intended-Identity: "sip:joebloggs@example.com"

Accept-Encoding: gzip

Content-Length: 0
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