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1 Reason for Change

The following Error Report has been logged in the IOP PR tool.

Information copied from PR tool.

	Problem Report Number
	0005

	Submitter's Classification
	Specification Problem (INT)

	State
	SA Review

	Resolution
	No Resolution Given

	Raised
	2005-11-14 12:04

	XDM Version
	XDM 1.0

	Specification
	Enabler Release Definition - OMA-ERELD-XDM-V1_0-20050415-C

	Location in Spec
	OMA-TS-XDM_Core-V1_0-20050628-C - Chapter 6.4.2

	Problem Summary
	Two mandatory TLS ciphers

	Problem Text
	OMA-TS-XDM_Core-V1_0-20050628-C 
Chapter 6.4.2 

The XDM Client and the Aggregation Proxy SHALL support the TLS as 
specified in [RFC2246] with the following 
clarifications: 
* The following cipher suites SHALL be supported: 
* TLS_RSA_WITH_3DES_EDE_CBC_SHA 
* TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA 
other cipher suites defined in [RFC2246] MAY be supported. 

Why forcing both the client and server to support two ciphers ? 
If client do not support one of ciphers it will still work. 

Also, its very hard to find (I didnt found) http client 
really using TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA cipher, 
or DHE key exchange algorythm at all. 
Why having something that is so rare as mendatory cipher ? 


The reason the XDM_Core TS mandates the use of two TLS ciphersuites and in particular the TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA is that this ciphersuite is mandated in the TLS RFC (RFC2246) as a “backup”  in case no application profile is being defined. As copied from the section 9 of RFC2246:

In the absence of an application profile standard specifying

otherwise, a TLS compliant application MUST implement the cipher

suite TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA.

In fact this is not necessary for the case of XDM_Core since an application profile *is defined* by mandating the usage of TLS_RSA_WITH_3DES_EDE_CBC_SHA, so mandatory support for TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA can be removed.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add the proposed text under the proposed section in the XDM_Core TS (OMA-TS-XDM_Core-V1_0-20051122-C) and close PR-005.

6 Detailed Change Proposal

>>>>>>>>>>>>>>Make the following changes in section 6.4.2>>>>>>>>>>>>>>

6. Integrity and Confidentiality protection

The XDM Client and the Aggregation Proxy SHALL support the TLS as specified in [RFC2246] with the following clarifications:

· The following cipher suite SHALL be supported:

· TLS_RSA_WITH_3DES_EDE_CBC_SHA

· 
other cipher suites defined in [RFC2246] MAY be supported.

When the SIP/IP Core corresponds with 3GPP IMS, the XDM Client and the Aggregation Proxy SHALL support the TLS version and profile as specified in clause 5.3 of [3GPP TS 33.222].

>>>>>>>>>>>>>>>>>>>>>>>>>End of changes>>>>>>>>>>>>>>>>>>>>>>
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