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1 Reason for Change

The SIMPLE IM and PoC2 enablers have requirements related to “garbage collection” or “temporary documents”:

From OMA-RD-IM-V1_0_0-20041118-C:

	CHAT-7
	Temporary Group
	A Chat Room SHALL exist as long as there are users participating in conversation.

	CHAT-8
	Temporary Group
	A Chat Room SHALL be erased (no longer be available at users´ Contact List) after some time that no user is participating in it. The Service Provider SHALL have the possibility to set that amount of time.


From OMA-RD-PoC2.0-V2_0_0-20060215-D:

	FUNC-XDM-GL-002


	In order to ensure that network resources are not wasted with obsolete or unused lists PoC Service Infrastructure SHOULD support removal of PoC Groups and PoC Group Lists which have not been accessed or used for PoC Sessions for a period of time set by the PoC Service Provider or by the PoC Subscriber.

	FUNC-XDM-GL-003


	Specifically it SHOULD be possible to specify an expiration time when creating PoC Groups and PoC Group Lists and the deletion of the PoC Groups and PoC Group Lists when the expiration time expires.

	FUNC-XDM-GL-004


	For PoC Groups and PoC Group Lists which do not have an expiration time it SHOULD be possible for the network to delete PoC Groups and associated PoC Group Lists which have not been used for a period of time set by the operator.

	FUNC-XDM-GL-005


	The PoC Service infrastructure SHOULD notify the PoC Group Administrator and PoC Group members of a pending deletion of PoC Groups and PoC Group Lists and SHOULD provide a mechanism to allow the PoC Group Administrator to request that the lifetime of the notified PoC Group or PoC Group List is renewed.

	FUNC-XDM-GL-006


	It SHOULD be possible for the PoC Service Provider to charge for the creation and storage of PoC Groups and PoC Group Lists and to charge based on the size of these documents and the period of time that such PoC Groups and PoC Group Lists exist.


The proposed solution is described by the new requirements of 6.1.1 #4, and 6.1.3 #13 thru #16.

The CR also restructures the history and access permission requirements, so that the document descriptions fall under section 6.3 (Document Types).

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the changes described below in the latest version of the XDM V2.0 RD.
6 Detailed Change Proposal

6. Requirements
(Normative)

6.1 High-Level Functional Requirements 

This section describes the functional requirements that are common to all document management functions.
6.1.1 General

1) The end-user SHALL be able to store his per-user information (e.g., URI Lists) in the network.

2) Such information SHALL be stored as one or more documents described in an extensible and platform-neutral format.

3) Each such document SHALL be identified by at least one globally unique identifier (i.e., a URI according to RFC 2396).

4) Documents SHALL be associated with meta-data which describes certain properties of the document that are not included in its content.  Such meta-data SHALL include at least the following:
a. Timestamp of document creation.
b. Timestamp of last document access.
5) A document SHALL be associated with access permissions, which SHALL be stored in a separate access document. The type of data contained in the access control document is described in section 6.3.1.1.
6) The XDM enabler SHALL allow an authorized principal to access and manage stored documents from any capable device type over any capable network.
7) Data consistency of information stored in the XDM enabler SHALL be ensured, particularly if simultaneous access by multiple authorised end-users and/or multiple devices is allowed.  

8) The XDM enabler SHALL allow a XDM principal to retrieve a list of all stored documents for which the principal is the Primary Principal.

9) The XDM enabler SHALL allow a XDM principal to retrieve a list of all stored documents for which the principal is the Primary Principal per type of service (e.g., all documents related to his PoC service).

10) It SHOULD be possible to provision the XDM client using existing OMA Device Management and Provisioning enablers.


11) If provisioning data relevant to XDM is present in the smartcard, the XDM client SHALL be able to retrieve that data.

12) XDM documents SHALL support multiple character sets.

13) A document MAY be associated with XDM history information, which SHALL be stored in a separate XDM history document. The type of data contained in the XDM history document is described in section 6.3.1.2.
6.1.2 Delegation

1) Principals SHALL be able to authorise other principals to perform selected operations on their behalf.  

2) For the document management functions identified in Section 6.1.3, there SHALL be a permission which allows principals to delegate those functions to other principals.

3) Having the permission to perform a function SHALL be separate from the permission to delegate the function to other principals. 

6.1.3 Document Management Functions

The sub-sections below identify the set of available document management functions.

1) Document management functions SHALL be controlled by permissions which determine the capabilities available to a principal wishing to perform such functions in each document. Those permissions SHALL be stored in a separate document which is associated with the document it provides access to. 

2) It SHALL be possible to define “roles” that represent a given set of permissions.  Assignment of those roles to particular principals is equivalent to assigning the corresponding set of permissions.

3) The service provider SHALL have permissions to perform all document management functions.
4) It SHALL be possible to assign permissions to Principals to perform some or all of the document management functions.

5) Permissions MAY be assigned at any time from creation to deletion of the document.  

6) At the creation of a document, a default access document SHALL be created. The default permissions SHALL express the denial for all principals, except the creator of the document, to perform any document management functions.

7) Principals who try to perform a document management function SHALL first be authenticated.

8) The creator of a document SHALL become the initial Primary Principal of the document.

9) The Primary Principal SHALL always be allowed to modify the permissions on his/her document.

10) There SHALL always be one and only one Primary Principal of a document.

11) It SHOULD be possible for principals with the appropriate permission to query the permissions applied to a specific document.

12) XDM-based repositories MAY notify authorised principals of updates to documents, upon their request.

13) The service provider SHALL be able to set the expiry time of a document based on one or more of the following:
a) Time-to-live after creation: The expiry time relative to when the document was created.

b) Time-to-live after last access: The expiry time relative to when the document was last accessed.

c) Expiration time: An absolute expiry time.

14) A principal with appropriate management permissions MAY be able to set the expiry time of a document to a value that does not exceed the maximum expiry time set by the service provider.
15) The XDMS MAY automatically delete an expired document.
16) Any principal, regardless of permissions, SHALL be able to delete an expired document.
6.3.2.1 Create

1) Principals with appropriate permissions SHALL be able to create a document.  

2) When creating a document, it SHALL be possible to define document meta-data at a minimum including the meta-data described in Section 6.1.1 (4).

6.3.2.2 
1) 
a. 
b. 
i. 
ii. 
iii. 
iv. 
v. 
vi. 
vii. 
2) 
6.3.2.3 Retrieve

1) Principals with the appropriate permission SHALL be able to retrieve a document.

6.3.2.4 Copy

1) Principals with appropriate permissions SHALL be able to copy documents from one repository to the same or another repository.

6.3.2.5 Delete

1) Principals with appropriate permissions SHALL be able to delete a document.

6.3.2.6 Modify

1) Principals with appropriate permissions SHALL be able to modify a document.  

2) When modifying a document, it SHALL be possible to add, edit or delete document meta-data.
6.3.2.7 Suspend

1) Principals with appropriate permissions SHALL be able to suspend access to and use of a document.

2) When access to and use of a document is suspended, no operation can be performed on that document, except to take it out of the suspend state or delete it.

6.3.2.8 Resume

1) Principals with the appropriate permission SHALL be able to resume usage of a suspended document.

2) After a resume operation, all operations can be performed on that document (except for the resume operation).

6.3.2.9 Search

1) It SHOULD be possible to search for the existence of certain content (e.g., the identifier of a user) in a document.

2) It SHOULD be possible to search for the existence of a document based on meta-data associated with the document.

3) Principals with the appropriate permission SHALL be able to define the visibility of a document when performing a search.

4) It SHALL be possible to limit the number of search results.

5) Searches MAY be limited to documents hosted by the Service Provider.

6) Search results SHALL be subject to Service Provider policy or end-user privacy settings.

7) Wildcards MAY be used when searching for documents.

8) Search SHALL be limited to one document type (e.g. Shared Group document) at a time.

6.3.2.10 Administration and Configuration

Principals with appropriate permissions SHALL be able to configure the following:

1) Different values for the maximum number of documents that can be created for different principals.

2) Different values for the maximum number of documents that can be created for different document types.

3) Permission to receive notification of administration or configuration changes.

6.1.4 Security

1) XDM protocol SHALL support:

d) Mutual authentication of the XDM server and XDM client implementations.

e) Integrity and confidentiality of XDM message exchanges.

2) It SHALL be possible to log all XDM interactions.
3) If there is a mechanism to perform the security functions mentioned above in a common way, the XDM protocol SHOULD support the use of such a mechanism instead of duplicating such functionality.
6.1.5 Charging

1) 
Mechanisms SHALL be provided for the Service Provider to charge for the use of XDM.

Examples of charging events include:

· The creation, modification or deletion of a document.
· The number of documents for which the end-user is the Primary Principal.
2) 
Mechanisms SHALL be provided for the Service Provider to charge for the use of XDM as part of another service enabler.
6.1.6 Usability

1)
The XDM protocol SHOULD support version control of documents that it manages.  

2)
The XDM client MAY use a version control mechanism to avoid unnecessary document retrievals prior to document manipulation. 

6.1.7 Interoperability

Interoperability of the XDM enabler is provided through the definition of open interfaces and a consistent format of documents and XDM functions in compliance with the requirements presented in this document.  The XDM functions, open interfaces and document formats SHALL provide interoperability to include at least the following:

1) Administration of documents.

2) Transfer of documents over open interfaces.

3) General structure of the documents transferred over open interfaces.

4) Collection and general format of charging information.

6.1.8 Privacy

1) Access to XDM information SHALL conform to privacy requirements specified in [Privacy].



1) 
2) 
a. 
i. 
ii. 
iii. 
b. 
c. 
3) 
4) 
a. 
b. 
c. 
5) 
6.1.9 XDM Forward

1) Principals with appropriate permissions SHOULD be able to forward documents to other principals

2) Forwarding Principals SHOULD be able to select an XML document that need to be forwarded and perform modification to its content with out affecting the original document, before the document is forwarded to other principals so that the Receiving Principals receive the modified document.

a. Forwarding Principals SHALL be able to add new elements to the XML Document

b. Forwarding Principals SHALL be able to delete elements from the XML Document

c. Forwarding Principals SHALL be able to update the content of the XML Document

3) Once the documents are forwarded, the Receiving Principals SHALL be able to accept or reject the forwarded XML documents. 
If accepted, the Receiving Principals SHALL own the forwarded documents and SHALL be regarded as creator of the documents. The accessibility of documents SHALL follow the requirements described in Section 6.1.3.
6.2 System Elements

This section contains high-level requirements on the basic functionality required by any system that implements the XDM specifications (e.g. a data repository containing shared documents, a data repository containing application-specific documents, a terminal accessing repositories as a XDM client, an application server (e.g. PoC Server) accessing repositories as a XDM client, etc.).

6.2.1 XDM Clients

 The XDM client SHALL:

1) Support document management functions identified in Section 6.1.3.

2) Support secure communications with the XDM Server.

The XDM client MAY:

3) Subscribe to and receive notifications regarding updates to documents.

6.2.2 XDM Servers

The XDM Server SHALL:
1) Support document management functions identified in Section 6.1.3.

2) Support secure communications with the XDM client.

3) Support charging mechanisms.

The XDM Server MAY:

4) Notify authorized principals of updates to documents.

5) In case of group document advertise group automatically 

a. to all members of that group when group is created

b. to new member(s) of existing group when new member(s) is added to that group.

In both of the above cases group advertisement SHALL include information about which communication means it is related (e.g. audio, message, video, application).

6.2.3 Aggregation Proxy

The Aggregation Proxy SHALL:
1) Act as a single contact point for the XDM client to access XML documents stored in any XDM servers.
2) Perform authentication of the XDM client.
3) Route individual requests to the correct XDM Servers or the Search Proxy
The Aggregation Proxy MAY:
4) Support charging.
5) Perform compression/decompression over the radio interface.
6.2.4 Search Proxy

The Search Proxy SHALL:
1) Act as a single contact point for the XDM Client to search XML documents stored in any XDM Servers.
2) Route search request to the correct XDM Servers of its own network.

3) Receive responses from XDM Servers of its own network.
4) Send search responses to the XDM client.
The Search Proxy MAY:
5)  Route search request to XDM Servers of other networks when needed.
6) Receive responses from XDM Servers of other networks when needed.
7) Combine results from XDM Servers of its own network and also from other network before sending response to XDM Client.
6.2.5 Network Interfaces

6.2.5.1 Interface Between XDM Clients and XDM Servers

The interface between the XDM client and XDM server:

1) SHALL be access technology neutral.

2) SHALL support the secure exchange of XDM messages.

3) SHALL support document management functions as described in Section 6.1.3.

4) SHALL support the secure provisioning of XDM client parameters.

5) SHOULD support the synchronisation of changed data.

6.2.5.2 Interfaces to XDM Servers from Applications/Enabler Implementations

Applications and/or Enablers would assume the role of a XDM Client, and therefore the above requirements apply.
6.3 Document Types

6.3.1 Associated Documents 

6.3.2 An Associated Document is a document type that may be created automatically by an XDMS in association with a document created by an XDM Client.

3) An Associated Document SHALL be deleted when the document it is associated with is deleted.
6.3.1.1 Access Permissions Document
The Access Permissions document defines which principals have rights to perform which XDM functions on the associated XML document.
1) An Access Permission Document SHALL have the following meta-data, in addition to those properties specified in Section 6.1.1:
a. Identities of the principals who have access permissions to the associated XML document, including their human readable name.
b. Operations these principals are allowed to perform on the associated XML document. Operations include the following:

i. Read

ii. Write

iii. Delete

iv. Create

v. Search

vi. Copy

vii. Subscription for changes

2) The Primary Principal of the associated XML document is the only one, who SHALL have rights to modify the Access Permission Document.

6.3.1.2 XDM History Document

The XDM History document contains a history of XDM operations performed on the associated XML document.  The XDM History Document SHOULD be supported when Delegation (section 6.1.2) is supported.  If supported:
6) The Primary Principal SHALL be able to enable and disable the XDM history function, on a per-document basis.

7) If the XDM history function is enabled, the following XDM history information associated with the XML document being managed SHALL be stored:

a. Type of operation:

i. Create of an element or attribute

ii. Modify of an element or attribute

iii. Delete of an element or attribute

b. Timestamp of operation

c. Identity of Principal that performed the operation

8) Principals with appropriate permissions SHALL be able to retrieve the stored XDM History information.

9) Principals with appropriate permissions MAY be able to search history information (see 6.1.3.8).  If supported, it SHALL be possible to search using the following criteria:
a. Type of operation (Create, Modify, or Delete)
b. Time range

c. Identity of Principal that performed the operation(s).

10) The service provider SHALL be able to limit the size of the XDM History information.
6.3.3 Shared Documents 

1) It SHALL be possible to share the following types of documents such that they can be used by multiple enablers (e.g. PoC, Presence, IM, etc.):

6.3.2.1 URI List

1) A URI List SHALL have the following meta-data, in addition to those properties specified in Section 6.1.1:

a) Display name:  A human readable name.

2) A URI list SHALL contain zero or more URI List members.

3) The following requirements apply to URI List members:

· Every URI List member SHALL be identified by a globally unique identifier (i.e., a URI as defined in RFC 2396).

· A URI List member MAY have a human readable display name.

4) The following requirements apply to URI List management, in addition to those specified in Section 6.1.3:

a) The service provider SHALL be able to set the maximum number of URIs in a URI List.

6.3.2.2 User Profile

Shared User Profile document contains static user information that can be used by other users and applications for means of communication i.e search chat partner. Shared Profile document MAY have the following static information of the user: 

a) Communication addresses. This field MAY contain the following information:

a. SIP URI as defined in RFC 3261
b. E.164 number

c. E-mail address

b) Alias, representing human readable name of the user in a group session which is shown to other members of that session instead of real communication address e.g. chat alias in Instant Messaging chat rooms or display name in PoC session.

c) Date of birth: this information SHALL contain the following information:

a. Birth day-of month

b. Birth month

c. Birth year

d) Name, representing the civil identity of the user. This field MAY contain the following information:

a. Given name

b. Family name

c. Middle name

d. Name suffix

e. Name prefix

e) Address, representing one or several of the physical addresses of the user (e.g. home, work…). This field MAY contain the following information:

a. Country: the country in which the user is located (for this address)

b. Region: the region (i.e. state, province…) in which the user is located

c. Locality (i.e town, village, city…) 

d. Area is the subdivision of the town in which the user is located (i.e. neighbourhood, suburb, district…)

e. Street name: the name of the street where the user is located for this address

f. Street number: the number in this street where the user is located for this address

g. Postal code: the code for postal delivery (e.g ZIP code)

f) Gender, indicating whether the user is male or female

g) Free text description.

h) Communication abilities defines possible means to reach user e.g. voice, message, video etc..

i) Hobbies.

j) Favourite links, in the form of a list of URLs.
6.3.2.3 Group Document

1) A document describing a Shared Group MAY have the following content, in addition to the meta-data specified in Section 6.1.1:

a) Display name: This is a human readable name.

b) Session Type: This identifies the nature of the Shared Group e.g. chat, instant.  (In a chat group session, members join a group session individually. In an instant group session, whether pre-defined or an ad-hoc group, all other members are invited simultaneously at a group member’s request.)

c) Membership: This identifies the nature of the membership in the Shared Group, which is one of two – “open” or “restricted”.

d) Session initiation policy: This describes who, apart from the Owner, may initiate a group session.. 

e) Group member list: This provides a list of end-users and/or URI lists who will be invited to a group session. 

f) Group reject list: This is the list of end-users and/or URI lists who SHALL be barred from joining a group session.  (Only for Session Type = “chat”).  

g) Maximum number of members: This is the maximum number of end-users who can be active in the session. 

h) Anonymous access allowed: This is used to reveal, or not reveal, the end-user identities of all members of a “Chat” type group session taking the values - “yes” or “no”, respectively.

i) Allow dynamic invitation: This is used to define whether user can invite additional participants to a group session.
j) Key participant: This is used to indicate that the identity matching this rule is a ”Distinguished Participant” of the group session.
k) Subject: This contains a topic or description of a Shared Group.
l) Age-limit: This indicates the allowed age or age-range of a Participant.
m) Schedule: This represents the timing and duration of Group Session.
n) Sub conferencing: This describes who may create sub-conferences in a group session.
o) Private messaging: This describes who may send private messages in a group session.
p) Allowed medias: This identifies which medias are allowed to use in a group session e.g. audio, message, video, application. 
q) Allow to see conference state: This is used to define who can see the state of the group session (e.g. who is currently online).
2) Each entry in a Group member list or Group reject list SHALL be a tuple consisting of a URI and, optionally, a display name.

3) Each URI in the Group member list SHALL be unique.

4) Each URI in the Group reject list SHALL be unique.

The following requirements apply to Shared Group document management, in addition to those specified in Section 6.1.3:

Create:

5) The service provider SHALL be able to set the maximum number of members that can be added to a group member list or group reject list in a Shared Group document.  

6) A principal with appropriate management permissions MAY be able to set the maximum number of members in a Shared Group document to a value that does not exceed the maximum number set by the service provider.

7) It SHALL be possible to create a Shared Group document that contains members in the group member list or group reject list that belong to different service providers.

Copy:

8) Shared Group members MAY use Shared Groups to which they belong to create a new Shared Group document by copying an existing group document, subject to service provider policy and access rules.
Get:

Principals SHALL be able to retrieve the Group members list contained in Shared Group documents.

6.3.4 PoC-specific Documents

This section describes additional functional requirements that are specific to document types needed to support the PoC enabler.

5. PoC Access Control Policy Document

A PoC access control policy document SHALL be described by the following:

1) Accept List:  A list of end-users from whom requests are accepted.
2) Reject List:  A list of end-users from whom requests are rejected.
6.3.5 Presence-specific Documents

This section describes additional functional requirements that are specific to document types needed to support the Presence enabler.
5. Presence Policies

The following types of documents related to presence authorization policies SHALL be supported:
1) A document that defines how incoming subscription requests are handled.  This document SHALL be able to utilize Accept, Reject, Polite Block and Deferred lists.  Depending on how the subscription policy document combines those lists, they Presence Server will determine whether to accept, reject, politely block, or defer the handling of an incoming subscription request.

2) A document that defines what presence information will be disseminated to the watchers of a particular presentity.

3) A document that defines what conditions will trigger a presence notification for a particular presentity.

5. Presence Subscription Lists

Presence Subscription Lists (PSLs) are used to support the end-user to watch for presence information for a list of URIs with a list of requested attributes for every member.  Following the requirement to support subscriptions to parts of the presence information, it is meaningful to link the requested presence information tuples with the PSL.

1) URI lists (as stored in the XDM server and the terminal) SHALL be supported as a reference for members of a PSL.

2) PSL SHALL support a presence attribute request list for every list member. 

3) PSL SHALL support a presence attribute request list common for some list members. 

6.3.6 IM-specific Documents

This section describes additional functional requirements that are specific to document types needed to support the SIMPLE IM enabler.

6.3.5.1 Conversation History Metadata

IM Conversation History Metadata Document consists of one or more conversation, which SHALL have the following content:

1) Subject: indicating the topic of the conversation.
2) Expiry: indicating the storage time limit for the Conversation History.
3) Size: indicating the size of the stored message exchange.
6.3.5.2 IM User Access Control Policy Document

An IM access control policy document SHALL be described by the following:

1) Accept List:  A list of end-users from whom requests are accepted.
2) Reject List:  A list of end-users from whom requests are rejected.
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