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1 Reason for Change

When we checking consistency between use cases and requirements of presence 2.0 RD we found a problem: 

    No requirements are derived from use case 5.6.5 and 5.6.6(Common Group). To our understanding they couldn't be implemented in current version. 

Now Presence 2.0 implements the authorization of Shared List by using <external-list> element in <conditions> of the presence rules. The <external-list> points to URI Lists in the Shared XDMS against which the authorization rules are specified according to [COMMONPOL]. 
Shared List MAY be the likely intention of Common Group, but Shared Lists typically are the private group for presentity. To our understanding Shared Group is more accurate concept/usage of the Common Group.  So now the use cases are confusing and need clarification.　
There are some requirements maybe related to common group as following: 

	FEAT-PREF-002
	Presentities SHALL be able to define policies such that the Presence Service disseminates different information to individual watchers or groups of watchers.


	FEAT-SUB-016
	Presence Service user SHALL determine which potential watchers or groups of watchers (e.g. friends, family) shall be proactively authorized to receive his/her Presence Information.

	FEAT-SUB-017
	Presence Service user SHALL determine which potential watchers or groups of watchers (e.g. work mates) shall be reactively authorized in order to receive his/her Presence Information.


     Groups of watchers includes URI Lists and Shared Group. Now the former has already been implemented, the latter not.

    We have two ways to go forward: 

     (1) Modify the use cases to clarify the concept of common group and then some requirements will be derived;

     (2) Note these two use cases to be done in next version.
     This contribution is the implementation of the choice (2).

2 Impact on Backward Compatibility

This CR has no impact on backward compatibility.
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that PAG WG agrees this CR and incorporates it into PAG RD. 
6 Detailed Change Proposal

Change 1:  Add a note for use case 5.6.5
5.6.5    Proactive Authorization – Common Group, Strictly Secure

5.6.6.8 Short Description for Proactive Use Cases:

This use case describes a scenario where membership in common groups is strictly secure, i.e. the group owner has specified a closed membership model that he or she controls.

A watcher (new colleague named Bob) unknown to the presentity (named Juliet) is authorized proactively because both are members [metadata membership] of the same potentially externally hosted group (Company, Division, Department…). 

· The presentity’s authorization engine needs support by the group owner to identify if the watcher asking for presence information is really a member of the group as he disclosed to the presentity. Therefore the privacy enforcement entity sends a request to the group owner’s entity (E.g. Companies Directory Service) asking for verification of the identity delivered by the requesting watcher. Only positive return values from the verification authority enable the watcher automatically. (First contact of watcher may be shown optional to the presentity.)
Note: There are no requirements currently specified as a result of this use case. This may be done in a future release.

5.6.6.9 Actors for Proactive Use Cases:

For the “common group” use case two modes for authorization arise alternatively:

· Watcher: Bob (a new colleague of Juliet) is interested in Juliet’s presence information since he is asked by their boss to harmonize a presentation he should finish since Juliet is on a business trip but he didn’t know where she is. The proactive authorization feature is able to inform Bob about her time zone details to support him making respectful calls (E.g. don’t disturb her during the night hours).

· Privacy Enforcement Entity: Acts on behalf of Juliet which is normally not informed about the data access requests

· Directory Service (Company, Operator) activated by the Privacy Enforcement Entity of the presentity identifies that Bob as a group member of department (May be with Certificate)

5.6.6.10 Actors Benefits:

· Watcher can use its membership as authorization to get information that supports his mobile communication. 

· Presentity doesn’t need to handle his own lists if he allows team members to get parts of his presence information. (Company, Sport Club)

· Organizations: Members are able to communicate more efficient. They do not spend time to manage other team members. The centralized directory service exists anyway within organizations and could be reused rather simple to support the organization members during mobile communication.

5.6.6.11 Pre-conditions for Proactive Use Cases:

· Watcher: Bob is known to the company’s directory service. Bob and Juliet share the membership to a list called like their department hosted by their company. This enables him to send Juliet as unknown watcher a request for her presence information.

· Presentity: Trust the Privacy Enforcement Entity using groups to verify watcher identity

· Privacy Enforcing Entity: Proactive authorization of external groups is enabled and Juliet allows the verification of the watchers identity as a key to automatically access her presence information (e.g. verify watchers metadata signature…) 
5.6.6.12 Postconditions for Proactive Use Cases:

· Watcher : Bob receives the requested data or an error message depending on the result of the proactive authorization 

· Presentity: Juliet receives a notice that someone unknown before is accessing her presence information and is able to watch the membership assigned authorization lists s. (If notification of new proactive watchers is enabled)

· Privacy Enforcing Entity: Store the subscription of the requesting watcher to the presence information of Juliet. Keys received from the Directory Service during watcher identification might be stored to reduce transaction costs for future requests (proxy for the keys).

· Directory Service (Company, Service provider, …) Record information about approved identity and supporting information for identity verification. (E.g. public keys)
5.6.6.13 Normal Flow for Proactive Use Cases:

1) Bob also sending metadata with signature about his relation to a common group (e.g. Company employee) wants to subscribe or fetch Juliet’s presence information 

2) The Privacy Enforcement Entity tries to verify the group relation

3) Due to the group type “Hosted by my Company” high security is necessary

4) The Identity delivered by the watcher is send to the company’s certification authority

5) The Company’s Certification Authority sends the public key of the watcher to the Privacy Enforcement Entity

6) The Privacy Enforcement Entity is now able to verify the metadata signature

7) In the positive case Bob unknown before but verified now is allowed to see the requested presence information controlled by the mapping between authorization profile and the group membership.

8) Juliet may be informed about the watcher that got her data

5.6.6.14 Operational and Quality of Experience Requirements for Proactive Use Cases:

Supporting managed and externally hosted groups for proactive authorization simplifies the group communication for all group members. Groups are very effective in reaching a common treatment for a class of subscribers that need information to enable services that deliver more comfort to its users (e.g. respectfully call by using presence information). 

This has to be done carefully since the service provider has to guarantee fraud protection in his own and the user’s interest. Privacy needs to be enforced since membership declaration to a group could be faked. 
Change 2:  Add a note for use case 5.6.6

5.6.6    Proactive Authorization – Common Group

5.6.6.15 Short Description for Proactive Use Cases:

Due to different common group categories different levels of trust should be supported. This use case describes a model where a relationship of trust exists, as described below:

A watcher (new team member of a Volleyball team named Francesca) unknown to the presentity (named Julie) is authorized proactively because both are members of a group moderated by their trainer. Since Julie trusts her trainer that he is moderating the group very responsible she allows all group members to request her presence information with the authorization profile used for the group.

· Trust by relation: The moderator and owner of the group is someone the presentity trusts. He is the only one that is able to change membership. (E.g. Trainer of the Volleyball team) Any request for presence information the presentity allows if the watcher is a member of the moderated group (E.g. Volleyball team). The privacy enforcement entity should verify for the presentity if the watcher is known as group member. (New group member requests may be shown optional to the presentity.)

Note: There are no requirements currently specified as a result of this use case. This may be done in a future release.

5.6.6.16 Actors for Proactive Use Cases:

For the “common group” use case two modes for authorization arise alternatively:

· Watcher: Francis (a member of Juliet’s Volleyball team) is interested in Juliet’s presence information to identify if Juliet or some one else of the team is able to guide her to the match.

· Privacy Enforcement Entity: Acts on behalf of Juliet which is normally not informed about the data access requests

· Trust by relation: The presentity (Juliet) allows the Privacy Enforcement Entity to approve group members (e.g. Volleyball team) to access her presence information. May be restricted to a time frame booked as activity with that group (e.g. match of the Volleyball team Juliet is member of). (May be without Certificate)

5.6.6.17 Actors Benefits:

· Watcher can use its membership as authorization to get information that supports his mobile communication. 

· Presentity doesn’t need to handle his own lists if he allows team members to get parts of his presence information. (Company, Sport Club)

· Organizations. Members are able to communicate more efficient. They do not spend time to manage other team members. The centralized directory service exists anyway within organizations and could be reused rather simple to support the organization members during mobile communication. 
5.6.6.18 Pre-conditions for Proactive Use Cases:

· Watcher: Bob is known to the company’s directory service. Bob and Juliet share the membership to a list called like their department hosted by their company. This enables him to send Juliet as unknown watcher a request for her presence information.

· Presentity: Trust other members moderating the group member list

· Privacy Enforcing Entity: Proactive authorization of external groups is enabled and Juliet allows the automatic access of the group members

5.6.6.19 Postconditions for Proactive Use Cases:

· Watcher: Bob receives the requested data or an error message depending on the result of the proactive authorization 

· Presentity: Juliet receives a notice that someone unknown before is accessing her presence information and is able to watch the membership assigned authorization lists elements. (If notification of new proactive watchers is enabled)

· Privacy Enforcing Entity. Store the subscription of the requesting watcher to the presence information of Juliet. Keys received from the Directory Service during watcher identification might be stored to reduce transaction costs for future requests (proxy for the keys) 

· Directory Service (Company, Service provider, …) Record information about approved identity and supporting information for identity verification. (E.g. public keys)
5.6.6.20 Normal Flow for Proactive Use Cases:

This flow demonstrates the behaviour in a group where the group moderator is a person the presentity knows and trusts.
9) Francis is sending metadata about relations to a common group (e.g. Volleyball team) wants to subscribe or fetch Juliet’s presence information 

10) The Privacy Enforcement Entity verifies the group relation delivered by Francis. (Group Type “Hosted by a moderator of trust”)

11) Francis is allowed to see the presence information of Juliet if the verification results are positive

12) The presentity may be informed about the authorization of a new group member

5.6.6.21 Operational and Quality of Experience Requirements for Proactive Use Cases:

Supporting managed and externally hosted groups for proactive authorization simplifies the group communication for all group members. Groups are very effective in reaching a common treatment for a class of subscribers that need information to enable services that deliver more comfort to its users (e.g. respectfully call by using presence information). 

This has to be done carefully since the service provider has to guarantee fraud protection in his own and the user’s interest. Privacy needs to be enforced since membership declaration to a group could be faked.
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