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1 Reason for Change

People sometimes appear “offline” when they are actually “online”. He/She can select the "Appear Offline" status.  This option will hide his/her “online” status from other members and his/her user name will not appear in the “Online page”. However, he/she can get other friends’ presence information. Major software such as MSN, Yahoo! Messenger and Tencent QQ support this feature.
There are two SIMPLE IM requirements of “Invisibility”, PRI-17 and PRI-19 as below. 
Invisibility

	Label
	Description
	Enabler Release

	PRI-17
	The IM subscriber SHALL be shown to his contacts with presence status “offline” to his contacts when the “invisible” option is switched on
	IM 1.0

	PRI-18
	The IM subscriber SHALL be able send and receive messages, having the “invisible” status.
	IM 1.0

	PRI-19
	The IM subscriber SHALL be able to see the presence status of others.
	IM 1.0


Table 12: High level Functional Requirements - Controlling Privacy in IM - Invisibility

Implementation in SIMPLE IM 1.0 TS:
=======================================================================================
H.2 IM Server Procedures

This subclause outlines the mapping between IM Server procedures and the presence information elements as given in subclause  ‎H.1 “IM specific presence information elements”. Table 2 defines how the IM Server specific procedures SHALL be mapped to presence attributes specified in [OMA-Pres-Spec] if the IM Server is presence enabled.

	Procedure
	Action or setting of Presence information elements as specified in [OMA-Pres-Spec]
	Value of Presence information element

	Registration
	Application-specific Availability for IM
	basic: open

	De-registration
	Application-specific Availability for IM
	basic: closed

	Service setting: the active attribute of the <vis-status> is set to “false”
	Application-specific Availability for IM
	basic: closed

	Service setting: the active attribute of the <vis-status> is set to “true”
	Application-specific Availability for IM
	basic: open


Table 3: Definition of presence attributes depending on the procedure
H.2.1.2 IM User's Service Settings

Upon receiving a service setting request containing the <vis-settings> element, as defined in Appendix E, from an IM User the IM Server SHALL act as a Presence Source. 

In the case when the value of the active attribute of the <vis-status> element is “closed”, the IM Server SHALL perform the publication of presence information as defined in [OMA-Pres-Spec] “Publication of presence information”. The IM Server: 

· SHALL set the value of “Application-specific Availability for IM” Presence information element to unavailable (as defined in subclause x.1.1 “Availability for IM” and Table 2);
· SHALL set the <entity> element of the Presence information document as defined in [OMA-Pres-Spec] to the value of the authenticated identity of the IM User (e.g. to the value of the P-Asserted-Identity header field of the PUBLISH request).

NOTE 1: 
Other Presence information elements might be published with the appropriate values at the same time.

In the case when the value of the active attribute of the <vis-status> element is “open”, the IM Server SHALL perform the publication of Presence information as defined in [OMA-Pres-Spec] “Publication of presence information”. The IM Server: 

· SHALL set the value of “Application-specific Availability for IM” Presence information element to available (as defined in subclause x.1.1 “Availability for IM” and Table 2);

· SHALL set the <entity> element of Presence information document as defined in [OMA-Pres-Spec] to the value of the authenticated identity of the IM User (e.g. to the value of the P-Asserted-Identity header field of the PUBLISH request). 

NOTE 2: 
Other Presence information elements might be published with the appropriate values at the same time.
=======================================================================================
Let’s see the following scenario:

User B and User A’s are good friends. They authorized each other to get each other’s presence information. Occasionally, User A feels upset and has no mood to talk with others. However, he is interested in getting to know his friend’s status (mood, locations…) by Presence Service. So:

1. User A set <vis-status> as “closed”.
2. User A subscribes user B’s presence information.

Now, it is a conflict that User A is subscribing User B’s presence information and show “offline” to User B but actually User B will know User A is not really offline by the mechanism of watcher information subscription described in section 5.3 Watcher information subscriber of Presence TS.
The main purpose we adopt the Watcher Information in PAG is to support reactive authorization. The reactive authorization only uses “pending” and “waiting” states, other states such as “active” need not be sent to watcher information subscriber.

Watcher Information containing “active” state opens a backdoor by which a user is able to know who is subscribing his presence information even if another user having the “invisible” status. The “active” state indicates the presence information is being subscribed by someone.
To resolve this problem, Presence Server may apply a default filtering policy to the watcher information subscription in order that it still is able to support reactive authorization and at the same time the user can not know who is subscribing his presence information.
The default filtering policy is:

   <filter>


       <what>
<include>


                /watcherinfo/watcher-list/watcher[@status="pending" or @status="waiting"] 


          </include>
</what>


       <trigger>
<changed to="pending"> 


                /watcherinfo/watcher-list/watcher/@status


          </changed>
</trigger>


       <trigger>
<changed to="waiting">


                /watcherinfo/watcher-list/watcher/@status


          </changed>

       </trigger>


  </filter>
FYI, [RFC 3857]:

“The underlying state machine for a subscription is shown in Figure 1. It derives almost entirely from the descriptions in RFC 3265 [1], but adds the notion of a waiting state.”
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2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that PAG WG agree this CR.
6 Detailed Change Proposal

Change 1:  Add a default filtering policy in section 5.4.4 
5.4.4  Watcher information event package

Before accepting a SUBSCRIBE request for the watcher information event package, the PS SHALL perform authorization of the subscription attempt of the watcher information subscriber, per local policy. The default policy SHALL be to authorize the subscription if the watcher information subscriber is the presentity, and to reject the subscription for all other users. If the PS accepts the SUBSCRIBE request, the PS SHALL process the SUBSCRIBE request in accordance with [RFC3265], [RFC3857], [RFC3858].

5.4.4.1  Applying event notification filtering

The PS MAY support event notification filtering according to the following procedures:

· Event notification filtering, according to the procedures described in [FILTER], and

· Content type ‘application/simple-filter+xml’, according to [FILTERFORMAT]. 

If the PS supports event notification filtering; and 

· understands the particular filter included in the payload of the SUBSCRIBE request, the PS SHALL apply the requested filter.

· does not understand the particular filter included in the payload of the SUBSCRIBE request, the PS SHALL indicate it to the subscriber as specified in [FILTER] and [FILTERFORMAT].

The PS SHOULD apply the default filtering policy to the watcher information subscription. The default policy is:
· notifications are generated every time there is  change to “pending” or “waiting” in the state of the watcher information, and
· notifications triggered from SUBSCRIBE contain only “pending” and “waiting” states.
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