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1 Reason for Change

This CR introduces the changes needed to properly introduce access control in the Shared List XDM according to the proposal in OMA-PAG-2006-0727-INP_Access_Control_of_XDM_Documents_Using_XCAP.

The changes consists mainly of two added chapters with references to XDM Core TS which is updated by CR no OMA-PAG-2006-0804-CR_XDM2_TS_Core_Access_Control.
It also adds a new example to the appendix.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

A set of CRs addressing the changes needed to other XDM2 specifications will be submitted in parallel with this CR 
If this CR is accepted another CR to address the SCR table will be submitted.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt the changes proposed in Section 6. 
Note for the Editor: Please use proper header numbering.
6 Detailed Change Proposal

Change 1:  Chapter 3.2

Definitions

	Access Control Document
	An XML document containing information about who has access to do a particular operation towards an XCAP server

	Global document
	A document placed under the XCAP global tree that applies to all users of that application usage.

	Global tree
	A URL that represents the parent for all global documents for a particular application usage within a particular XCAP root. (Source: [XCAP])

	XCAP Application Usage
	Detailed information on the interaction of an application with an XCAP server. (Source: [XCAP])

	XCAP Server
	An HTTP server that understands how to follow the naming and validation constraints defined in this specification. (Source: [XCAP])


Change 2:  Chapter 4

4     Introduction

This specification, which is a part of the XML Document Management enabler, describes a particular type of list, the URI List, which is a convenient way for a principal to group together a number of URIs (e.g., as “Friends”, “Family” etc.) or other resources, where such a list is expected to be reused for a number of different services. Such a list is not enabler-specific and can be re-used wherever a principal has a need to collectively refer to a group of other end users or resources. For example, the reference to a list of “Friends” can be an entry in a PoC Group member list (see [PoC_XDM] for details), or be included in a Presence List (see [RLS_XDM] for details). 

This specification provides the data schema and application usage of a URI List and Group Usage List. It reuses the document structure “resource-lists” described in IETF [XCAP_List].
It also defines the Access Control Documents governing the access rights for the URI List and Group Usage List documents
Change 3:  Chapter 5.1.11 
5.1.11   Authorization policies

.
The authorization policies for manipulating a URI list document SHALL conform to those described in section 5.3.
The XDMS SHALL check the rules defined in the Access Control Document defined by the application usage “org.openmobilealliance.resource-lists-acd” before allowing any operation towards a URI list document or an URI list directory.
Change 4:  Chapter 5.2.11

5.2.11    Authorization policies

 The authorization policies for manipulating a Group Usage List document SHALL conform to those described in section 5.4
The XDMS SHALL check the rules defined in the Access Control Document defined by the application usage “org.openmobilealliance.group-usage-list-acd” before allowing any operation towards a Group Usage List document or a Group Usage List directory. 
Change 5:  Chapter 5.3 (new Chapter)

Note for the Editor: Please use proper header numbering.

5.3 URI List Access Control Document

5.3.1 Structure

See [XDM_Spec] section 6.7.4.1

5.3.1 Application Unique ID

This AUID value for this application usage SHALL be “org.openmobilealliance.resource-lists-acd”

5.3.1 Default Namespace

See [XDM_Spec] section 6.7.4.3

5.3.1 XML schema

See [XDM_Spec] section 6.7.4.4

5.3.1 MIME Type

See [XDM_Spec] section 6.7.4.5

5.3.1 Vaildation contraints

See [XDM_Spec] section 6.7.4.6
5.3.1 Data semantics

See [XDM_Spec] section section 6.7.4.7

The <is-member> element SHALL be used as follows:

The XDMS SHALL match a received identity against a list of  “uri” attributes obtained from <entry> elements. 
The XDMS SHALL obtain the list by collecting all “uri “ attributes of the child <entry> elements of a <list> element and by  collecting all “uri” attributes after resolving all child elements containing references. The collection SHALL be done using all child <list> elements to the <resource-list> element in the case a Principal wants to perform an operation towards the whole document. 
The collection SHALL be done using the <list> element itself in the case a Principal wants to perform an operation towards a <list> element, a <list> element’s attributes or a <list> element’s child elements.
5.3.1 Naming conventions

See [XDM_Spec] section 6.7.4.8

5.3.1 Global documents

See [XDM_Spec] section 6.7.4.9

5.3.1 Resource interdependencies

This application usage specifies the access control document that SHALL be used to grant access to document in a “resource-lists” application usage directory.
See also [XDM_Spec] section 6.7.4.10

5.3.1 Authorization policies.
See [XDM_Spec] section 6.7.4.11
Change 6:  Chapter 5.4 (New Chapter)
Note for the Editor: Please use proper header numbering.
5.4 Group Usage List Access Control Document

5.4.1 Structure

See [XDM_Spec] section 6.7.4.1

5.4.1 Application Unique ID

This AUID value for this application usage SHALL be “org.openmobilealliance.group-usage-list-acd”

5.4.1 Default Namespace

See [XDM_Spec] section 6.7.4.3

5.4.1 XML schema

See [XDM_Spec] section 6.7.4.4

5.4.1 MIME Type

See [XDM_Spec] section 6.7.4.5

5.4.1 Vaildation contraints

See [XDM_Spec] section 6.7.4.6
5.4.1 Data semantics

See [XDM_Spec] section section 6.7.4.7
5.4.1 Naming conventions

See [XDM_Spec] section 6.7.4.8

5.4.1 Global documents

See [XDM_Spec] section 6.7.4.9

5.4.1 Resource interdependencies

This application usage specifies the access control document that SHALL be used to grant access to document in an “org.openmobilealliance.group-usage-list” application usage directory.
See also [XDM_Spec] section 6.7.4.10
5.4.1 Authorization policies.
See [XDM_Spec] section 6.7.4.11
Change 7:  



Change 8:  Chapter B.1.3  (new Chapter)

B.1.3   URI List Access Control Documents

Below is given an example of an Access Control Document created by the XDMS, when it creates a URI list application usage directory for the Primary Principal “sip:bob@example.com”. 
This Access Control Document grants “sip:bob@example.com” full access to both his Access Control Document and his URI List application usage directory.

<?xml version="1.0" encoding="UTF-8"?>

<ac-rules xmlns="urn:oma:xml:xdm:acd"

          xmlns:cp="urn:ietf:params:ns:common-policy">
   <access-control-document-rule>

     <cp:ruleset>

       <cp:rule cp:id="a1">

         <cp:conditions>

           <cp:identity>

             <cp:one cp:id="sip:bob@example.com"/>

           </cp:identity>

         </cp:conditions>

         <cp:actions>

          <allow-any-operation>true</allow-any-operation>

         </cp:actions>

       </cp:rule>

     </cp:ruleset>

   </access-control-document-rule>

   <directory-rule>

     <cp:ruleset>

       <cp:rule cp:id="b1">

         <cp:conditions>

           <cp:identity>

             <cp:one cp:id="sip:bob@example.com"/>

           </cp:identity>

         </cp:conditions>

         <cp:actions>

          <allow-any-operation>true</allow-any-operation>

         </cp:actions>

       </cp:rule>

     </cp:ruleset>

   </directory-rule>

</ac-rules>
The example below is an example of an Access Control Document that grants principal sip:bob@example.com full access to both the Access Control Document and the corresponding URI List application usage directory. The Access Control Document also grants all members of the URI list with the name “oma_buddylist” read access to the XML node including this list in the “index” document.

<?xml version="1.0" encoding="UTF-8"?>

<ac-rules xmlns="urn:oma:xml:xdm:acd"

          xmlns:cp="urn:ietf:params:ns:common-policy">
   <access-control-document-rule>

     <cp:ruleset>

       <cp:rule cp:id="a1">

         <cp:conditions>

           <cp:identity>

             <cp:one cp:id="sip:bob@example.com"/>

           </cp:identity>

         </cp:conditions>

         <cp:actions>

          <allow-any-operation>true</allow-any-operation>

         </cp:actions>

       </cp:rule>

     </cp:ruleset>

   </access-control-document-rule>

   <directory-rule>

     <cp:ruleset>

       <cp:rule cp:id="b1">

         <cp:conditions>

           <cp:identity>

             <cp:one cp:id="sip:bob@example.com"/>

           </cp:identity>

         </cp:conditions>

         <cp:actions>

          <allow-any-operation>true</allow-any-operation>

         </cp:actions>

       </cp:rule>

     </cp:ruleset>

   </directory-rule>

   <document-rule name="index">

     <cp:ruleset>

       <cp:rule cp:id="c1">

         <cp:conditions>

           <is-member/>

           <node-selectors>

              <node-selector id="resource-lists/list%5bname=%22oma-buddylist%22%5d">

              </node-selector>

           </node-selectors>

         </cp:conditions>

         <cp:actions>

          <allow-read>true</allow-read>

         </cp:actions>

       </cp:rule>

     </cp:ruleset>

    </document-rule>

</ac-rules>
7 References

N/A
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