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1 Reason for Change

This CR addresses the following consistency review comments regarding the <anonymous-request> condition:
	ID
	Open Date
	Type
	Section
	Description
	Status

	C313
	2007.01.24
	T
	6.6.2.1 / anonymous request
	Source: Nokia

Form: 

Comment: unclear if both rules match (<anonymous-request> and <identity>) in case of authenticated anonymous request. 

Proposed Change: Add some for authenticated anonymous case
	Status: OPEN


	C339
	2007.01.24
	T
	6.6.2.3
	Source: Ericsson'

Form: INP

Comment: It is not clear from this TS how a rule matching anonymous request shall be taken into account when there are other matching rules with for example <identity>. (The identity of the originator of the request may be known to the AS although the originator requests anonymity.)

Proposed Change: Add a rule for <anonymous-request>
	Status: OPEN


	C340
	2007.01.23
	T
	6.6.2.3, step 1
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Add <anonymous-request>; i.e., “against an <external-list>, an <anonymous-request>, or an <other-identity> element.”
Proposed Change: 
	Status: OPEN



NOTE TO EDITOR: Section 6.6.2.3, which is referred to in the new note in Change 1, is renumbered by CR 0050.  So please replace with the correct section number of “Combining Permissions”.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the changes shown below for the latest version of the XDM Specification.
6 Detailed Change Proposal

Change 1:  Section 6.6.2.1 "Structure”
Every rule in an authorization policy document SHALL support the following extensions to [COMMONPOL]: 

· the <external-list> condition element (as defined in section 6.6.2.2);

· the <anonymous-request> condition element (as defined in section 6.6.2.2);

· the <other-identity> condition element (as defined in section 6.6.2.2).

Every rule in an authorization policy document MAY support the following extensions to [COMMONPOL]: 

· the <media> condition element (as defined in section 6.6.2.2).

If present in any rule, the <external-list> element allows for matching those identities that are part of a URI List (as defined in section 6.6.2.2).

If present in any rule, the <anonymous-request> element matches those incoming requests that have been identified as anonymous.
NOTE:
In certain cases, the <identity> condition can also match anonymous requests.  For example, the <many/> child element of the <identity> condition matches any authenticated identity, either anonymous or not.  However, any rules matching the <anonymous-request> condition would have precedence as described in section 6.6.2.3 “Combining Permissions”.
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, an AS SHALL use the procedures as defined in chapter 5.7.1.4 in [3GPP TS 24.229]  / [3GPP2 X.S0013-004-A] how to identify the source of the request anonymous.


If present in any rule, the <other-identity> element, which is empty, matches all identities that are not referenced in any rule. It allows for specifying a default policy.

"If present in any rule, the <media> element allows for matching incoming requests associated with particular media types.

The “anc” attribute defined in section 6.6.2.2 SHALL be percent-encoded as defined by [XCAP] section 6 before it is inserted into an XCAP document.
Note: How the application server determines the media type of the incoming request (i.e. in order to evaluate if a match exists for a rule containing the <media> condition) must be specified by the individual enabler."

The <media> element can include following sub-elements:

· <message-session> indicating session based messaging as defined in [MSRP];

· <pager-mode-message> indicating pager mode message requests as defined in [RFC3428];

· <group-advertisement> indicating extended group advertisement as defined in [Shared_XDM]; 

· <file-transfer> indicating file transfer as defined in [IM TS];

· <audio> element indicates a streaming media type as defined in [RFC3840];

· <video> element indicates a streaming media type as defined in [RFC3840].

The <audio> and <video> elements may include one of the following elements describing audio or video type: <full-duplex> or <half-duplex>.

The <conditions> element of a rule SHALL contain no more than one of <identity>, <external-list>, <anonymous-request> or <other-identity>, but it MAY contain other elements (i.e. <media> element).

Change 2:  Section 6.6.2.3 “Combining Permissions”
When evaluating any authorization policy document based on [COMMONPOL] together with the extensions described in section 6.6.2.1 against a URI value, the algorithm for obtaining the different rules that are applicable SHALL be as follows:

1. Those rules matching the URI value against the <anonymous-request> element SHALL take precedence over those rules based on matching it against an <identity> element. That is, if there are applicable rules based on <anonymous-request> matches, only those will be used for the evaluation of the combined permission.
2. Those rules matching the URI value against the <identity> element SHALL take precedence over those rules based on matching it against an <external-list> or an <other-identity> element. That is, if there are applicable rules based on <identity> matches, only those will be used for the evaluation of the combined permission.

3. Those rules containing an <other-identity> element SHALL be used for the evaluation of the combined permission only if there are no other matching rules.
Note: The above algorithm for obtaining all the applicable rules differs from that described in [COMMONPOL].

After the applicable rules have been derived based on the above algorithm, the evaluation of the combined permission SHALL be based on [COMMONPOL] Section 10.2. 
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