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1 Reason for Change

This contribution provides XDM 1.1 mirrors of following XDM 2 contributions:

- OMA-PAG-2006-0851R01

- OMA-PAG-2007-0054R01
- OMA-PAG-2007-0059

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
Approve proposed modifications to the Specification.

6 Detailed Change Proposal

6. XDM URI Construction

An HTTP URI represents each element and attribute of an XML document in a XDM respository. The rules for constructing such URIs SHALL follow the rules described in [XCAP] Section 6 with the clarifications given in this sub-clause.

Therefore, for example, a generic XCAP URI would be of the form [XCAP Root URI]/[AUID]/users/[XUI]/… (See Appendix B for examples.)
The XCAP Root URI SHALL be the URI of the Aggregation Proxy in the XDMC’s home domain; The XDMC that resides in an UE SHALL use the XCAP Root URI as provided by XDMC provisioning in Appendix C. The XDMC that resides in an application server SHALL use the XCAP Root URI as preconfigured. 


The path segment corresponding to the XUI SHALL either be a Public SIP URI of form sip: user@domain or TEL URI, e.g., tel:+1720-555-1212, identifying the document owner. If the XDMC resides within an AS (within a trusted environment) it SHALL have the possibility to address the XDMS directly without going through the Aggregation Proxy.

If a user has multiple Public URIs available, each single Public URI constitutes an independent and unrelated XUI. For example, if a user has two Public SIP URIs of sip:user_public1@example.com and sip:user_public2@example.com, the XUIs of sip:user_public1@example.com and sip:user_public2@example.com represent two different XUIs. Any relationship between Public URIs of a user, allowing e.g. interchangeable XUI usage, is out of the scope of this specification.
If a user has both a Public TEL URI and its associated SIP URI then the XDMC SHALL use the SIP URI in preference to the TEL URI as an XUI Here the term 'associated' means that the TEL URI can be translated to the SIP URI and vice versa, for interchangeable usage in the SIP / IP Core system. Both the translation and the interchangeable usage are out of the scope of this specification.

If the Node Selector Separator is used in the URI, then:

· The Node Selector Separator SHALL convey the meaning as defined in [XCAP].

· The Node Selector Separator SHALL appear only once, as a URI separator (i.e. in the form of “/~~/”). 
· The Node Selector Separator SHOULD NOT be percent-encoded according to the procedures defined in [RFC 3986].

Note: Using double tilde or the percent-encoded format as part of a name is still allowed. For example, “/first~~last/”, “/first~~/” and “/~~last/” are valid expressions.

6.4.1 Authentication

The XDM-3 reference point between the XDMC and the Aggregation Proxy (see [XDMAD]) SHALL provide mutual authentication.

For a 3GPP/3GPP2 realisation, the XDM-3 corresponds to the Ut reference point. In this case the authentication between the XDM Client and the Aggregation Proxy SHALL be performed according to [3GPP TS 33.141] / [3GPP2 X.S0027-002-0].

If the Generic Authentication Architecture (GAA) as defined in [3GPP TS 33.222] is not used, the XDM Client and the Aggregation Proxy SHALL support and use the HTTP Digest mechanism for client authentication.

The HTTP Digest authentication by this specification SHALL conform to [RFC2617] with the following clarifications:

1. The HTTP “401 Unauthorized” error response SHALL be used;

2. the “rspauth” parameter MAY be used to provide mutual authentication;

3. the “username” parameter SHALL have the value of  the XUI (i.e. the SIP or TEL URI) identifying the user (the public user identity);

NOTE: The “username” is a part of the Device Provisioning parameters (see Appendix C).The XDM client shall use the “username” received without any modification.

The XDM Client and the Aggregation Proxy SHALL support HTTP over Transport Layer Security (TLS) as specified in [RFC2818] for server authentication over the XDM-3 reference point.
The XDMC authentication provided by the Aggregation Proxy SHALL be shared on the following reference points (see [XDMAD]):

1. The XDM-4 reference point between the Aggregation Proxy and the Shared XDMS;

2. the Enabler Specific reference point between the Aggregation Proxy and the Enabler Specific XDMS;

3. the Enabler Specific reference point between the Enabler Specific Server and the Enabler Specific XDMS;

4. the Enabler Specific reference point between the Enabler Specific Server and the Shared XDMS;

Further details of the security mechanisms for the above listed reference points are out of scope of this specification.
For a 3GPP/3GPP2 realization, the above listed reference points SHALL use the security mechanisms as defined in the corresponding 3GPP/3GPP2 specifications.
6.7.2 XML Documents Directory

The XML Documents Directory application usage allows an XDM Client (corresponding to a given XUI) to fetch: 

5. the list of all XCAP managed documents corresponding to that XUI across all XDMSes, or 

6. the list of all documents for a given AUID corresponding to that XUI stored in an XDMS.

An XDMS SHALL support an application usage named “org.openmobilealliance.xcap-directory” and SHALL maintain one document in the “users” tree per XUI named “directory.xml”.

The structure of the “directory.xml” document SHALL be as follows: it is a well-formed and valid XML document encoded in UTF-8 that begins with the root element <xcap-directory>. It SHALL consist of a number of <folder> elements. 

Each <folder> element SHALL have an attribute “auid”, whose value corresponds to an AUID that the XCAP server supports and for which there are documents in the “users” tree corresponding to.a given XUI. 

Every <folder> element SHALL consist of a number of <entry> elements or an <error-code> element. Each <entry> element SHALL contain a number of attributes, which are:

1. uri: this attribute SHALL be the Document URI for a document corresponding to  the “auid” attribute value in the parent <folder> element and for the given XUI.

2. etag: this attribute SHALL contain the server computed etag value of the current instance of the XML document identified by the “uri” attribute value. (This allows the XCAP client to determine whether the locally cached copy of a document is up-to-date.

3. last-modified: this attribute is OPTIONAL. When present, it SHALL contain the date and time the document identified as above was last modified. (This allows the XCAP client to determine if whether a document has changed recently or not.)

4. size: this attribute is OPTIONAL. When present, it SHALL contain the size, in octets, of the document as identified above. (This can help an XCAP client determine if it wants to upload the entire document or a fragment, as appropriate based on any resource limitation such as bandwidth.) 

The <error-code> element SHALL contain the error message returned by an XDMS.

For a XCAP GET request targeted at the “directory.xml document” belonging to a user, for example, URI http://[XCAP Root URI]/ org.openmobilealliance.xcap-directory /users/sip:joe@example.com/directory.xml, all XDMSes SHOULD return to the Aggregation Proxy a list of all XML documents associated with all supported AUIDs for the user identified by sip:joe@example.com.
The Aggregation Proxy SHALL aggregate responses from all XDMSs before sending the composite “directory.xml document” back to the XDM Client. The content type of the returned “directory.xml document” SHALL be “application/vnd.oma.xcap-directory+xml” as defined in section 6.7.2.2. When an XDMS response is received with an error message, the Aggregation Proxy SHALL insert a <folder> element for the corresponding AUID and an <error-code> element with the error message included. When the Aggregation Proxy receives an HTTP 200 OK response with no XML content or no <folder> elements, it SHALL NOT include a <folder> element in the composite “directory.xml document”.

For a XCAP GET request targeted at a specific AUID as specified by the node selector, for a user, for example URI http://[XCAP Root URI]/org.openmobilealliance.xcap-directory/users/sip:joe@example.com/directory.xml/~~/xcap-directory/folder[@auid=”org.openmobilealliance.poc-groups”], the XDMS serving the AUID SHOULD return to the Aggregation Proxy a <folder> element containing a list of all XML documents associated with the AUID for the user. The list in this example would be a list of all documents for PoC Group belonging to sip:joe@example.com. The content type SHALL be “application/xcap-el+xml”.
The Aggregation Proxy SHALL forward the response from the serving XDMS and send it back to the XDM Client.
 The character escaping SHALL be applied in HTTP URI representation according to [XCAP] Section 6.3.
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