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1 Reason for Change

This CR adds support for Req ACP-025 to the XDM Core TS.
The requirement states that a Principal shall be able to read what access permissions that he/she has been granted to another Principal’s XDM Resources. This CR adds a new action to the Access Permissions Document that controls the retrieval of another Principal’s Access Permissions Document filtered to contain only rules related to the requesting Principal. By adding this action it is possible to control what a requesting Principal can retrieve in another Principal’s Access Permissions document.
R01: Updated after feedback from the WG and off line comments from Dejan. 
2 Impact on Backward Compatibility

The change has no impact on Backward Compatibility.
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree to the proposed changes to the XDM 2.1 core TS and update the document as described below.
6 Detailed Change Proposal

Change 1:  Modify section 5.6 “Access Permissions Document
5.6 Access Permissions Document

Access Permissions Document defined in any Application Usage SHALL comply with the specification defined in this section.

Editor’s note:  <transformations>, <conditions> and <actions> child element to be coordinated with new XDM 2.1 operations.

5.3.1 Structure

The structure of an Access Permissions Document SHALL be as follows:

The document SHALL include one root element <ap-rules>.

The <ap-rules> element

a) SHALL include one <access-permissions-document-rule> element as described in section 0.5.35.3.1;

b) SHALL include one <directory-rule> element as described in section 0.5.35.3.1; and

c) MAY include one or more <document-rule> elements as described in section 0.5.35.3.1.

The <access-permissions-document-rule> element SHALL include one <rule-set> element conforming to [RFC4745].

The <rule-set> element SHALL consist of one or more <rule> elements conforming to [RFC4745].

The <rule> element SHALL contain one <conditions> and one <action> element but NOT a <transformations> element. 

The <conditions> element SHALL include one <identity> element as described in [RFC4745].

The <identity> element SHALL  include one or more <one> elements or a <many> element as described in [RFC4745]. Other child elements of the <identity> element SHALL NOT be allowed.

The <actions> element:

a) SHALL include one <allow-any-operation> element as described in section 0.5.35.3.1;
b) SHALL include one <allow-retrieve> element as described in section 0.5.35.3.1; or
c) SHALL include one <allow-retrieve-own-data> element as described in section 5.6.7
The <directory-rule> element SHALL include a <rule-set> element conforming to [RFC4745].

A <rule-set> element SHALL consist of one or more <rule> elements conforming to [RFC4745].

The <rule> element SHALL contain one <conditions> and one <action> element but NOT a <transformations> element.

The <conditions> element in the <rule> element:

a) SHALL include one <identity> element as described in [RFC4745]. The <identity> element SHALL include one or more <one> elements as described in [RFC4745]. Other child elements of the <identity> SHALL NOT be allowed; or

b) SHALL include one <external-list> element as defined in section Error! Reference source not found.
The <actions> element in the <rule> element SHALL include one <allow-any-operation> element as described in section 0.5.35.3.1 or SHALL include one or more of the following elements:

a) the <allow-retrieve> element as described in this section 0.5.35.3.1;

b) the <allow-modify> element as described in section 0.5.35.3.1;

c) the <allow-create> element as described in section 0.5.35.3.1; and

d) the <allow-delete> element as described in section 0.5.35.3.1.

The <document-rule> element SHALL include an attribute named “path” specifying the User Directory Document Selector of the document for which the rule applies to and it SHALL include a <rule-set> element conforming to [RFC4745].

The <rule-set> element SHALL contain one or more <rule> elements conforming to [RFC4745].

The <conditions> child element of the <rule> element SHALL include one of the following child elements:

a) the <identity> element as described in [RFC4745] and in section 5.2.2.2. 

b) the <external-list> element as defined in section Error! Reference source not found.;

c) the <other-identity> element as defined in section Error! Reference source not found.; and

d) the <is-member> element as defined in section 0.5.35.3.1.

The <conditions> element MAY also include one <node-selectors> element as defined in section 6.7.4.7.

The <node-selectors> element SHALL have one or more <node-selector> elements as defined section 6.7.4.7.

The <actions> child element of the <rule> element SHALL include one <allow-any-operation> element as described in section ‎0.5.35.3.1 or SHALL include one or more of the following elements;

a) the <allow-any-operation-own-data> element as described in section 0.5.35.3.1;

b) the <allow-retrieve> element as described in section 0.5.35.3.1;

c) the <allow-modify> element as described in section 0.5.35.3.1;

d) the <allow-create> element as described in section 0.5.35.3.1;

e) the <allow-delete> element as described in section 0.5.35.3.1;

f) the <allow-forwarding> element as described in section 0.5.35.3.1; and

g) the <allow-restore> element as described in section 0.5.35.3.1.

The <transformations> element MAY be included. If included it SHALL include one of the following elements

a) <provide -all> element; and

b) elements from a namespace defined by a particular Application Usage.

5.3.1 Application Unique ID

An Application Usage MAY require the use of an Access Permission Document in order to control access to XDM Resources. The Access Permissions Document SHALL share the Application Unique ID with the XDM documents it controls access to. 

5.3.1  Default Namespace

The default namespace SHALL be “urn:ietf:xml:params:ns:common-policy”.

5.3.1 XML Schema

The Access Control Document SHALL conform to the XML schema defined in [XSD_XDM2_AP] and the XML schemas described in section 5.2.2.3.

5.3.1 MIME Type

The MIME Type for the document is “application/vnd.oma.xdm-apd+xml”.

5.3.1 Validation Constraints

The Access Permission Document SHALL conform to the XML schema described in section 5.6.4 “XML Schema” with the following clarifications given in this section.

The <document-rule> element attribute “path” SHALL contain the path to an existing document in the directory. Only one <document-rule> element per document in the directory SHALL be allowed.

A <rule> element SHALL not contain an <actions> element with child elements having the Boolean value “false”.

A <conditions> element SHALL not contain more than one <node-selector> child element. 

An <access-permissions-document-rule> element SHALL always contain at least one <rule> element that grants at least one Principal access to all operations.

A <directory-rule> element SHALL always contain at least one <rule> element that grants at least one Principal access to all operations.

5.3.1 Data Semantics

The <access-permissions-document-rule> element SHALL contain the Access Permissions to grant access to the Access Permissions Document itself. An <access-permissions-document-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

The <directory-rule> element SHALL contain the access permissions rules to grant access to the Application Usage User Directory. This element SHALL enumerate Principals allowed to create and delete documents in the User Directory and allowed to perform management operations on existing documents. The element SHALL NOT define permissions for the Access Permissions Document.
This element SHALL be checked on every access to the User Directory. 
A <directory-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

The <document-rule> element SHALL contain the Access Permissions for a particular document in the Application Usage’s User Directory. This element SHALL be checked when the <directory-rule> element does not grant a Principal access to the particular document for a particular management operation. The “path” attribute SHALL include the User Directory Document Selector of the document. 
The <document-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

Each Application Usage SHALL define how the <external-list> element is used and what XDM Document Parts this element is allowed to reference.. 
One example of such definition can be found in [XDM_Group] section “Group”. 


The <node-selectors> element SHALL be a child element to the <conditions> element. The element SHALL be used to grant access to particular XML nodes in a document in the directory. A rule that contains a <node-selectors> element SHALL grant access to one or more XML nodes including their child XML nodes.  Each <node-selector> child element SHALL give access to one XML node and the “id” attribute of the <node-selector> element SHALL contain the actual Node Selector. 

The <allow-any-operation> element SHALL be a child element to the <actions> element. This element SHALL grant access to any operation when the <conditions> element of a <rule> element is validated to true.

The <allow-retrieve> element SHALL be a child element to the <actions> element. This element SHALL grant access to the “retrieve” and “subscribe” operations when the <conditions> element of a <rule> element is validated to true.

The <allow-create> element SHALL be a child element to the <actions> element. This element SHALL grant access to the “create a document” operation and all “document share by reference” operations when the <conditions> element of a <rule> element is validated to true.

The <allow-modify> element SHALL be a child element to the <actions> element. This element SHALL grant access to modify a document or an XML node inside a document in the directory when the <conditions> element of a <rule> element is validated to true. The element SHALL also granted access to the “retrieve” and “subscribe” operations 

The <allow-delete> element SHALL be a child element to the <actions> element. This element SHALL grant access to delete a document or an XML node inside a document in the directory when the <conditions> element of a <rule> element is validated to true.

The <allow-forwarding> element SHALL be a child element of the <actions> element. This element SHALL grant access to the “forwarding of a document” operation for a document or an XML node inside a document in the directory when the <conditions> element of a <rule> element is validated to true. The element SHALL also grant access to the “retrieve” and “subscribe” operations.

The <allow-restore> element SHALL be a child element of the <actions> element. This element SHALL grant access to the “restore” operation of a document when the <conditions> element of a <rule> element is validated to true.

The <allow-any-operation-own-data> element SHALL be a child element of the <actions> element. This element SHALL grant access to XML nodes containing information related to the requesting Principal when the <conditions> element of a <rule> element is validated to true. Which such XML nodes are and how to determine which element or attribute that contain the requesting Principal’s identity is defined per Application Usage. This element is used to allow authorized Principals to administer data related to themselves in other Principals’ documents. This element for example can be used together with the <conditions> child elements <identity> <many> and <except> to control that all Principals apart from the ones in the <except> element are allowed to modify data related to themselves.
The <allow-retrieve-own-data> element SHALL be a child element of the <actions> element. This element SHALL grant retrieve access to XDM Documents that only contain information related to the requesting Principal when the <conditions> element of a <rule> element is validated to true. Application Usage SHALL define rules to determine what constitutes information related to the requesting Principal and what elements and attributes contain that information. This element is used to allow authorized Principals to retrieve data related to themselves in other Principals’ documents. This element, for example, can be used together with the <conditions> child elements <identity> <many> and <except> to control that all Principals apart from the ones in the <except> element are allowed to retrieve data related to themselves.
When this element is used in a <rule> element inside an <access-permissions-document-rule> element, the requesting Principal, as result of a retrieve request, SHALL obtain an Access Permission Document that contains only the rules that specify the requesting Principal’s Access Permissions to the Application Usage’s XDM Resources. Information related to other Principals SHALL NOT be included.
 Editor’s note: How to handle Access Permissions to the history information is FFS.
5.3.1 Naming conventions

There is only one Access Permissions Document per Application Usage and XUI in each XDMS. The Access Permissions Document SHALL be addressed using the User Directory Document Selector “/oma_ap/access-permissions”, i.e. the Document Selector to the document SHALL be “[auid]/users/[xui]/oma_ap/access-permissions” and the document name SHALL be “access-permissions”.

5.3.1 Global Documents

No global documents are defined.

5.3.1 Resource interdependencies

The XDMS SHALL create the document as soon as a User Directory for the corresponding Application Usage is created for a Primary Principal.

The XDMS SHALL delete the document only when the User Directory for the corresponding Application Usage is deleted.

The XDMS SHALL, when an document and its History Information in the User Directory is deleted, check if there is a <document-rule> element for this document and delete such element.

The XDMS SHALL, when an XML node in an document in the User Directory is deleted, check if there are any <node-selector> elements in the Access Permission Document that gives access to the deleted node only and delete such elements.

The XDMS SHALL maintain a History document for the Access Permission document. Access Permissions to the History document SHALL be controlled by the <access-permissions-document> rule element in the Access Permissions document.

Editor’s note: The text about History Information needs to be coordinated with the history function.

5.3.1 Authorization Policies

The XDMS SHALL check the <access-permissions-document-rule> element in the Access Permissions Document before allowing any XDM operation towards an Access Permissions Document. 
If the operation is not allowed the XDMS SHALL reject the operation with an HTTP “403 Forbidden” response if it is an XCAP operation or with a SIP “403 Forbidden” response if it is a SIP operation.

Change 2:  Modify section 6.2.4.4 “Updating the Access Permissions List Document” as below
6.2.4.4 Updating the Access Permissions List Document
When updating or deleting the Access Permissions Document as described in sections 6.2.4.2 and 6.2.4.3 the XDMS SHALL update the Access Permissions List Documents [XDM_List] associated with Principals whose Access Permissions were changed. The XDMS SHALL act on behalf of the Primary Principal of the Access Permissions Document as an XDM Agent as described in section 6.1 and use appropriate update or delete XDM operations to update the Access Permissions List Documents with <entry> elements referencing the Access Permissions Documents that correspond to the Application Usage and the Principals for which Access Permissions have been changed. The XDMS SHALL update an Access Permission List Document with a new or modified <entry> element only if the associated Principal has Access Permission to retrieve the referenced Access Permissions Document. The XDMS SHALL set the value of the “etag” attribute to an e-Tag value generated using an Access Permissions Document containing the same content as if retrieved by the Principal.  If a Principal’s Access Permissions to retrieve an Access Permissions Document is removed, the XDMS SHALL update the Principal’s Access Permissions List Document by removing any<entry> element containing a “reference” attribute with a reference to the Access Permissions Document.
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