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1 Reason for Change

Justification

R01: Updated after comments in Stockholm Interim meeting:
         - 5.5.2, 5.5.3, 5.5.54: Indication when the security is applied is added to text.
         - 5.5.3, 5.5.4: First paragraph removed.
A description of the security considerations for CBUS is missing in the CBUS V1.0 AD. This is a proposal for adding the description of security considerations for the CBUS V1.0 architecture.
Summary of Change

A description of security considerations is added to CBUS V1.0 AD.  

Scope of Change

Subclauses 5.5 is affected.

Consequence if not accepted

The description of security considerations is missing in the CBUS V1.0 AD.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To include the proposed changes as described in chapter 6.
6 Detailed Change Proposal

Change 1:  5.5 – adding description of security considerations
5.5 Security Considerations









Editor’s Note:  The considerations for authorization, data integrity, confidentiality and non-repudiation not covered below is FFS.
This section describes the mechanisms required for the secure operation of the CBUS service.
Security mechanisms provide protection to the CBUS service environment. As the CBUS Enabler retrieves information from other sources the following aspects of security are considered: SIP signalling security, XDM security, Presence security, and LOCSIP security.
5.5.1 SIP Signaling Security

Mutual authentication can be performed, prior to any service interaction, between:

· a CBUS Client and a CBUS Server.
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the CBUS service relies on the security mechanisms provided by the SIP/IP Core, for securing the service environments e.g. authentication of the service usage.
5.5.2 XDM Security

The XDM security applies when CBUS Server acts as an XDM Client to retrieve information stored in Shared XDMSs.

The XDM security is specified in [XDM_AD].
Presence Security

The Presence security applies when CBUS Server acts as a Watcher to subscribe to Presence information.

The Presence security is specified in [PRS_AD].
LOCSIP Security

The LOCSIP security applies when CBUS Server acts as a Location Client to subscribe to location information.
The LOCSIP security is specified in [LOCSIP_AD].
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