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1 Reason for Change

This CR is proposed to add a set of requirements related to security and privacy for the PAL 1.0 RD.
R01:

Based on the comments received during Stockholm meeting, some wordings are rephrased.
2 Impact on Backward Compatibility

N/A.
3 Impact on Other Specifications

N/A.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA PAG WG is kindly requested to review and agree to the following changes as detailed in the section 6.
6 Detailed Change Proposal

Change 1:  6.2.1 Security
6.2.1 Security




This section specifies PAL Enabler requirements for security procedures. The PAL Enabler handles personal data and has to ensure that such data are exchanged amongst appropriate entities using data integrity and confidentiality mechanisms.
	Label
	Description
	Release
	Functional module

	FOO-SEC-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.2.1.1 Authentication



This subclause specifies PAL Enabler requirements for authentication.
	Label
	Description
	Release
	Functional module

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	PAL-AUC-001
	The PAL Enabler SHALL support a mechanism for mutual authentication between a PAL Client and a PAL Server.
	PAL 1.0
	General

	
	
	
	


Table 3: High-Level Functional Requirements – Authentication Items
6.2.1.2 Authorization



This subclause specifies PAL Enabler requirements for authorization.
	Label
	Description
	Release
	Functional module

	
	
	
	

	PAL-AUT-001
	The PAL Enabler SHALL authorize the use of the PAL Service.
	PAL 1.0
	General

	
	
	
	


Table 4: High-Level Functional Requirements – Authorization Items

6.2.1.3 Data Integrity



This subclause specifies PAL Enabler requirements for data integrity.
	Label
	Description
	Release
	Functional module

	
	
	
	

	PAL-DINT-001
	The PAL Enabler SHALL ensure data integrity protection between a PAL Client and a PAL Server.
	PAL 1.0
	General

	
	
	
	


Table 5: High-Level Functional Requirements – Data Integrity Items

6.2.1.4 Confidentiality



This subclause specifies PAL Enabler requirements for confidentiality.
	Label
	Description
	Release
	Functional module

	
	
	
	

	
	
	
	

	PAL-CONF-001
	Mechanisms SHALL be provided to support confidentiality of message exchanges between a PAL Client and a PAL Server.
	PAL 1.0
	General

	
	
	
	


Table 6: High-Level Functional Requirements – Confidentiality Items
Change 2:  6.2.6 Privacy

6.2.6 Privacy


This subclause specifies PAL Enabler requirements for privacy. The Enabler handles personal data and has to ensure that protection of such data is not violated by the Enabler. The Enabler achieves this by complying with the common requirements for privacy specified by OMA.
	Label
	Description
	Release
	Functional module

	PAL-PRV-001
	The PAL Enabler SHALL fulfil the requirements in [Privacy_Req].

	PAL 1.0
	General

	PAL-PRV-002
	The PAL Enabler SHALL use for the evaluation only the information that the requestor is authorized to obtain.
	PAL 1.0
	General

	
	
	
	


Table 11: High-Level Functional Requirements – Privacy Items

Change 3:  2.1 Normative References
2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[PRS_RD]
	“Presence SIMPLE Requirements”, Version 2.0, Open Mobile Alliance(, OMA-RD-Presence_SIMPLE-V2_0, URL: http://www.openmobilealliance.org/

	[PDE_DDS]
	“Presence SIMPLE Data Specification”, Version 2.0, Open Mobile Alliance(, OMA-DDS-Presence_Data_Ext-V2_0, URL: http://www.openmobilealliance.org/

	[PRS_TS]
	“Presence SIMPLE Specification”, Version 2.0, Open Mobile Alliance(, OMA-TS-Presence_SIMPLE-V2_0, URL: http://www.openmobilealliance.org/

	[PRS_IG]
	“Implementation Guidelines for OMA SIMPLE Presence v1.1”, Open Mobile Alliance(, OMA-WP-PRS_1_1_Implementation_Guidelines, URL: http://www.openmobilealliance.org/

	[LOCSIP_RD]
	“Location in SIP/IP core Requirements”, Open Mobile Alliance™, OMA-RD-LOCSIP-V1_0,
URL:http://www.openmobilealliance.org/

	[Privacy_Req]
	“OMA Privacy Requirements for Mobile Services”, Open Mobile Alliance™,
URL: http://www.openmobilealliance.org 
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