Doc# OMA-PAG-PAL-2009-0077-CR_PAL_V1_0_AD_Resolving_A020_A021[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-PAG-PAL-2009-0077-CR_PAL_V1_0_AD_Resolving_A020_A021
Change Request



Change Request

	Title:
	Resolving ADRR comment A020, A021.
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 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	PAG-PAL

	Doc to Change:
	OMA-AD-PAL-V1_0-20090921-D

	Submission Date:
	21 Oct 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Dejan Petronijevic, Research In Motion, dpetronijevic@rim.com
Brian McColgan, Research In Motion, bmccolgan@rim.com 

	Replaces:
	n/a


1 Reason for Change

This CR provides a proposed solution to close the following PAL V1.0 ADRR comments:
	ID
	Open Date
	Type
	Section
	Description
	Status

	A020
	2009.09.18
	T
	5.4
	Source: dpetronijevic@rim.com

Form: <INP doc, mtg, confcall>

Comment: Resolve any security considerations (if applicable).

Proposed Change: <Recommended action>
	Status: / CLOSED

OMA-PAG-2009-0077-CR_PAL_V1_0_AD_Resolving_A020_A021.

	A021
	2009.11.2
	E
	5.4
	Source: Huawei (Pozefsky)

Form: input document

Comment: delete the section since it is empty

Proposed Change: 
	Status: / CLOSED
No action required given this CR adds text to the PAL V1.0 AD.


2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

PAG-PAL is kindly asked to review and agree with this CR.
6 Detailed Change Proposal

Change 1:  Adding reference to SEC_CF
2.2 Informative References

	[OMADICT]
	"Dictionary for OMA Specifications", Version 2.7, Open Mobile Alliance™, OMA-ORG-Dictionary-V2_7,                                                                                                    URL:http://www.openmobilealliance.org/


	 [PRS_IG]
	“Implementation Guidelines for OMA Presence SIMPLE v1.1”, Open Mobile Alliance™, OMA-WP-PRS_1_1_Implementation_Guidelines,                                                  URL:http://www.openmobilealliance.org/


	[XDM_RD]
	“XML Document Management Requirements”, Version 2.1, Open Mobile Alliance™, OMA-RD-XDM-V2_1,                                                                                                   URL:http://www.openmobilealliance.org/


	[SEC_CF]
	“OMA Application Layer Security Common Functions”, Version 1.0, Open Mobile Alliance™,
OMA-ERP-SEC_CF_V1_0, 
URL:http://www.openmobilealliance.org/


Change 2:  Adding Security Considerations
5.4 Security Considerations

The primary purpose of the PAL Enabler is to provide a mechanism for Presence Aware Services to retrieve or be notified of relevant Presence Information in the form of Presence Aspects. Since Presence Information is typically time sensitive, the punctual delivery of Presence Aspects and Triggers is imperative for mobile presence. An important security consideration in the PAL Enabler, therefore, is the ability to prevent denial-of-service attacks which may slow down or completely disrupt the delivery of Presence Information in the form of Presence Aspects. One way to do this is to ensure that only authorized entities may issue PAL requests.

Another key security consideration is to protect the confidentiality and integrity of Presence Aspects delivered to Presence Aware Services. In a typical usage scenario, Presence Information in the form of Presence Aspects and Triggers is sent from PAL Server to PAL Clients. This information must be transmitted in a way that preserves the integrity of the contents and protects its confidentiality.

Security mechanisms that may be employed to prevent denial-of-service attacks and preserve integrity and confidentiality of Presence Aspects may include:

· Authentication of PAL Clients
· Authentication of the PAL Server

· Authorization of PAL Clients
· Message integrity protection

· Message confidentiality protection
Suitable authentication, message integrity and confidentiality protection mechanisms MAY be found in [SEC_CF].
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