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1. Scope
(Informative)

This document describes a number of use cases and provides requirements for execution policy enforcement and management within OMA. An OMA informative technical report [OMA-TR-EPEM] provides a detailed overview of available technologies and deployment models options to support the execution policy enforcement and management use cases. 

2. References

Editor’s note: To be done

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	


2.2 Informative References

	[OMA-TR-EPEM]
	OMA-TR-Execution_Policy_Enforcement_Management-V1_0-20030927-D

	[RFC 3198]
	Terminology for Policy-Based Management, IETF, URI: http://www.ietf.org/rfc/rfc3198.txt

	[WS-Policy]


	Web Services Policy Framework (WSPolicy), Version 1.1., URI: http://ifr.sap.com/ws-policy/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Delegation
	Capability to design or configure an enabler/system so that it can rely on other systems to performs certain tasks or functions; act of doing so.

	Dynamic Execution Policy
	Execution policy assertion that may dynamically depend on the nature or the time of the request to the resource to which it applies. 

	Execution Policy
	Set of conditions and actions 
that must be satisfied (executed and validated) on any request or exchange to or from a resource. It can be static or dynamic.

	Execution Policy Assertion
	An individual preference, requirement, capability or other property that can be evaluated (e.i., conditions) or executed (e.i., actions.) 
Execution policy assertions encompass definitions of policies as used by IETF [RFC 3198] and WS-Policy [WS-Policy].


	Execution Policy Enforcement
	Mechanism to execute and successfully validate execution policies on any exchange to and from a resource that rely on it.

	Execution Policy Enforcer
	Logical entity responsible to execute and validate at least one of execution policy assertion 
of the execution policy on request to the resource to which the execution policy applies and possibly to the resulting response.

	Execution Policy Engine
	Logical entity responsible to interpret an execution policy assertion 
to produce a decision; also know as execution policy decision point (PDP).

	Execution Policy Execution
	Interpretation and execution of the logic
 expressed in the execution policy on the request to the resource to which it applies. This includes evaluating execution policy assertions to produce decisions, issuing requests to other resources specified by execution policy assertions and evaluating the results of such request.

	Execution Workflow
	The expression of a series of execution policy assertions 
that must be executed. Workflows are particular cases of execution policies where sequences in which execution policy assertions must be executed are expressed.

	Execution Workflow Engine
	Logical entity that is able to interpret an execution workflow and enforce it on a request to the resource to which the execution workflow applies.

	Execution Policy Validation
	Confirmation that all the execution policy assertions have been successfully executed for a request to the resource to which the execution policy applies.

	Principal
	An entity that has an identity. Examples of principals include an individual user, a group of individuals, a corporation, services, applications, system entities and other legal entities.

	Policy
	Rule sets and work flow (!!??)

	Requestor
	Any entity that issues a request to a resource.

	Responder
	Resource that is the target of a request.

	Resource
	Any component, function, enabler, service or application available that can receive and process requests.

	Resource Owner
	???

	Static Execution Policy
	Execution policy assertion established prior to a request to the resource to which it applies.


3.3 Abbreviations

	EPEM
	Execution Policy Enforcement and Management

	PDP
	Policy Decision Point

	PEP

	Policy Enforcement Point


4. Introduction
(Informative)

Execution policy
 enforcement and management (EPEM) enables the owner of a particular resource to impose, manage and enforce conditions to expose a resource to another process 
(e.g. another enabler, service or application located on systems or in domains that may differ from the resource) to allow access to the resource or its usage.  Being able to expose resources in an authorized, manageable, secure, billable, auditable and automatable manner is a key requirement of service providers. To be able to access such resources in a secure and automatable manner is a key requirement expressed by numerous actors in the mobile value chains like enterprise, third party service providers and application developers that need to access resources deployed in other domains (.e. service provider’s network) to add mobile features to their applications or deliver their services to users.

Execution policy enforcement and management also enables delegation of functionalities to other resources (e.g., common functions or enablers):

· This can help reduce the silos and duplications of functionalities and components often met in the mobile industry. 

· This is expected to be an efficient mechanism to exploit common functions by providing a systematic way to express and implement the delegation to such other resources.

This reduction of silos and duplications in particular through delegation of common functions is at the heart of the OMA service environment specified by OMA through its enabler releases. 

Whenever requests can be made to a resource, execution policies can be associated to the resource and enforced by an execution policy enforcement mechanism on the request and on the associated response. 

The present requirement document is expected to be neutral in terms of the technologies and its coverage of different deployment models that can be considered. However, the requirements presented in this document may help in the technology solution and understand the suitability of different deployment models. A detailed review of use cases and illustration on how they can be supported with available technologies and different deployment models can be found in [OMA-TR-EPEM]. This document is also expected to help guide the EPEM specification work.

5. Use Cases
(Informative)

Typical use cases include (non-exhaustive):

· Static execution policies to be satisfied before allowing a request to a particular resource to reach it.

· Dynamic execution policies to be satisfied before allowing a call to a particular resource to reach it. This includes (non-exhaustive):

· Conditions specific to the nature of the request to the resource (e.g. what function call, what arguments, call made by who).

· Conditions that are changed during execution of a request by the owner of the resource 
(e.g., through the execution policy management mechanism).

· Expression of particular application business logic as a sequence of function calls to resources that must be executed as specified by an execution workflow.

· Delegation of functionalities needed by a resource to other resources
:

· By the resource

· By other entity(ies).

· Authorized, secured and billable exposure of a resource by its owner to a third party entity (e.g. user, third party service provider, application developer or enterprise) by enforcing execution policies on requests to the resource.

· Authorized, secured and billable access of a resource, exposed by its owner, by a third party entity (e.g. user, third party service provider, application developer or enterprise) that satisfies the conditions that the third party entity is informed of as required to access and use the resource.

· Authorized, secured and billable exposure of terminal resource to another process.

· Authorized, secured and billable access of terminal resources by another process (e.g. user, third party service provider, application developer or enterprise) by that satisfies the conditions that the process is informed of as required to access and use the resource.

· Communication of the conditions for using a resource to a third party entity / requestor.

· Communication of the conditions for using a terminal resource to another process.

· Discovery of the conditions that a requestor must satisfy for using a resource by a third party entity.

· Discovery of the conditions that a requestor must satisfy for using a terminal resource by another process.

· Requestor satisfying the conditions for using a resource.

· Requestor takes prior steps to satisfy some of the conditions that he/she knows for using a resource.

· Managing the conditions for using a resource:

· Evaluation of the conditions:

· Global across multiple resource

· Resource specific

· Call specific

· Update of the conditions

· Debugging of the conditions:

· Logic of the conditions

· Availability of resources required to enforce the conditions

· Deployment of a new resource to be protected via execution policies.

· Allowing another authorized party to add execution policy assertions to a resource (e.g. enterprise to control usage of the resource by its employee).

It is important to note that as defined above, this enabler is by definition less directly affecting the user than other enablers. It enables the user to access services that rely or are exposed through the mechanisms addressed in this document. In general, the execution policy enforcement and management enabler does not directly interact with the user; except:

· If the user is allowed to set up, manage or examine some of the conditions to access resources

· If the user must provide information to satisfy some of these conditions

· A service fails because such conditions are not satisfied.

5.1 Typical Flow in an EPEM Use Case

· Owner of a resource protects the resource with a EPEM enabler using a particular valid implementation and deployment model of the EPEM enabler. Examples are discussed in [OMA-TR-EPEM]

· Owner of a resource establishes the execution policy associated to it [Execution Policy Management]:

· For execution policy enforceer

· Subset of conditions exposed to the requestor

· Owner publishes / register execution policy somewhere [Execution Policy Management]

· Requestor discovers (or knows) resource

· Requestor discovers (or knows) the conditions 
it must satisfy

· (Requestor may take prior steps to satisfy the conditions that he/she knows for using the resource)

· Requestor prepares request to resource and provides information / meta-data / credentials to be able to satisfy the conditions that he/she knows for using the resource.

· Request is logically processed by the Execution Policy Enforcer (logical entity / mechanism):

· The logic expressed by the execution policy is decomposed
 into:

· Delegation of functions and decisions to other resources 
(e.g., authentication, authorization, charging, logging) based  on a pre-set of specific steps.
· Validation of results

· Execution of decisions and logic

· Validation of the overall execution policy

· Request is passed to resource for action

· (If specified by execution policy, response may be similarly processed before being passed to requestor.

· In such a case, the requestor may also add an execution policy to apply on the response before letting it reach it (e.g. authentication of the source – i.e. the original responder).

Editor’s note: The rest of the section will describe as prescribed in the template the use cases enumerated above.

5.2 Use Case A

<The level of detail of descriptions in this Requirements Document shall be above technical implementations of protocols. It shall be as detailed as to fully guide a non-technical reader from start to end, defining the behavior of each actor.

5.2.1  ASK  \* MERGEFORMAT Short Description

<In one or two sentences, describe the interaction that occurs in this use case. Try not to regurgitate the basic course of events. The short description may provide context that other sections do not contain (mandatory).

Example: This use case describes the notification of a user based on events which are generated by his personal information system at the office or at home (calendar, inbox, task list, etc.). A message is being pushed onto the mobile terminal of the user. It shall be possible to take the user’s location into account when creating the message to be delivered. >
5.2.2 Actors

<A list of involved actors and a description of their specific role in this use case. Actors are people, organisations or applications that interact during the course of events in the use case. It might be useful to have a list of standard actors for mobile services such as User, Network Operator, Service Provider, Content Provider etc., but we will also need freedom to introduce further actors in order to capture our requirements (mandatory).>

5.2.2.1 Actor Specific Issues

<A list of specific issues for each actor in the defined use-case. Listed issues shall highlight the important issues seen by each actor in the interaction with the service (mandatory)>

5.2.2.2 Actor Specific Benefits

<A list of specific benefits for each actor in the defined use-case. Shall be used in the valuation of the defined use-case (mandatory)>

5.2.3 Pre-conditions

<Pre-conditions are things that must be in place before the interaction can occur. They are part of the contract between this use case and the outside world (mandatory).>

5.2.4 Post-conditions

<Like pre-conditions, post-conditions are part of the contract between this use case and the outside world. After this use case has been completed successfully, the post-conditions are satisfied. Post-conditions should be independent of the alternative (successful) paths taken inside the use case (mandatory).>

5.2.5 Normal Flow

<This is the meat of the use case. Describe the steps that each actor and the system go through to accomplish the goal of the use case. The normal flow represents the ‘simple, correct path’ through the use case. It is the most common path taken. For example, think of a use case which applies to 80% of the users, but for some reason, 20% of the users need to take an alternative path (they might come with different pre-conditions, for example, they might have ‘no credit card’).

The basic format here is a numbered list of steps which describe the actions of the actors and the system behaviour. If it helps, a UML diagram might be added. (mandatory)>

5.2.6 Alternative Flow

<Alternative flows are needed to make the description complete, if a single flow of events does not cover the use case completely. However, avoid going into detail and do not describe all the exception handling as alternative flows. Exception handling shall be described only, if it leads to specific requirements for the overall system. (optional)>

5.2.7 Operational and Quality of Experience Requirements

<Operational and Quality of Expererience (QoE) requirements apply to the use case from the perspective of involved actors. Unlike pre- or post-conditions, operational requirements are relevant for the use case as whole (not just particularly before or after it). These may be along some or all of the following dimensions depending on the application: ease of use, performance, reliability and security.  Please refer to the OMA Technical Report on Applications Performance Issues for more information and guidance on Quality of Experience Requirements. [REFERENCE TO BE INSERTED].

Examples for such requirements are 

· 'The customer contact is always with a sales person' 

· 'The system shall allow for at least 1,000 concurrent transactions' 

· 'The order confirmation shall be sent not later than 1 hour after purchase' 

· 'If 5 items are purchased, there is a special discount on the sixth'

· 'The user shall have full control over his personal data' 

· 'The response time for receiving an acknowledgement of the on-line e-commerce transaction shall be no longer than 4 seconds.'>

5.3 Use Case B

<For the second and subsequent Use Cases, the template for section 5.1 should be followed.>

5.4 Open Issues

<Anything that the author(s) want to mention and which needs further clarification. (optional)>

6. Requirements
(Normative)

Editor’s note: to be done after compilation and review of enough use case.

6.1 High-Level Functional Requirements

Editor’s note: The following are high level requirements that have been identified / discussed in other requirement activities (architecture, MWS, SES, SDD) and compiled here to initiate the discussions. They are not yet proposed in any particular order.

R-1:  The EPEM enabler MUST provide mechanisms for requestors to discover how to satisfy the conditions
 associated to a resource.

R-2: The mechanisms for requestors to discover how to satisfy the conditions associated to a resource provided by the EPEM enabler as follows:

· 
· 
A. The EPEM  enabler MUST support Machine Readable automated discovery of conditions associated to a resource.
B. The EPEM  enabler SHOULD support discovery of Dynamically generated conditions associated to a resource.
R-3: The EPEM enabler MUST allow that the conditions (to satisfy to access or use a resource that are exposed to a requestor) be only a subset of the execution policies that the resource owner will enforce on messages to and from this resource.

R-4:  The EPEM enabler MUST provide mechanisms enabling execution policy enforcer to determine the conditions associated to a resource in an automated manner.

R-5: The EPEM enabler 
MUST provide mechanisms for requestor to provide the information needed to satisfy the conditions for using a resource.

R-6: The mechanisms for requestor to provide the information needed to satisfy the conditions for using a resource provided by the EPEM enabler MUST support automatation:

· Machine readable exchanges (MUST)

· Dynamic (MUST)

R-7: The EPEM enabler MUST allow separation of concerns between the establishment of execution policies 7associated to a resource and the authorization and terms (e.g. authorization tables, values associated to the conditions like exact cost, SLAs, etc…) for a requestor to access and use the resource. 

R-8: The EPEM enabler MUST be compatible with automated mechanisms to establish the business relationship and terms the conditions for using it between a requestor and the owner of a target resource.

R-9: The EPEM enabler MUST provide mechanisms
 for the owner of a resource to advertise the conditions to satisfy in order for an enterprise to use a service enabler.

R-10: The EPEM enabler MUST provide mechanisms to logically enforce the execution policy associated to a resource on any request to that resource and on any associated response. This can be enforced by the owner of the resource or by other parties (e.g. enterprise when it comes to its employees). 

R-11: The EPEM enabler MUST provide mechanisms owner of resources to efficiently manage (express, estimate, modify, debug) the execution policies associated to a resource in ways that can be:

· Resource-specific or across multiple resources

· Requestor specific

· Request specific

· Deployment specific

R-12: The EPEM enabler SHOULD facilitate adding or exposing new resources
. 

R-13: The EPEM enabler MUST enable delegation by a resource of any functionality to other resources. 

R-14: The EPEM enabler MUST support requestor and responders located in the same or on different systems, within the same or different domains.

R-15: The EPEM enabler MUST be able to act on any message specified by OMA enablers. The EPEM enabler can be explicitly relied upon by OMA enabler specification, if desired, or introduced when implementing or deploying of such enablers.

R-16: The EPEM enabler MUST provide mechanisms or allow implementation 
models that accommodate the efficiency, scalability and reliability requirements associated to the resource and its deployment environment. 

R-17: The EPEM enabler MUST avoid adding inefficiency to those already unavoidably present.
R-18: The EPEM enabler MUST support integration with legacy resources that are not aware of the EPEM capabilities and mechanisms.

R-19: The EPEM enabler MUST provide ways to express execution policy assertions associated to OMA standard resources and OMA standard delegation to OMA enablers and OMA Common Functions.

R-20: The EPEM enabler SHOULD provides ways to express execution policy assertions associated to new or non-standard resources or proper to the owner of the resource.

R-21: When authorized, principals MUST be able to set policies that will be reflected in execution policies enforced on exchanges with the relevant resources.

R-22: The EPEM enabler MUST enable requestor, if authorized by a Principal, to interact with a resource on the behalf of the Principal.

R-23: The EPEM MUST enable a requestor to select an authorized provider for a delegation function when authorized by the owner of the target resource. This SHOULD be expressible in the execution policy and in the conditions made available to the requetor.

R-24: The EPEM MUST enable a requestor to perform some functions or delegate some function prior to issuing a request to a resource when authorized by its owner. This SHOULD be expressible in the execution policy and in the conditions made available to the requetor.

6.1.1 Security

<This clause identifies the high level security needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>

6.1.2 Charging

<This clause identifies the high level charging needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>

6.1.3 Administration and configuration

<This clause identifies the high level administration and configuration needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>

6.1.4 Usability

<This clause identifies the usability needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>

6.1.5 Interoperability

<This clause identifies the high level interoperability needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>

6.1.6 Privacy

<This clause identifies the high level privacy needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>
6.2 Overall System Requirements

<text>

6.3 System Elements

<This section identifies the high level requirements, on each system element in the use cases,  identified in this specification, including the user’s device(s) if relevant. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Each subsection should have a sub-section(s) covering the requirements on interfaces>

6.3.1 System Element A

<This section contains numbered high level requirements on System Element A>

6.3.1.1 Interfaces to System Element X

<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.>

6.3.1.2 Interfaces to System Element Y

<etc>

6.3.2 Network interfaces

<This clause identifies the high level network interface (bearers/protocols) needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>
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(Informative)
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Appendix B. <Additional Information>

Editor’s note: To be done, if needed. It is not clear at this stage what this section would contain.

<This annex provides additional information to support the requirements, and is explicitly identified as being either informative or normative. Requirements shall be presented at a high level, and not assume or imply the implementation of the requirements>







�PAGE \# "'Page: '#'�'"  �� For future reference and modification, it is suggested that the source(s) for each term be stated.


�PAGE \# "'Page: '#'�'"  �� It is more common to refer to a policy as a set of conditions and actions. We propose to extend this definition by adding “… and actions …”


�PAGE \# "'Page: '#'�'"  �� This definition is a somewhat confusing. Ii’s not understood how an assertion can be both evaluated as well as executed, unless it’s defined as having two parts where the “condition” part of the policy gets evaluated, and the “action” part of the policy gets executed.


�PAGE \# "'Page: '#'�'"  �� This definition is consistent with the definition of policy assertions in WS-Policy. However, it is not clear how the definition encompasses the IETF definition of policies. An example illustrating any such relationship would be very helpful. Cautionary note: The models underlying WS-Policy and the IETF RFCs (3198, 3060, 3460) reflect two distinct and dissimilar approaches to representing policies. The author may find it useful to partition the application of these two models according to their strengths: WS-Policy definitions <-> Flow-Policies, and IETF policy definitions <-> ‘static’ policies. It may be possible to bridge the complementary use of the 2 models by allowing, e.g., policy assertions that include requests for ‘static’ policy evaluations.


�PAGE \# "'Page: '#'�'"  �� Does this mean that an execution policy consists of one or more execution policy assertions? IETF has the concept of policies and policy groups, and policy domains. Is there a relation between these concepts?


�PAGE \# "'Page: '#'�'"  �� So to clarify: an assertion is interpreted, and a policy is evaluated? If so, does this mean that an assertion is a policy that is already evaluated by someone else? If so, does this involve some kind of authorization or trust model?





�PAGE \# "'Page: '#'�'"  �� With the use of the word “logic” in execution policy, one would expect a policy to consist of conditions AND actions, rather than just conditions, which takes us back to the definition of “Execution Policy Assertion.”


�PAGE \# "'Page: '#'�'"  �� Is this definition ‘limited’ to assertions, or does it also apply to policies themselves? If assertion, aren’t assertions supposed to be interpreted, rather than executed?





�PAGE \# "'Page: '#'�'"  �� Provide abbreviation for clauses that have been already used in the document. Policy Enforcement Point had not been used anywhere yet!


�PAGE \# "'Page: '#'�'"  �� The word “policy” has not been defined!


�PAGE \# "'Page: '#'�'"  �� You are using the word “another” here. What was the first process that this is the second or “another”? Also, the words “process” and “resource owner” have not been defined here! Are they new actors in the stream of actors that we have in the OMA service environment?


�PAGE \# "'Page: '#'�'"  �� How realistic is this use case? Is this use case targeting ‘request-response’ type exchanges or ‘chatty’ services? Clarification is needed here.


�PAGE \# "'Page: '#'�'"  �� Is the ‘mechanism’ for delegation, different from the ‘mechanism’ for expressing sequences/workflow?


�PAGE \# "'Page: '#'�'"  �� If the conditions are not known a priori to the requestors, it would require a great deal of flexibility resulting in a lot of complexity.  It would be desirable if the conditions to be discovered defines a certain supported or required option out of a pre-defined standardized list..


 


�PAGE \# "'Page: '#'�'"  �� How would one decompose logic into validation and execution components?


�PAGE \# "'Page: '#'�'"  �� This is quite a powerful mechanism that that may turn out to be quite complex to implement. Perhaps as a simpler first step we could pre-define and standardize a certain sequence (e.g. authentication -> authorization -> charging) and then use policies to determine whether a specific step in this sequence may be skipped or not, or e.g. to limit certain pre-defined lists of supported authentication mechanisms, to just one or two.





�PAGE \# "'Page: '#'�'"  �� Do we mean “rule sets” here?


�PAGE \# "'Page: '#'�'"  �� “EPEM Enabler” is used elsewhere in the document! 


�PAGE \# "'Page: '#'�'"  �� This requirement for a mechanism to discover resource owner’s conditions is already in the service/enabler discovery requirement of the architecture. Suggest deleting it.


�PAGE \# "'Page: '#'�'"  �� Does “facilitate” here mean allowing modular addition or enlisting/registering of new resources. 


�PAGE \# "'Page: '#'�'"  �� Providing “deployment model” should not be a “MUST” requirement. 


�PAGE \# "'Page: '#'�'"  �� Triple negative is not a good requirement! Introducing unavoidable inefficiencies is unavoidable. This could be the subject of another requirement item.





( 2003 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ReqDoc-20030912]
( 2003 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ReqDoc-20030912]

