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1 Reason for Change

To describe an IM use case concerning privacy issues for the IM users.

2 Impact on Backward Compatibility

No backward compatibility issues exist. 

3 Impact on Other Specifications

No impacts on other specifications exist. 

4 Intellectual Property Rights Considerations

No Intellectual Property Right (IPR) considerations exist. 

5 Recommendation

To discuss this change proposal for the use case about user privacy in IM. Once agreed, then to be included in the Requirements Document (RD) for IM.

6 Detailed Change Proposal

Use Case – IM Privacy

Short Description  ASK  \* MERGEFORMAT 
This use case provides the basis for considering the privacy of IM users. IM communications between users must remain private. The users would like to no other user to be able to falsify profile information and appear as someone else. In addition, privacy of the users must be respected by any third parties (public identity?). Also, this can apply to the service provider except when help (say user repeats same errors) as well as legal and privacy advices are needed (e.g.: Terms and Conditions text or link URL).

Actors



· Julia – She is the primary user to be concerned about her privacy in her IM communications.

· Romeo – He acts as an example of a trusted contact that Julia is familiar with. 

· Maria – She acts as an example of a user or a third party that Julia wants to keep her privacy intact from her.

· Instant Messaging (IM) service provided.

Actor Specific Issues

Julia wants:

· To keep her private communications with Romeo without someone else being able to falsify his/her profile and appear as Romeo.

· To be able to keep her privacy when she feels necessary from third party pushed text/content. 

Romeo and Maria are:

· Members of the Julia’s contact list(s) with different profiles. 

The IM service provides:

· The communication(s) between Julia and Romeo and/or Maria. 

Actor Specific Benefits

Julia:

· Communicates privately with the contact of choice. She is also able to manipulate/set her privacy status accordingly.

· Considers herself a valued subscriber/user of the IM service.

Romeo:

· Becomes trusted contact. 
· Considers Julia a trusted contact too. He is also able to manipulate/set his privacy status accordingly.
Maria has no benefit(s).

IM service gains trust by respecting privacy of the users and by providing timely information when privacy issues are concerned.

Pre-conditions

· Julia, Romeo and Maria are all provisioned (different profiles) to use the IM Service.

· The IM service they are all subscribed to is supporting privacy considerations. 

Post-conditions
Julia and Romeo are able to communicate in private since they trust each other.

Maria is not allowed to engage in trust.

Normal Flow
1. Julia invites Romeo to private conversation. 

2. Romeo profile is authenticated and subsequently authorised for communication.

3. Communication between Julia and Romeo ends.

4. Maria searches and finds Julia’s (public profile) – decides to communicate with her based on the information published.

5. Maria is denied communication with Julia.

6. Maria is informed that her attempt was not successful.

Alternative Flow

1. Julia invites Romeo to private conversation. 

2. Romeo profile is authenticated and subsequently authorised for communication.

3. Communication between Julia and Romeo ends.

4. Maria searches and finds Julia’s (public profile) – decides to communicate with her based on the information published.

5. Maria is denied communication with Julia.

6. Maria is informed that her attempt was not successful.

7. Julia is informed that Maria tried to contact her but her privacy setting did not allow it. She can then choose to whether invite Maria.

Operational and Quality of Experience Requirements
· Julia has control over her privacy settings and she is able to modify them accordingly.

· Romeo profile is authenticated and then authorised to IM with Julia.

· Maria cannot falsify her profile and engage masked communication with Julia.

· Maria contacts Julia – then Julia can either employ policy to block her or engage in communication knowing trusting the service that Maria is authenticated correctly.  
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